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Packet classification activity performed by a FireWall (FW) introduces high latency in network communications 
due to the computation time required to check whether any packet matches one of the FW rules. Such a 
classification process is done by sequentially checking the list of rules until a match is found or the end of 
the list is reached. Given the complexity of FW rules in some environments, this latency could become relevant. 
This problem is addressed by ordering the list of FW rules to minimize the classification latency, where the rules 
with higher activation frequencies are placed accordingly starting from the top of the list. This is not always 
feasible because dependency constraints between rules could exist: swapping the positions of dependent rules 
results in a loss of the integrity of the implemented security policy. For this reason, the FW rule ordering problem 
belongs to the realm of constrained combinatorial optimization.

This paper proposes a two-stage algorithm to address this problem. The first stage performs an innovative 
topological sorting algorithm aimed at finding an optimal ordering for the constrained rules, taking into account 
the fact that rule activation frequencies are influenced by inter-packet arrival time, which typically obeys Zipf’s 
law. The second stage employs a genetic algorithm to find the optimal ordering of all rules within the list. The 
proposed approach is evaluated using different filtering lists of different complexity provided by ClassBench. 
A comparison with other state-of-the-art algorithms addressing the same problem is performed. Furthermore, 
the performance analysis is extended employing an exact optimization method. The results obtained show the 
effectiveness of the proposed algorithm in minimizing packet classification latency, while a short reordering time 
is required.
1. Introduction

Firewalls (FWs) are security devices widely used to monitor inbound 
and outbound network traffic and filter data packets based on a list 
of security rules. The usage and correct configuration of these devices 
are regulated according to the recommendations posed by the national 
strategy to the companies (Srinivas et al., 2019). Packet classification 
performed by an FW plays a key role in computer networks that employ 
ever-increasing communication bands to realize faster packet exchange 
(Adiseshaiah and Sailaja, 2023; Tan et al., 2021). However, such a func-

tion could require high latency as a result of a sequential search aimed 
at checking whether any rule matches the packet. In particular, the 
greater the complexity of the security rules, the longer the resulting 
rule list, and the higher the latency (Seno et al., 2022). This is a com-

mon real-life scenario occurring when a new rule is inserted without 
considering the position occupied given its activation frequency. This 
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could result in a serious performance issue in scenarios with sophis-

ticated FW security policies in which fast communications should not 
be negatively affected. Therefore, this represents a highly topical issue 
given the spread of networking technologies for which ultra-fast com-

munications are the primary requirement that underlie the development 
of recent application scenarios (Adil et al., 2023; Liyanage et al., 2023). 
As a final point, from the cyber threats perspective, even when the FW 
cannot process traffic fast enough, being clogged up by targeted traffic, 
a denial-of-service attack is achieved, as observed by Fulp and Tarsa 
(2005).

To address such a problem, several scientific works introduce FW 
policy anomaly discovery strategies that aim at optimizing the secu-

rity rule list to improve the aforementioned performance (Togay et al., 
2021; Vijay et al., 2022; Lorenz and Schnor, 2022; Kingsley Arthur et 
al., 2019). A complete pipeline aimed at optimizing an FW policy re-

quires an optimal rule ordering (ORO) step. In fact, as a result of such 
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a step, a sorted rule list that minimizes the aforementioned packet clas-

sification latency is obtained (Bagheri and Shameli-Sendi, 2020). To 
achieve this, it is desirable to place the most frequently activated rules 
at the top of the security policy list. However, this is not always feasi-

ble because different rules are not in general disjoint, that is, a general 
rule could be a superset of one or more other rules; hence, a given 
packet could match different rules. Due to this, finding an optimal FW 
rule ordering is an NP-hard combinatorial optimization problem (Fulp, 
2005). As a consequence, classical optimization methods could take a 
long time to find a solution in the case of sophisticated FW security poli-

cies. This has led towards the use of heuristic algorithms, also called 
heuristics, as described by Mor et al. (2021). However, heuristics aim 
only at reaching a reasonable sub-optimal solution, usually in a shorter 
time. On average, the less time a heuristic requires, the greater the devi-

ation from a solution that would lead to effective improvements. Thus, 
it is paramount to compare the results achieved by heuristic propos-

als with exact optimization methods to gain a better understanding of 
their real effectiveness (Elloumi et al., 2021). One of the most popular 
heuristic algorithms used to address NP-hard combinatorial optimiza-

tion problems and belonging to the class of evolutionary algorithms is 
the Genetic Algorithm (GA) (Slowik and Kwasnicka, 2020). To the best 
of our knowledge, the only implementation of a GA-based solution to 
tackle the ORO problem is the one proposed in El-Alfy (2007). However, 
the satisfaction of the constraints is reached using the depth-first-search 
method, which does not take into account the optimization of classifi-

cation latency.

The algorithm proposed in this paper shares the idea of taking ad-

vantage of such a heuristic to address the ORO problem, but the GA 
will not be used individually as recent studies show the effectiveness of 
combining a GA with other algorithms to achieve better optimal perfor-

mance while preserving the speed of convergence (Tkatek et al., 2020). 
In particular, the algorithm presented in this paper employs a GA as 
the second stage in a two-stage approach. The first stage aims at find-

ing an order for the sequence of constrained rules. Since inter-packet 
arrival time typically obeys Zipf’s law (Naghash and Abdollahi, 2016), 
network traffic follows a Zipf distribution, as shown by Cohen and Lund 
(2005). As a result, the activation frequencies of the rules are affected, 
so few rules have high activation frequency values, which are the items 
that belong to the head of the Zipf curve. Therefore, identifying such 
a class of rules in the constrained ones is paramount. The first stage of 
the proposed algorithm identifies these rules and places them and the 
related constrained ones, i.e., without violating the integrity of the se-

curity policy, as close as possible to the positions at the top of the FW 
rule list. Therefore, the proposed first stage is capable of embedding 
classification latency minimization while searching for a topological or-

der. After receiving the results from the first stage, the GA arranges the 
constrained rule list within the already optimally sorted sequence of un-

constrained rules without changing their order. Thus, the GA seeks to 
find an optimal position for the constrained rule sequence within un-

constrained rule sequence.

The contribution provided by this paper is two-fold:

• It introduces an innovative algorithm to optimize the order of FW 
rules based on heuristics to obtain a good trade-off between packet 
classification latency minimization and algorithm execution time. 
The algorithm is composed of two stages:

– The first searches for an optimal ordering for the constrained 
rules, using an innovative topological sorting algorithm having 
the goal to minimize the classification latency associated to the 
sorted items.

– The second, i.e., the GA, takes as input the sorted constrained 
rule sequence and fits it inside the already sorted unconstrained 
rule sequence.

• It shows a benchmark of the proposed algorithm with state-of-

the-art heuristics and an exact optimization method to concretely 
2

validate its effectiveness.
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This paper is organized as follows. Section 2 provides a review of 
the literature divided into: (i) the application of heuristic approaches 
that leverage the GA to deal with the class of optimization problems to 
which the ORO belongs; (ii) recent heuristics that addressed the ORO. 
Section 3 defines the ORO problem and provides the mathematical for-

mulation suitable for applying exact optimization methods. Section 4

describes the first stage of the proposed algorithm, while the second is 
presented in Section 5. Section 6 illustrates the methods and materials 
employed during the experimental phase. The critical evaluation of the 
results obtained from the experiments is provided in Section 7. Conclu-

sions with the main findings and insights are presented in Section 8.

2. Related work

This section focuses on two main areas: 1) the widespread em-

ployment of heuristic algorithms combined with genetic algorithms for 
addressing NP-Hard problems; 2) a literature review of heuristics that 
have addressed the ORO problem during the last decades.

2.1. Genetic algorithm for NP-hard problems

Heuristic algorithms are effective in solving NP-Hard problems. Mor 
et al. (2021) show how, for such a category of optimization prob-

lems, the solutions achieved by heuristics are close to global solutions 
found using exhaustive search algorithms. However, these two classes 
of algorithms are not comparable in terms of convergence speed, since 
heuristics are faster than exhaustive searches. Genetic Algorithm (GA) 
is a heuristic widely used to address NP-Hard problems (Tkatek et al., 
2020). To make its use more effective, Tkatek et al. (2020) suggest 
combining it with other techniques when very complex problems need 
to be addressed. Given that the greater the complexity of the problem, 
the wider the research space will be; therefore, it is reasonable to adopt 
such a combination strategy to support the GA exploration phase. In 
D’Angelo and Palmieri (2021), a GA is combined with a gradient de-

scent (GD) algorithm in a two-stage approach. As a first stage, the GD 
is exploited to reduce the GA (second stage) exploration space. The 
main idea behind such an approach is in the setting of candidate solu-

tions (i.e. individuals) that will be part of the GA evolutionary cycle, 
which is based on the solutions found by GD, gaining a more robust GA 
convergence. The Job Scheduling Shop Problem (JSSP) belongs to the 
NP-Hard problem class. Viana et al. (2020) address this problem by em-

ploying innovative local search strategies during the GA recombination 
phase. This approach achieves faster convergence than classical GA. In 
Garg (2019), a gravitation search algorithm (GSA) is used in combi-

nation with a GA for addressing a non-linear constrained optimization 
problem. GSA aims at finding the first stage solution, which will be 
updated using GA during the second step. Combined approaches are 
used to solve the university course timetabling problem (UCTP). Reza-

eipanah et al. (2021) propose the so-called improved parallel genetic 
algorithm and local search (IPGALS) for the UCTP. In this approach, the 
GA represents the first stage, while during the second stage, the local 
search perturbs the candidate solution found by the GA. This mecha-

nism was designed to extend the exploration procedure performed by 
classical GA, and the overall algorithm continues until a stop condi-

tion is met. In Wong et al. (2022), a GA is presented to address a 
post-enrollment course timetabling problem (PE-CTT). It is combined 
with a tabu search for the initialization of the population involved dur-

ing the evolutionary cycle. In particular, the algorithm has the goal of 
minimizing soft constraint violations, while hard constraint violations 
are fully satisfied. This method has been compared with the timeta-

bles created by a human operator, resulting in better performance in 
terms of the number of soft constraints violated. In Chen et al. (2020), 
a GA is used to deal with the flexible job-shop scheduling problem 
(FJSP). The parameters used during the genetic operations are tuned 
using a reinforcement learning (RL) agent, i.e., Q-learning. The exper-
imental phase showed that the proposed method can achieve better 
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performance than the benchmark algorithms. An RL agent, which is 
the SARSA algorithm, is combined with GA for hyperparameter set-

ting in Köksal Ahmed et al. (2022), resulting in promising performance 
improvements. In Zhang et al. (2019), the FJSP is addressed using a 
GA-based variable neighborhood search. In particular, the first method 
performs local exploitation around population individuals, while GA 
is used to conduct global exploration among populations. This allows 
a balance between diversification and intensification of candidate solu-

tions. The experiments carried out show the effectiveness and efficiency 
of this hybrid method. An adaptive version of GA based on individ-

ual similarity is presented in Liang et al. (2022) to address FJSP. This 
method uses the hybrid population initialization method and expan-

sion of the population size to improve both the quality of the initial 
candidate solution and the diversification. Furthermore, an improved 
adaptive crossover and mutation operation based on individual similar-

ity is implemented, improving the overall performance of the algorithm. 
In Mahdi Homayouni et al. (2023), the NP-hard problem addressed is 
an extended version of the FJSP, that is, the FJSP with transportation 
(FJSPT). To select the machines and vehicles that handle jobs, a com-

bination of a multi-start biased random key GA and greedy heuristics is 
used. The experiments carried out show that this method outperforms 
several contributors in the literature. Another NP-hard problem is the 
scheduling of medical treatments that is addressed using a novel GA 
formulation in Squires et al. (2022). Furthermore, such an algorithm 
is capable of minimizing the makespan. Optimization of the makespan 
for FJSP is addressed in Umam et al. (2022) by combining GA with a 
tabu search method. In particular, the latter supports GA in searching 
for an optimal solution without trapping in a local optimum. This algo-

rithm has been evaluated for several scheduling problems that result in 
improved performance in 95% of test cases. In Kumar et al. (2020), a se-

lective swap mutation method for GA is presented to address scheduling 
problems. According to the problem addressed, this mutation operator 
outperforms alternative methods that execute the same operation in the 
evolutionary cycle of GA. In Liu et al. (2020), a modified version of GA 
is proposed that takes advantage of innovative coding strategies to ad-

dress the integrated process planning and scheduling (IPPS) problem. 
In particular, by analyzing the selecting mechanism of OR-nodes, en-

coding and decoding methods based on the process network graph are 
presented. Such an algorithm leads to promising performance compared 
to the algorithms benchmarked in the experimental phase that focus on 
real-case problems. Another modified version of GA to deal with fuzzy 
dynamic ship routing and scheduling problem, is presented in Das et al. 
(2022). In this work, novel genetic operators are introduced to enhance 
the robustness of the approach with respect to the variation of uncer-

tain variables in real-life applications. In Xie et al. (2022), the NP-hard 
problem that needs to be addressed is the scheduling of cloud work-

flows. To deal with this, a GA employing novel strategies and schemes is 
developed, resulting in an overall improvement in searching in the com-

plete solution space. In particular, an adaptive decoding strategy acts as 
a final step of the evolutionary cycle within improvement schemes to 
generate a new population of candidate solutions from which the elite 
chromosome is copied to start with the next generation. In Nematpour 
et al. (2023), the task addressed using an enhanced version of a GA is 
graph scheduling. In such an algorithm, the individual is represented on 
the basis of the results obtained by combining a ranking method with 
a clustering algorithm. Furthermore, the performance of the overall GA 
was improved using various heuristic methods.

This review suggests that a two-stage approach could also be used 
to effectively address the ORO problem, which belongs to the class of 
NP-hard problems, using a GA in one stage. One of the two steps uses 
GA. Due to its two-stage nature, the algorithm proposed in this paper 
differs from that proposed by El-Alfy (2007). Nevertheless, the latter 
research shows the effectiveness of GA for addressing ORO, since such 
an approach has results close to those of a branch- and bound method, 
which is considered very efficient in solving binary programming prob-
3

lems such as ORO.
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2.2. Optimal firewall rule ordering algorithms

The optimization problem of the FW rule order has been widely ad-

dressed over the last two decades. This problem was defined as the 
optimal rule ordering (ORO) problem by Hamed and Al-Shaer (2006). 
Takashi Harada et al. techniques (Harada et al., 2020a; Fuchino et al., 
2021; Harada et al., 2018; Fuchino et al., 2019; Harada et al., 2020b) 
represent the most recent algorithms at the state-of-the-art that address 
the ORO problem. In Harada et al. (2020a), a relaxed version of ORO, 
called RORO, was introduced. This problem was addressed using a sim-

ulated annealing algorithm, where the consistency of the constraints 
was checked using zero-suppressed binary decision diagrams (ZDDs) to 
allow faster convergence of the algorithm. The solution proposed in 
Harada et al. (2020b) recursively pairs the rules that cause a policy 
violation until no such rules remain. Then, it simply sorts them by ac-

tivation frequency. This algorithm performs better than the sub-graph 
mergine (SGM) (Tapdiya and Fulp, 2009) algorithm in some cases. The 
latter is considered a state-of-the-art solution to address ORO. SGM uses 
a directed acyclic graph (DAG) to store rules constraints, and for each 
DAG node, its reachability set is defined. This set is made up of all 
rules that have a path to reach the node and for each set (also called 
sub-graph) the activation frequency average of the rules belonging to 
it is calculated. Sub-graphs are then ascending sorted by such an av-

erage value. SGM sorting is applied to items directly adjacent to the 
sub-graph’s identifying node. In Fuchino et al. (2019), an alternative 
version of SGM is presented, namely fixed SGM. Such an algorithm sorts 
the items within the selected sub-graph, choosing the heaviest (even if 
single), with respect to the allocatable ones. Mohan et al. (2018) em-

ploy rule ordering based on the so-called preceding and succeeding lists. 
A predecessor (successor) of a node is a different node such that there 
exists a directed arc from the first (second) to the second (first). Such el-

ements are used to check the integrity of constraints made up between 
dependent rules. The algorithm aims to find a valid swapping-window 
(SW) between two rules as a candidate positioning range for swappable 
rules. The swapping is performed according to a swapping rank value. 
This parameter is an inverse function of the classification latency. A 
valid swap maximizes the swapping rank.

All the algorithms discussed above are effective in finding a sub-

optimal solution to the ORO problem. Some of them are really fast, but 
it is not clear how they perform in terms of classification latency mini-

mization, since no comparison with an exact optimization method that 
can produce a global optimal solution is presented. In real-life cases, 
fast reordering is needed regardless of the complexity of the problem, 
but the final goal is to optimize the FW packet processing time. There-

fore, it is essential to compare the performance obtained using an exact 
optimization method. This paper provides an innovative algorithm to 
address the ORO problem and compares its actual performance in terms 
of packet classification latency minimization - execution time trade-off 
with alternative state-of-the-art algorithms and with an exact optimiza-

tion method.

3. Problem statement

3.1. Firewall security policy

An FW employs a filtering rule list such as the one shown as an 
example in Table 1. This rule list, or filtering table (FT), implements 
the desired security policy. However, each FT has its own specific com-

plexity level, which depends both on the number of rules inside the FT 
and on the dependencies between the rules themselves. A FT could also 
contain anomalies, e.g. duplicated/overlapping rules. For this reason, 
the first optimization step consists of removing them whenever possi-

ble. Suppose that an FT contains some duplicate rules. Given a network 
packet, a sequential crossing of the FT is performed, starting from the 
rule in the first position going to the latest, to find the rule that matches 

the packet itself. According to such sequential research, only one at the 
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Table 1

An example of a filtering table.

ID Action Traffic Protocol Source Destination Destination port

1 Drop → * 140.10.10.1 80.1.1.1 *

2 Accept → TCP 30.16.56.3 * *

3 Accept ← UDP 10.0.0.8 * 53

4 Accept → TCP 172.250.0.98 * *

5 Drop → CARP 10.*.*.* * *

6 Drop → TCP 192.168.41.78 192.168.41.79 *

7 Drop ← * 172.21.*.* * *

8 Alert → * 172.250.*.* * *

9 Drop ← * 10.*.*.* * *

10 Drop → TCP 192.168.250.25 192.168.250.68 80

11 Accept → TCP 140.10.10.* 80.1.1.1 [80, 443]

12 Drop * * * * *

The symbol * stays for any.
The symbol → (←) stays for inbound (outbound) traffic.
Table 2

The constraints between rules de-

rived from Table 1.

ID Precedence constraint(s)

1 [1→ 11]
2 [2→ 12]
3 [3→ 9]; [3→ 12]
4 [4→ 8]; [4→ 12]
5 ∅
6 ∅
7 ∅
8 [8→ 12]
9 ∅
10 ∅
11 [11→ 12]

top of the FT would be activated. Each duplicated rule contributes to in-

creasing the classification latency for each non-matching packet going 
through it. Many methodologies have the goal to discover and remove 
FT anomalies. Some of them are summarized in Victor and Shahriar 
(2018); Valenza and Cheminod (2020); Ahmed and Askari (2018). Each 
technique contributes to optimizing FT, but a firewall policy is said to be 
optimal if an algorithm is employed to search for a proper order of rules. 
Such an order minimizes the overall computational complexity while 
maintaining a rule sequence relationship to preserve policy integrity. In 
a given time interval, the activation frequency is associated with any 
rule in FT. Taking such a metric into account is essential to minimize 
classification latency. In this regard, the most frequently activated rules 
should be placed at the top of the FT. Let 𝑁 be the number of rules in 
FT; each packet will be checked against the list rules until a matching 
rule or the end of the list is reached. The worst-case scenario is verified 
when the most frequent packet matches the last (incorrectly placed) 
rule of the list. In this case, 𝑁 − 1 avoidable comparisons are made. 
Due to the existence of a dependency relationship between the rules, 
the ORO problem is a constrained optimization problem. These rules 
cannot be placed in arbitrary positions without compromising the secu-

rity policy implemented by the initial FT. Given two rules 𝑟𝑖, 𝑟𝑗 ∈ 𝐹𝑇 , 
such that 𝑖 ≠ 𝑗, these are said to be dependent iff: 1) 𝑟𝑖 and 𝑟𝑗 match 
the same network traffic; 2) 𝑟𝑖 and 𝑟𝑗 perform a different filtering ac-

tion. An FT can be expressed as a matrix R = (𝑟1, 𝑟2, ..., 𝑟𝑁 ) ∈ℝ𝑁𝑥𝑀 . 
Each row in R consists of a rule 𝑟𝐼𝐷 = (𝐼𝐷, Σ𝐼𝐷, [𝛼𝐼𝐷,3, 𝛼𝐼𝐷,4, ..., 𝛼𝐼𝐷,𝑀 ]), 
where: 1) 𝛼𝐼𝐷,𝑘, with 𝑘 = 3, ..., 𝑀 , represents a network traffic attribute; 
2) Σ𝐼𝐷 states the filtering action; 3) 𝐼𝐷 is the row index, that is, the 
position of the rule within the initial FT. If 𝑟𝑖 must precede 𝑟𝑗 , the con-

straint [𝑟𝑖, 𝑟𝑗 ] is declared. Given this notation, starting from Table 1, the 
precedence relationship list is shown in Table 2.

Consider the constraint [1 → 11] in Table 2. 𝑟1 must precede 𝑟11, 
since both rules filter: inbound traffic (𝛼1,3 = 𝛼11,3); TCP traffic (𝛼11,4
∈ 𝛼1,4); traffic came from 140.10.10.1 (𝛼1,5 ∈ 𝛼11,5); traffic directed to 
4

the same destination (𝛼1,6 = 𝛼11,6); HTTP/HTTPS traffic (𝛼11,7 ∈ 𝛼1,7). 
In the end, Σ1 ≠ Σ11. If such a constraint did not exist, 𝑟11 could be 
placed before 𝑟1 and, consequently, the IP address 140.10.10.1 could 
send traffic to the IP address 80.1.1.1, resulting in compromising the 
intended security policy.

3.2. Constrained binary integer program formulation

This section presents the ORO optimization problem as a binary pro-

gramming problem. A given rule activation frequency can be modeled 
according to a probability distribution function 𝑃𝑟{𝑟𝑖} = 𝑝𝑖, based on 
prior network traffic recording. The order and constraints of the se-

quence of rules for a given FT are modeled using two binary decision 
variables 𝑥𝑖𝑗 and 𝜌𝑖𝑗 , defined as follows:

𝑥𝑖𝑗 =

{
1, if 𝑟𝑖 is placed at row 𝑗 in the FT,

0, otherwise,
(1)

𝜌𝑖𝑗 =

{
1, if 𝑟𝑖 must precede 𝑟𝑗 ,

0, otherwise,
(2)

where 𝑖, 𝑗 ∈ {1, 2, ..., 𝑁}. As a result of Equations (1) and (2), X, P ∈
ℝ𝑁𝑥𝑁 matrices are obtained. The first illustrates the current order of 
the rule sequence. For example, X = I (with I being the so-called Iden-

tity matrix) represents the initial order. The second is a constraint map. 
The target function is recalled in Equation (3). It is subjected to the 
constraints stated by formulas (4)-(7). Equations (4) and (5) impose the 
requirement that each rule appears once and only once within the FT, 
and each FT row can contain only one rule. Equation (6) models the 
precedence relationships between the rules. Finally, the domain of the 
variables is stated in Equation (7).

min
𝑁∑
𝑖=1

𝑁∑
𝑗=1

𝑗𝑝𝑖𝑥𝑖𝑗 (3)

subject to

𝑁∑
𝑖=1

𝑥𝑖𝑗 = 1, 𝑗 = 1,2, ...,𝑁 (4)

𝑁∑
𝑗=1

𝑥𝑖𝑗 = 1, 𝑖 = 1,2, ...,𝑁 (5)

𝑁∑
𝑘=1

𝑘𝑥𝑖𝑘 −
𝑁∑
𝑘=1

𝑘𝑥𝑗𝑘 ≤ −1 if 𝜌𝑖𝑗 = 1, 𝑖 = 1,2, ...,𝑁 ; 𝑗 = 1,2, ...,𝑁 (6)

𝑥𝑖𝑗 ∈ {0,1}, 𝑖 = 1,2, ...,𝑁 ; 𝑗 = 1,2, ...,𝑁 (7)

In this paper, the above modeling will be used to evaluate the results 
obtained by solving the ORO problem through an exact optimization 

method.
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Fig. 1. DAG-based encoding of constraints in Table 2.
Table 3

DAG layers derived from Fig. 1b.

Virtual layer Rules

Root {𝑟1 , 𝑟2 , 𝑟3, 𝑟4}
Intermediate {𝑟11 , 𝑟9 , 𝑟8}
Terminal {𝑟12}

4. First stage: search for an optimal constrained rule order

The proposed first stage algorithm encodes the precedence rela-

tionships between the rules using a directed-acyclic graph (DAG). This 
data structure consists of a finite number of nodes and edges. In this 
study, each node represents a rule, while the directed edges impose a 
precedence relationship between nodes. Fig. 1a shows the DAG repre-

sentation of constraints in Table 2.

The hierarchical layout represents an example of layered graph 
drawing according to the so-called Sugiyama algorithm (Nikolov, 
2016). This representation places the nodes in horizontal layers (vir-

tual horizontal lines) such that the edges point in a specific direction, 
for example downward, as in Fig. 1a. This layered graph drawing can be 
used to infer an initial topological order that guarantees the satisfaction 
of constraints.

Definition 4.1 (DAG virtual layer). A virtual layer represents a set of 
rules. In particular, each rule is assigned to the 𝑛-th DAG virtual layer, 
with 𝑛 being the maximum distance from the first DAG virtual layer.

Example 4.1 (Mapping between DAG rule and virtual layer). Taking into 
account the constraint list 𝐶 = {[𝑖, 𝑗], [𝑗, 𝑘], [𝑖, 𝑘]}, the derived virtual 
DAG layout is three-layered:

• 𝑖 is a root node since it belongs to the first virtual DAG layer, the 
so-called root layer.

• 𝑗 is an intermediate node since it belongs to the second virtual DAG 
layer, which is the unique intermediate layer (in this case).

• 𝑘 is a terminal node since it belongs to the deeper virtual DAG 
layer, namely the terminal layer.

Given the set of constraints 𝐶 = {[4, 8], [8, 12], [4, 12]} from Table 2. 
Since 𝑟4 can reach 𝑟12 through 𝑟8, the simplified DAG in Fig. 1b holds. 
Such a strategy results in a simpler layered graph drawing; thus, in a 
lower computational overhead during the first stage execution. From 
this step, Table 3 follows.

4.1. Hierarchical topological ordering

Merging the items in Table 3 “Rules” column, from first to last row, 
results in the first topological order: [𝑟1, 𝑟2, 𝑟3, 𝑟4, 𝑟11, 𝑟9, 𝑟8, 𝑟12]. Since 
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Table 3 is directly inferred from the simplified DAG related to the 
hierarchical layout cited above, this strategy defines the Hierarchical 
Topological Ordering (HTO) algorithm.

Depending on the activation frequencies of the rules, this order 
could be improved to minimize packet classification time. This is done 
starting from the last rule in the list and moving it to the left un-

til: 1) a rule that constrains the one being moved is met; 2) a rule 
with a higher activation frequency is met. For example, if each inter-

mediate rule had an activation frequency higher than root rule(s) to 
which it is not constrained, the following sequence would be obtained: 
[𝑟1, 𝑟11, 𝑟2, 𝑟3, 𝑟9, 𝑟4, 𝑟8, 𝑟12]. This topological sort procedure has a main ad-

vantage over other algorithms, such as depth-first-search used in El-Alfy 
(2007). In fact, HTO searches for a sub-optimal solution minimizing the 
constrained rule sequence classification latency.

However, when activation frequencies differ widely in a given set 
of rules, the solution found by HTO can be improved, and since inter-

packet arrival time typically obeys Zipf ’s law (Naghash and Abdollahi, 
2016), this is a common scenario in real-life cases.

4.2. Zipf-based hierarchical topological ordering

Because of Zipf’s distribution of network traffic (Cohen and Lund, 
2005), typically few rules have higher activation frequencies. Such rules 
contribute more than others to solve the ORO optimization problem; 
hence, their identification of these items is paramount. Under the as-

sumption that the activation frequencies of the rules in Table 1 obey 
Zipf ’s law (Fig. 2a), it is possible to infer that the weight, i.e., the acti-

vation frequency of a single rule, could exceed the cumulative weight 
of the remaining set of rules.

Let 𝑤𝑖 be the weight of the 𝑖-th rule, the activation frequencies av-

erage 𝜇 is computed as follows:

𝜇 = 1
𝑛𝐶𝑅

𝑛𝐶𝑅∑
𝑖

𝑤𝑖 (8)

with 𝑛𝐶𝑅 being the number of constrained rules.

Definition 4.2 (Cut-off frequency). The 𝜇 value is increased by a factor 
𝛾 , so 𝛾 ∝ 𝜇. This defines the cut-off frequency:

𝜙 = 𝜇 + 𝛾 = 𝜇(1 + 𝛼) (9)

where 𝛼 = 𝜆

𝜇
is a weighting factor. A reasonable range for 𝛼 variation is 

[ 1
2 , 3].

Definition 4.3 (High (low)-frequency rule). Given a rule 𝑟𝑖 and its acti-

vation frequency 𝑤𝑖, 𝑟𝑖 is a high (low)-frequency rule iff: 𝑤𝑖 ≥ (<)𝜙.

Therefore, setting 𝜙 determines the number of high-frequency rules 
that belong to the head of the Zipf curve.

Example 4.2. Consider the distribution in Fig. 2a, for which 𝜇 = 27.875

is obtained (see Equation (8)). Suppose 𝛼 = 1

2 → 𝛾 = 𝜇

2 → 𝜙 = 3
2𝜇 =
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Fig. 2. (a) Zipf distribution example for rules in Table 1. (b) Identification of high- and low-frequency constrained rules from Fig. 2a by means of 𝜙.

Fig. 3. The overall process of the first stage using the ZHTO.
41.812. At this point, the high-frequency rules are derived according 
to Definition 4.3 (see Fig. 2b). The resulting set of high-frequency rules 
is 𝑊𝐻 = {𝑟9, 𝑟11}, since both 𝑤9 and 𝑤11 are greater than 𝜙. In contrast, 
the set of low-frequency rules is 𝑊𝐿 = {𝑟1, 𝑟2, 𝑟3, 𝑟4, 𝑟8, 𝑟12}.

Definition 4.4 (High-frequency rule reachability set). A high-frequency 
rule reachability set 𝑊𝑅𝑆𝑟𝐼𝐷

consists of rules that have a path to a 
high-frequency rule in the simplified DAG.

Once high-frequency rules have been found, the high-frequency rule 
reachability sets are searched.

Example 4.2 results in two high-frequency rule reachability sets: 
𝑊𝑅𝑆𝑟9

= {𝑟3, 𝑟9} e 𝑊𝑅𝑆𝑟11
= {𝑟1, 𝑟11}. According to them, the follow-

ing topological orders hold: [𝑟1, 𝑟11, 𝑟3, 𝑟9], [𝑟3, 𝑟9, 𝑟1, 𝑟11], [𝑟1, 𝑟3, 𝑟9, 𝑟11], 
[𝑟1, 𝑟3, 𝑟11, 𝑟9], [𝑟3, 𝑟1, 𝑟9, 𝑟11] e [𝑟3, 𝑟1, 𝑟11, 𝑟9]. The proposed algorithm 
called Zipf-based HTO (ZHTO) selects the topological order that mini-

mizes the metric:

Ξ =
𝜎∑
𝑖=1

𝑑𝑖𝑤𝑖 (10)

where 𝑑𝑖 is given by the rule 𝐼𝐷, while 𝜎 =
∑

ℎ∈Γ |𝑊𝑅𝑆𝑟ℎ
|, with the 

set of high frequency rules indexes Γ. Therefore, ZHTO is able to find 
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the best position of each high-frequency rule reachability set, until 𝑊𝐻
is not empty. All items belonging to 𝑊𝐿 will be sorted using the HTO 
algorithm.

In the case of Example 4.2, ZHTO algorithm results in Ξ = 597 be-

cause the solution found is [𝑟3, 𝑟9, 𝑟1, 𝑟11]. On the contrary, HTO results 
in [𝑟1, 𝑟11, 𝑟3, 𝑟9], with Ξ = 777.

Solving the topological order of constrained rules using a Zipf-like 
distribution for activation frequencies aims at modeling two cases: (i) 
the real one, according to Naghash and Abdollahi (2016) and Cohen 
and Lund (2005); (ii) the ideal one, in fact, if the weights of the result-

ing sequence follow Zipf’s law, the best solution is achieved, according 
to the study by El-Alfy (2007). This research showed that sorting rules 
having weights that initially follow a Zipf-like distribution does not re-

sult in a minimization of the overall classification latency since such an 
order is already the best.

At this point, ZHTO for 𝑊𝐻 and HTO for 𝑊𝐿 are applied to find an 
optimal constrained rule ordering that minimizes:

𝛽 =
𝑛𝐶𝑅∑
𝑖=1

𝑑𝑖𝑤𝑖 (11)

Fig. 3 shows the result obtained due to the application of ZHTO to 
the constrained rules in the filtering list shown in Table 1. The resulting 
order, thus obtained, provides the input sequence for the second stage, 

i.e., the GA-based one.
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5. Second stage: search for the overall optimal solution through a 
Genetic Algorithm

Starting from the first stage result, the GA places the sorted con-

strained rule sequence inside the unconstrained rule sequence. The 
latter is previously sorted to minimize:

𝜐 =
𝑛𝑈𝑅∑
𝑖=1

𝑑𝑖𝑤𝑖 (12)

with 𝑛𝑈𝑅 number of unconstrained rules. Given the aforementioned 
ZHTO-obtained sequence [𝑟3, 𝑟9, 𝑟1, 𝑟11, 𝑟4, 𝑟2, 𝑟8, 𝑟12], the goal of the sec-

ond stage is to place each item of such a sequence within the uncon-

strained rule sequence sorted as [𝑟5, 𝑟6, 𝑟7, 𝑟10] to minimize the function 
in Equation (12). As anticipated, to achieve such a goal, the GA is used. 
The design of GA is largely inspired by biological evolution, which is 
characterized by a selection of parents, a reproduction process, and a 
mutation process of offsprings. The reproduction of offsprings biologi-

cally better than their parents is the primary purpose of evolution. This 
is achievable by finding a GA configuration that fits the addressed opti-

mization problem. Therefore, this section discusses the configuration of 
the GA proposed in this paper, showing how each GA step works.

5.1. Individual representation

The set of candidate solutions represents the population on which 
GA works. In general, each individual in the population is encoded 
on the basis of the addressed problem. Therefore, in this scenario, 
the individual is given by the complete rule sequence. As a conse-

quence, an individual has 𝑁 genes with 𝑁 = 𝑛𝐶𝑅 + 𝑛𝑈𝑅 since it con-

sists of the number of rules for which optimal ordering is required. As 
an encoded strategy, the constrained rules are initially labeled using 
a placeholder (e.g., -1), while for each unconstrained rule, the rela-

tive value 𝐼𝐷 is used. Hence, a numeric encoding strategy is adopted 
such that an example of an individual in the population is given 
by [𝑟5, 𝑟−1, 𝑟−1, 𝑟6, 𝑟7, 𝑟−1, 𝑟−1, 𝑟−1, 𝑟−1, 𝑟10, 𝑟−1, 𝑟−1]. Note that each place-

holder represents a possible positioning for a single constrained rule 
preserving the order found by the ZHTO. As a final note, at the end of 
the evolutionary cycle, the constrained rules are remapped to the rela-

tive ID value.

5.2. Initial population

The population is initialized to a random set of |Ω| distinct candi-

date solutions. Each individual in this set is a sequence of 𝑁 genes, 
with 𝑛𝐶𝑅 placeholders. Therefore, each individual 𝜔 ∈ Ω differs from 
each other for the positioning of constrained rules in the already sorted 
unconstrained rule sequence. In particular, the 𝑛𝐶𝑅 genes are randomly 
inserted into the list of 𝑛𝑈𝑅 rules without altering the order found us-

ing the first stage procedure. Supposing |Ω| = 4, an example of initial 
population is the following:

Ω=

⎡⎢⎢⎢⎢⎣
𝑟5 𝑟−1 𝑟−1 𝑟6 𝑟7 𝑟−1 𝑟−1 𝑟−1 𝑟−1 𝑟10 𝑟−1 𝑟−1
𝑟5 𝑟6 𝑟−1 𝑟−1 𝑟7 𝑟10 𝑟−1 𝑟−1 𝑟−1 𝑟−1 𝑟−1 𝑟−1
𝑟−1 𝑟−1 𝑟−1 𝑟5 𝑟−1 𝑟6 𝑟−1 𝑟−1 𝑟−1 𝑟7 𝑟−1 𝑟10
𝑟−1 𝑟−1 𝑟5 𝑟6 𝑟−1 𝑟−1 𝑟−1 𝑟7 𝑟−1 𝑟10 𝑟−1 𝑟−1

⎤⎥⎥⎥⎥⎦
(13)

Regarding the population size |Ω|, it is considered an algorithm hy-

perparameter that, in the addressed problem, has been set through a 
tuning procedure for optimizing the target function, the so-called fit-

ness.

5.3. Fitness

According to Equations (11) and (12), the fitness function (14) is 
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inferred:
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Λ =
𝑁∑
𝑖=1

𝑑𝑖𝑤𝑖 (14)

This function is the same as that of Equation (3) (for 𝑥𝑖𝑗 = 1 → 𝑗 = 𝑑𝑖
and 𝑝𝑖 = 𝑤𝑖). The fitness score assigned to each individual denotes its 
goodness as a candidate solution for the addressed problem. In partic-

ular, the lower the Λ score, the better the suitability of the individual 
to be a problem solution. During the evolutionary cycle, the GA tries to 
generate individuals having a low fitness function score. Such a proce-

dure starts with a selection phase.

5.4. Selection

Since efficiency in execution time is a goal, the roulette wheel has 
been selected as a selection operation. This method favors the promo-

tion of the best candidate solutions in the recombination phase. This 
is done by taking into account the individual fitness value (Λ𝜔). As a 
result, feasible solutions with better fitness scores are more likely to 
be selected. In particular, the selection method consists of |Ω| choices 
performed by rolling a die on an imaginary roulette. This roulette is di-

vided into |Ω| sectors each having a surface proportional to the fitness 
value of the individual in the initial population, i.e., the better the fit-

ness, the larger the surface of the sector (Mirjalili and Mirjalili, 2019). 
Thus, given the initial population Ω and the vector of individual fitness 
values, that is, ΛΩ = [971, 1184, 755, 703], the selection operation could 
result in the following new population:

Ωselection

=

⎡⎢⎢⎢⎢⎣
𝒓−𝟏 𝒓−𝟏 𝒓𝟓 𝒓𝟔 𝒓−𝟏 𝒓−𝟏 𝒓−𝟏 𝒓𝟕 𝒓−𝟏 𝒓𝟏𝟎 𝒓−𝟏 𝒓−𝟏
𝑟−1 𝑟−1 𝑟−1 𝑟5 𝑟−1 𝑟6 𝑟−1 𝑟−1 𝑟−1 𝑟7 𝑟−1 𝑟10
𝑟5 𝑟6 𝑟−1 𝑟−1 𝑟7 𝑟10 𝑟−1 𝑟−1 𝑟−1 𝑟−1 𝑟−1 𝑟−1
𝒓−𝟏 𝒓−𝟏 𝒓𝟓 𝒓𝟔 𝒓−𝟏 𝒓−𝟏 𝒓−𝟏 𝒓𝟕 𝒓−𝟏 𝒓𝟏𝟎 𝒓−𝟏 𝒓−𝟏

⎤⎥⎥⎥⎥⎦
(15)

In some cases, such an operation may not be advantageous because 
it is stochastic and could not promote individuals that could be im-

proved after the application of the recombination phase. For example, 
in Ωselection the presence of 𝜔2 (Λ𝜔2

= 1184) instead of 𝜔1 (Λ𝜔1
= 971) 

is an undesired effect of this strategy. However, alternative methods, 
such as rank selection, are disadvantageous in terms of execution time, 
resulting in slower convergence, as described by Jebari and Madiafi 
(2013).

5.5. Crossover

The selected crossover operation is similar to the uniform crossover 
(UC) technique (Katoch et al., 2021). It consists of randomly chosen 
genes to swap between two individuals. Since the UC does not require 
a crossover point, it is possible to select: (i) the constrained rules to 
swap; (ii) the positions where they will be placed within the individual. 
If the swapping operation does not result in individual recombination, 
the operation is not performed as it would not change the hypotheti-

cal placement of a constrained rule. Thus, given Ωselection the crossover 
operation could result in the following new population due to the re-

combination between 𝜔3 and 𝜔4:

Ωcrossover

=

⎡⎢⎢⎢⎢⎣
𝑟−1 𝑟−1 𝑟5 𝑟6 𝑟−1 𝑟−1 𝑟−1 𝑟7 𝑟−1 𝑟10 𝑟−1 𝑟−1
𝑟−1 𝑟−1 𝑟−1 𝑟5 𝑟−1 𝑟6 𝑟−1 𝑟−1 𝑟−1 𝑟7 𝑟−1 𝑟10
𝒓−𝟏 𝒓−𝟏 𝒓𝟓 𝒓𝟔 𝑟7 𝑟10 𝑟−1 𝑟−1 𝑟−1 𝑟−1 𝑟−1 𝑟−1
𝑟5 𝑟6 𝑟−1 𝑟−1 𝒓−𝟏 𝒓−𝟏 𝒓−𝟏 𝒓𝟕 𝒓−𝟏 𝒓𝟏𝟎 𝒓−𝟏 𝒓−𝟏

⎤⎥⎥⎥⎥⎦
(16)

In this way, the vector of individual fitness values is updated as 

ΛΩ = [703, 755, 886, 1073].
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Fig. 4. The overall process of the second stage using the GA.
5.6. Mutation

In this step, the simple inversion mutation (SIM) (Katoch et al., 
2021) is used, randomly choosing an individual placeholder and swap-

ping its position with another no-placeholder gene within the same 
individual. Such a strategy does not require a mutation rate. If a posi-

tion is already occupied by another constrained rule, SIM is not applied 
since the mutation would have no effect. Thus, given Ωcrossover the mu-

tation operation could result in the following new population due to 
such a new recombination actuated on 𝜔2 and 𝜔3, respectively:

Ωmutation

=

⎡⎢⎢⎢⎢⎣
𝑟−1 𝑟−1 𝑟5 𝑟6 𝑟−1 𝑟−1 𝑟−1 𝑟7 𝑟−1 𝑟10 𝑟−1 𝑟−1
𝑟−1 𝑟−1 𝒓𝟓 𝒓−𝟏 𝑟−1 𝑟6 𝑟−1 𝑟−1 𝑟−1 𝑟7 𝒓𝟏𝟎 𝒓−𝟏
𝑟−1 𝑟5 𝑟−1 𝑟6 𝑟7 𝑟−1 𝑟10 𝑟−1 𝑟−1 𝑟−1 𝑟−1 𝑟−1
𝑟5 𝑟6 𝑟−1 𝑟−1 𝑟−1 𝑟−1 𝑟−1 𝑟7 𝑟−1 𝑟10 𝑟−1 𝑟−1

⎤⎥⎥⎥⎥⎦
(17)

Accordingly, the vector of individual fitness values is updated as 
ΛΩ = [703, 725, 1029, 1073].

5.7. Elitism

At the end of the recombination phase, the best individual (lowest 
fitness score) is stored to belong to the initial population of the next 
generation. According to the latest ΛΩ this individual is given by Λ𝜔1

. 
This does not affect the randomness of our GA, since the same indi-

vidual will undergo evolutionary cycles until the stopping criterion is 
satisfied, i.e., the end of the evolutionary cycle in this case. Therefore, 
the aforementioned operations will be performed for 𝜂 consecutive gen-

erations. As for |Ω|, also 𝜂 is considered a hyperparameter that should 
be tuned to optimize Λ. Hence, the second generation will start with 
a population of |Ω| − 1 random individuals and 𝜔1 that represents the 
elite of the previous generation (Guariso and Sangiorgio, 2020).

The overall process performed by the GA is illustrated in Fig. 4. 
Furthermore, the solution found in the 𝜂-th generation is shown. This 
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individual has a fitness score equal to 696.
6. Experimental setup

This section describes the experimental settings, i.e., the list of ma-

terials and methods used to assess the proposed contribution. First, the 
tools used to generate the filtering rule list used during the experiments 
are discussed. Second, the experiments are categorized into first and 
second stage evaluations. For each stage, the list of benchmark algo-

rithms and evaluated metrics is provided.

6.1. Tool used for generating the rulesets: ClassBench

The complexity level for the ORO problem varies depending on the 
number of rules, the density of the precedence relationship between 
the rules, and the policy profile. To generate different FT complex-

ity profiles, Taylor and Turner (2007) provided ClassBench, a suite of 
tools widely used in computer network research. Since it is used to 
benchmark packet classification algorithms, it is capable of synthesiz-

ing filtering rules using the filter set generator (FSG) module to make 
benchmark experiments reproducible. Three possible rule formats are 
allowed:

• Access Control List (ACL) to describe router and VPN filtering rules 
in enterprise, edge and backbone networks.

• FireWall (FW) to reproduce filtering rules employed by more pop-

ular FW vendors.

• IP Chain (IPC) for filtering based on NAT and VPN trees which are 
typically employed in real-life applications.

Furthermore, a filter set analyzer module is used for parameter file gen-

eration, which stores statistics related to filtering rule lists from real 
environments, allowing the FSG module to accurately generate artificial 
ones. Each format defines a firewall configuration and differs according 
to the complexity profile of the policy, and this is made possible by us-

ing different seeds for the generator algorithm.

Our experiments focus on different FT complexity profiles and Table 4

illustrates the selected FT test profiles in terms of both 𝑛𝐶𝑅 and num-

ber of constraints (𝑛𝑐), for 𝑁 = 100. These rulesets are complex enough 
to show the benefits of the proposed algorithm in terms of execution 

time performance. Furthermore, since one of the contributions of this 
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Table 4

No. constraints and constrained rules in rulesets involved in each experiment.

Experiment ID (E-ID) ACL FW IPC

𝑛𝑐 𝑛𝐶𝑅 𝑛𝑐 𝑛𝐶𝑅 𝑛𝑐 𝑛𝐶𝑅

1 150 95 309 84 51 38

2 35 30 333 85 89 57

3 18 20 92 67 51 38

4 12 15 180 66 48 37

5 2 3 343 90 53 42

6 71 59 247 80 58 40

7 22 23 335 87 89 57

8 82 46 176 83 91 57

9 17 20 266 90 191 67

10 105 58 282 92 123 64

Table 5

Adopted CPLEX configuration.

Parameter Value Description

Optimality 
Target

3 CPLEX solves the problem to global optimality.

Integrality 
Tolerance

10−13 This parameter sets the amount by which a 
computed solution value for an integer variable 
can violate integrality and still be considered 
feasible.

paper regards the comparison with an exact optimization method that 
provides a golden-standard-solution, in the case of much larger rulesets 
(thousands of rules) such a comparison would be unfeasible, since this 
method would take a too long reordering time.

The main characteristics of the involved rulesets are summarized in 
Table 4. For each seed, two generations are performed and a total of 
ten experiments are carried out for each rule format. When the seed 
varies, the activation frequencies of the rules vary themselves, and this 
is paramount for first stage validation.

Note that among the rulesets generated, the more complicated format is 
represented by FW since the produced rule lists have a higher number 
of both 𝑛𝐶 and 𝑛𝐶𝑅.

6.2. Performance evaluated and algorithms selected for benchmark

The evaluation is divided into two main phases that analyze the 
performance achieved by the proposed contribution in both the first 
and second stages. These can be summarized as follows:

1. First stage, i.e., the capability of the proposed algorithm of opti-

mizing the constrained rule order is evaluated by calculating the 𝛽
value according to Equation (11). Such a metric is evaluated for:

• HTO described in Section 4.1.

• ZHTO (see Section 4.2) for three different values of the weighting 
factor 𝛼. Note that the tuning of 𝛼 parameter is paramount for 
identifying high-frequency rules according to Definition 4.3.

• CPLEX (Laborie et al., 2018) that has been selected as the ex-

act optimization method since Anand et al. (2017) show that 
this solver is the best tool to address binary integer program-

ming problems of high data dimension. Such a solver employs 
advanced mathematical methods to deal with hard integer pro-

grams. In particular, on the basis of linear or quadratic program-

ming relaxations, the optimal solution is systematically deter-

mined by searching for possible combinations of discrete decision 
variables. In this paper, it has been implemented using the Py-

OMO library (Bynum et al., 2021), adopting the configuration in 
Table 5.

2. Second stage, i.e., the assessment of the effectiveness of the pro-

posed algorithm. In particular, both the execution time (reordering 
time) required 𝜁 and the fitness score achieved Λ (see Equation 
(14)) are evaluated. Therefore, the second stage analysis refers to 
9

the evaluation of the overall algorithm. The second stage uses as 
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Table 6

Hyperparameter search space.

Parameter Value

Population size (|Ω|) [20,35,50]
No. generations (𝜂) [500,1000,1500,2000]

input the solution found by the ZHTO at the first stage configured 
with the 𝛼 value that leads to the lowest 𝛽 score. First, |Ω| and 𝜂
are tuned to obtain the best Λ trend according to the hyperparame-

ter search space defined in Table 6. The results obtained for such a 
tuning procedure are shown in Appendix A. To obtain a good rep-

resentation of state-of-the-art performance, our algorithm has been 
benchmarked with the following:

• SubGraph Mergine (SGM) (Tapdiya and Fulp, 2009): This al-

gorithm initially computes the DAG resulting from the list of 
constraints between rules. Given such a DAG, the list of reach-

ability sets associated with each rule is derived. Then, each set 
is weighted by calculating the average of activation frequencies 
of rules belonging to the set itself. Finally, each set is ascending 
sorted by such a weight considered rules adjacent to the rule that 
identifies the generic set.

• Fixed SGM (Fuchino et al., 2019): This algorithm is an extended 
version of the aforementioned algorithm since it selects the set to 
sort searching for the heaviest regarding all the allocable ones.

• Swapping Window (SW)–based paradigm (Mohan et al., 2018): 
This algorithm models the constraints in such a way successor 
and predecessor lists can be leveraged. A predecessor (successor) 
of a node 𝑛 is a node 𝑚 such that there exists a directed arc from 
𝑚 (𝑛) to 𝑛 (𝑚). These lists can check the integrity of constraints 
between rules. The overall algorithm has the main objective of 
finding a valid swapping window between two candidate rules to 
position swappable rules, that is, items that have a better swapper 
rank according to their activation frequencies.

• Rule Reordering Method via Pairing Dependent Rules (RR-PDR) 
(Harada et al., 2020b): This algorithm starts identifying the rule 
having the maximum activation frequency (𝑟𝑚𝑎𝑥). If such a rule 
does not depend on another one, it can be part of the final sorted 
sequence. On the contrary, the research of a target rule to pair 
with it starts. First, the rules are topologically sorted, and only 
the rules that 𝑟𝑚𝑎𝑥 can reach are considered. For each tail rule in 
topological order, the process recursively searches for the average 
minimum rule (𝑟𝑚𝑖𝑛) to which 𝑟𝑚𝑎𝑥 is adjacent by evaluating all 
rules on the path between the actual 𝑟𝑚𝑖𝑛 and 𝑟𝑚𝑎𝑥. When the 
pairing process ends, the algorithm removes 𝑟𝑚𝑎𝑥 and the paired 
rule from the original rule list (𝑆) and moves to the next 𝑟𝑚𝑎𝑥
until 𝑆 is empty. Then, the unpaired and paired rules are sorted 
on the basis of their activation frequencies and decomposed to 
obtain the final solution.

• Simulated Annealing Method for RORO (SA-RORO) (Harada et 
al., 2020a): This algorithm aims at finding an order for the rules 
that can minimize the classification latency even if any depen-

dency relationship is not satisfied, as long as the integrity of the 
security policy remains valid. Whether an order satisfying the 
policy is determined using zero-suppressed binary decision dia-

grams (ZDDs) to model a set of possible combinations. The first 
step is to determine whether changing the position of dependent 
rules is compatible with the security policy. Then, dependent rule 
positions are exchanged without violating any policy using the 
simulated annealing algorithm.

• CPLEX.

6.3. Hardware settings used

To run the experiments, a Windows operating system workstation 
with the following hardware setup was used: Intel(R) Core(TM) i7-
8665U CPU @ 1.90 GHz, 16 GB RAM.
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Table 7

𝛽 achieved for ACL rules for each experiment.

E-ID HTO ZHTO (𝛼 = 1
2
) ZHTO (𝛼 = 2) ZHTO (𝛼 = 3) CPLEX

1 27787 30648 27723 27763 27536

2 4149 3915 4115 4115 3824

3 801 792 792 792 781

4 899 847 899 899 838

5 43 43 43 43 43

6 11224 11229 11230 11212 11148

7 1937 1871 1937 1937 1840

8 6277 6239 6217 6217 6130

9 1380 1367 1300 1300 1245

10 10975 10310 10315 10315 10127

Table 8

𝛽 achieved for FW rules for each experiment.

E-ID HTO ZHTO (𝛼 = 1
2
) ZHTO (𝛼 = 2) ZHTO (𝛼 = 3) CPLEX

1 30839 32920 28171 28051 26274

2 28229 17499 17486 17486 16700

3 9870 9309 9870 9870 8926

4 16074 15466 16074 16074 14982

5 33780 36259 33802 33780 31814

6 19537 18073 17258 17258 16577

7 39096 33348 27239 27239 25673

8 39202 33810 34508 34508 32840

9 39666 31877 30691 30691 29058

10 34282 34190 35088 34286 31333

Table 9

𝛽 achieved for IPC rules for each experiment.

E-ID HTO ZHTO (𝛼 = 1
2
) ZHTO (𝛼 = 2) ZHTO (𝛼 = 3) CPLEX

1 4583 4583 4583 4583 4139

2 10914 11025 10914 10914 10289

3 4280 4918 4267 4267 4022

4 5359 5268 5359 5359 5316

5 7252 7252 7218 7218 7076

6 22406 10599 10599 10599 10586

7 10914 11025 10914 10914 10289

8 12335 11798 12335 12335 10853

9 13444 13437 13437 13437 12928

10 9882 9858 9802 9802 9333
7. Results

This section highlights the performance achieved by the proposed 
algorithm dividing the overall evaluation per different single stage.

7.1. First stage performance

According to the above described experimental setup, the first stage 
evaluation consists of the analysis of the 𝛽 values achieved by HTO, 
ZHTO, and CPLEX, the latter assumed to be the golden-standard-

solution. The results obtained from this evaluation are reported in Ta-

bles 7–9.

The main findings derived can be summarized as follows:

• Table 7 points out that ZHTO outperforms HTO regardless of the 
𝛼 value considered. Furthermore, ZHTO with 𝛼 leading to the best 
𝛽 achieves scores very close to those achieved by CPLEX. In case 
of ACL rules, ZHTO reaches the best 𝛽 with 𝛼 = 0.5 in 6 of the 10 
experiments.

• Table 8 confirms the results obtained for ACL in terms of the com-

parison between HTO and ZHTO. Furthermore, for the FW rule 
format in 7 out of 10 cases, 𝛼 = 3 leads to the best values of 𝛽. As 
previously described, FW is more complex than ACL and IPC due to 
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the larger 𝑛𝐶 in each experiment. As a consequence, the displace-
ment between the ZHTO top performer and the CPLEX appears to 
be greater than in the ACL case.

• Table 9 confirms that ZHTO outperforms HTO in each experiment, 
also for IPC rules. Furthermore, ZHTO with 𝛼 = 3 achieves the best 
performance in 70% of the cases examined as for FW. In this case, 
the displacement between the best score achieved by ZHTO and the 
golden-standard-solution is not as far as for FW since IPC requires 
a lower 𝑛𝑐 than FW rule format.

To better highlight the deviation between the ZHTO solution and the 
golden-standard-solution, Fig. 5 is drawn. It consists of box-plot distri-

butions for the 𝛽 values achieved by ZHTO-top-performers and CPLEX 
per different rule format. ZHTO results are very promising for ACL and 
IPC formats since the distributions for both rule formats are very similar 
to those achieved by the CPLEX solver considering the relative medians 
value. On the other hand, in the case of the FW format, the ZHTO me-

dian is much farther than that of CLEX.

7.1.1. ZHTO weighting factor analysis

To point out the importance of 𝛼 choice, Fig. 6 shows the distribu-

tion of activation frequencies for each constrained rule involved during 
the experiments and the variation of 𝜙 for different 𝛼 values for each ex-

periment performed. In particular, three parallel coordinate plots (one 
for each rule format) with five vertical lines are generated. The first 

line identifies the rule item, while the second line quantifies the rel-
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Fig. 5. Comparison of the 𝛽 distribution values achieved by the proposed ZHTO and CPLEX. (For interpretation of the colors in the figure(s), the reader is referred 

to the web version of this article.)

ative activation frequency. The last three lines define three different 
cut-off frequencies for the three different weighting factor values used 
during the experiments.

First, as shown in Fig. 6, the Zipf-like trend can be appreciated by 
observing the distribution of activation frequencies for each rule for-

mat. In fact, few rules have high activation frequency values, while an 
agglomeration of low-frequency rules can be observed on the second 
vertical line. Furthermore, according to Equation (9), 𝜙 grows with 𝛼. 
In particular, when 𝛼 grows, 𝜙 moves upward in Zipf-based distribution 
such as that in Fig. 7. In such cases, the identification of high activa-

tion frequency rules is more challenging because the Zipf-like weight 
distribution head is narrower. The narrower the curve head, the fewer 
dominant rules. For the FW and IPC rules, 𝛼 = 3 (maximum value) is re-

quired in 70% of the experiments; therefore, these cases have a small 
number of dominant rules. Such reasoning matches with how observed 
in Fig. 6. To deepen such an analysis, Fig. 7 shows the 𝜙 variation as 
a consequence of 𝛼 variation in two experiments for which 𝛼 = 3 is re-

quired. In particular, for the first experiment that involves FW rules, 
𝛼 = 3 enables the categorization of rules 57 and 24 as high-frequency 
rules in Fig. 7a. This increases the chances of placing these rules at the 
top of the sorted constrained rule list, in contrast to 𝛼 = 2 that would 
also include rule 8. On the other hand, in Fig. 7b, 𝛼 = 3 leads to the 
same result of 𝛼 = 2, which is a common scenario for IPC rules accord-

ing to the results obtained in Table 9, where a single dominant rule 
usually occurs. Nevertheless, it is preferable to identify only objects of 
this magnitude, and it is possible to do so only with 𝛼 = 3. Note that, for 
𝛼 = 0.5, rule 79 is a high-activation-frequency rule as are also 36 and 
56, despite the fact that 𝑤79 > 4 ×𝑤36(56).

7.2. Second stage performance

This section describes the performance achieved by the second stage, 
i.e., the overall evaluation of the proposed algorithm. The results ob-

tained will be further analyzed and summarized to highlight the ad-

vantages and disadvantages of each algorithm compared. Finally, the 
displacement of solutions found by each of them with respect to the 
11

CPLEX is quantified.
7.2.1. Timing performance

Fig. 8 reports the timing performance in terms of the reordering time 
(in seconds) required by each algorithm tested. Due to the different time 
magnitude required by CPLEX in some cases with regard to compared 
heuristic methods, the logarithmic scale has been used to report 𝜁 val-

ues on the horizontal axis.

The results obtained are grouped for rule format and can be dis-

cussed as follows:

• Fig. 8a shows that the fastest algorithms for reordering ACL rules 
are SGM and fixed SGM, since they require a 𝜁 close to 10−2 seconds 
in each experiment. On the other hand, SW-based and SA-RORO 
algorithms underperform with respect to CPLEX in several cases, 
while RR-PDR achieves 10−1 < 𝜁 < 1 seconds, except for E-ID 10, in 
which it results as the third worst performer. The proposed algo-

rithm shows a stable trend, in fact, it is capable of reordering ACL 
rules in 10−1 seconds, i.e., it is the third-top performer among the 
algorithms compared in these experiments.

• Fig. 8b confirms the above discussed analysis also for FW rules. 
In fact, SGM and Fixed SGM outperform all other algorithms since 
they require an execution time close to 10−2 or 10−1 seconds. On the 
other hand, SW-based performs better than SA-RORO and CPLEX. 
In particular, it achieves an execution time close to 10 seconds, 
while SA-RORO requires 102 seconds to perform the same task. 
For many constraints and constrained rules, the time complexity of 
CPLEX is evident, which can be greater than 104 seconds in some 
cases. The timing performances achieved by the proposed and RR-

PDR algorithms are comparable. These stay in the range from 10−1
to 1 seconds.

• The results obtained for IPC rules are reported in Fig. 8c. Also in 
this case, the fastest approaches are SGM and its fixed version. 
Both algorithms reorder this class of rules in approximately 10−2
seconds. As for ACL rules, SW-based and SA-RORO underperform 
CPLEX in several cases, except for E-ID 9, where the exact opti-

mizer achieves a 𝜁 value close to 105 seconds. RR-PDR method 
sorts the IPC rules in approximately 10−1 seconds. As a final point, 
the proposed algorithm requires a sorting time between 10−1 and 1 

seconds in 8 of the 10 experiments. In the remaining two cases, that 
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Fig. 6. Distributions of constrained rule activation frequencies per experiment and resulting cut-off frequencies for different 𝛼 values.

Table 10

Λ score achieved by different tested algorithms for ACL rules.

E-ID Algorithm

SGM Fixed SGM SW-based RR-PDR SA-RORO Proposed CPLEX

(Tapdiya and Fulp, 2009) (Fuchino et al., 2019) (Mohan et al., 2018) (Harada et al., 2020b) (Harada et al., 2020a) (Laborie et al., 2018)

1 34191 34273 29986 34191 32987 30184 29816

2 37713 36708 35010 37713 36103 35136 34189

3 21831 21831 19112 21831 21329 21329 19037

4 37301 37301 36849 37301 36849 36941 36683

5 34046 34046 33693 34046 33693 33858 33690

6 36920 36920 32204 36920 34701 33031 32107

7 34264 34264 33203 34264 33203 33023 32649

8 27674 27674 27764 27674 27674 29897 27520

9 35221 35221 33376 35221 33719 33443 33189

10 34749 34749 32824 34749 32824 32468 31056
is, in the second and eighth experiments, the proposed algorithm 
achieves performance comparable to SGM and fixed SGM.

7.2.2. Effectiveness in minimizing packet classification latency

The effectiveness of benchmarked algorithms in minimizing classi-

fication latency for different experiments and rule formats is shown in 
12

Tables 10–12 by evaluating Λ (see Equation (14)). As discussed so far, 
the lower the Λ score, the more efficient the algorithm is to address the 
ORO problem.

The main insights highlighted by Tables 10–12 can be summarized 
as follows:

• For ACL rules, the Λ scores achieved by SGM, fixed SGM, and RR-

PDR are similar. In all experiments, SGM and RR-PDR achieve an 

equivalent score. SA-RORO outperforms the previous trio of algo-
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Fig. 7. 𝜙 trend as a function of 𝛼.

Table 11

Λ score achieved by different tested algorithms for FW rules.

E-ID Algorithm

SGM Fixed SGM SW-based RR-PDR SA-RORO Proposed CPLEX

(Tapdiya and Fulp, 2009) (Fuchino et al., 2019) (Mohan et al., 2018) (Harada et al., 2020b) (Harada et al., 2020a) (Laborie et al., 2018)

1 38075 37724 36496 38075 36496 35868 33293

2 28834 28816 30433 28834 28834 20465 19396

3 26625 26625 25720 26625 25720 25736 24946

4 37557 37453 35629 37557 34301 33893 32922

5 40508 40501 38702 40501 38702 39696 37826

6 27713 27672 24408 27713 24408 23337 21842

7 38978 40045 42281 38978 36102 35490 32983

8 42926 48431 50454 42926 41902 41092 39749

9 39925 40477 39021 39925 39021 36003 34117

10 39655 39688 37272 39655 37272 39779 36530

Table 12

Λ score achieved by different tested algorithms for IPC rules.

E-ID Algorithm

SGM Fixed SGM SW-based RR-PDR SA-RORO Proposed CPLEX

(Tapdiya and Fulp, 2009) (Fuchino et al., 2019) (Mohan et al., 2018) (Harada et al., 2020b) (Harada et al., 2020a) (Laborie et al., 2018)

1 32441 32371 26303 32441 26303 29404 25116

2 26646 26397 24956 26646 24956 25512 24442

3 27200 26910 25957 27200 25957 25980 25046

4 35942 35934 34789 35942 34023 33658 33703

5 42941 42941 37240 42941 37240 39109 36968

6 27074 25829 58041 27074 25829 24124 22023

7 26646 26397 24956 26646 26397 25512 24442

8 21206 21213 16850 21206 21206 16725 15553

9 27515 27515 24196 27515 24196 24340 23240

10 20319 20319 17087 20319 20319 17484 16324
13
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Fig. 8. Execution time (in seconds) required by each compared algorithm run for different rule formats per experiment.
rithms but achieves a higher Λ score than the same achieved by 
both the SW-based and the proposed algorithm. The closest solu-

tion to the golden-standard represented by the CPLEX is SW-based 
in 8 out of 10 cases. Vice versa, the proposed algorithm results 
in the second-top performance in 2 out of 10 cases ACL rules. 
Nonetheless, in all cases it achieves scores very close to SW-based 
employing significantly less reordering time according to Fig. 8a.

• SGM and RR-PDR achieve a similar score for FW rules. On the other 
hand, in this case, the fixed SGM algorithm leads to a performance 
improvement with respect to the SGM. The Λ trend observed using 
SW-based and SA-RORO is similar. These are the second-best per-

formers for E-ID 3, E-ID 5, E-ID 10 and E-ID 2 (just SA-RORO). In 
the remaining cases, the algorithm that achieves the closest perfor-

mance to CPLEX is the proposed one. In particular, the proposed 
algorithm outperforms the benchmark heuristics in 60% of test 
cases for such a rule format, which is representative of complex 
14

policy profiles.
• Λ trends achieved by different algorithms for IPC rules are simi-

lar to the same achieved for ACL rules. In particular, SGM, Fixed 
SGM and RR-PDR underperform the remaining algorithms in all 
the examined cases, except for E-ID 6 (likewise for E-ID 8 in FW 
rules), where a very high Λ score is achieved by SW-based. This re-

sult is considered an outlier for this algorithm that can distort its 
effectiveness, as it achieves the closest score to CPLEX (with SA-

RORO) in several cases. The proposed algorithm is the second-top 
performer in 3 out of 10 cases. As a final point, as for ACL rules, the 
proposed algorithm is the third top performer when outperformed 
by SW-based or SA-RORO, but it can reorder the rules, obtaining 
very promising scores in considerably less time.

Fig. 9 shows the distribution of Λ values for each algorithm tested 
as the format of the rules varies. Taking into account the distribution 
of values obtained by the CPLEX solver, it is possible to infer the aver-
age displacement (𝜀) from such a reference of the average fitness score 
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Table 13

Pros, cons, and 𝜀(𝐴𝐶𝐿|𝐹𝑊 |𝐼𝑃𝐶|cumulative) for each benchmark algorithm.

Algorithm Pros Concs 𝜀𝐴𝐶𝐿 𝜀𝐹𝑊 𝜀𝐼𝑃𝐶 𝜀cumulative

SGM 𝜁 Λ 0.065 0.162 0.110 0.083

Fixed SGM 𝜁 Λ 0.065 0.168 0.090 0.085

SW-based Λ 𝜁 and outliers in Λ 0.019 0.113 0.041 0.045

RR-PDR 𝜁 Λ 0.065 0.162 0.110 0.083

SA-RORO Λ 𝜁 0.033 0.095 0.059 0.048

Proposed 𝜁 and Λ None 0.020 0.076 0.043 0.036
Fig. 9. Λ values distribution from Tables 10–12 per tested algorithm.

(Λ) obtained by the benchmark algorithms. The reasoning derived is 
prompted in Table 13, where in addition, both the advantageous and 
disadvantageous performance of the algorithms compared are summa-

rized. To compute 𝜀, the median values in Fig. 9 for each format rule 
are taken into account. Furthermore, the cumulative displacement is 
obtained considering all experiments, regardless of the rule format. In 
general, such a displacement is calculated as follows:

𝜀 =
|Λ𝐶𝑃𝐿𝐸𝑋 −Λ𝐴𝐿𝐺𝑂|

Λ𝐶𝑃𝐿𝐸𝑋

(18)

Table 13 summarizes the main findings discussed so far, i.e., the 
proposed algorithm is the unique heuristic among the compared that 
can achieve a low average displacement from the solutions found by 
the CLEX in a low execution time. In particular, the proposed algorithm 
achieves the lowest value of 𝜀𝐹𝑊 and 𝜀𝑐𝑢𝑚𝑢𝑙𝑎𝑡𝑖𝑣𝑒. Furthermore, 𝜀𝐴𝐶𝐿 and 
𝜀𝐼𝑃𝐶 are very close to the same achieved by SW-based. It is possible to 
conclude that the proposed solution achieves the best trade-off between 
minimization of classification latency and reordering time; therefore, it 
is an effective solution that can be employed in real-life FW applications 
since it guarantees an effective and instantaneous feedback.

8. Conclusions

FW application filtering is critical in fast network communication 
scenarios. Today, performance problems that prevent a service from 
providing its regular functioning may also escalate into serious cyber-

security problems. For such reasons, an improvement in FW policy op-

timization is mandatory. This paper proposed an innovative two-stage 
algorithm aimed at minimizing packet classification latency by opti-

mally reordering FW security rules. The proposed algorithm consists of 
two stages: the first one aims at searching for an optimal order for the 
constrained rules, employing a DAG for constraints modeling and iden-
15

tifying the rules with the highest activation frequency on the basis of the 
fact that network traffic follows a Zipf distribution; the second one uses 
a GA to find the complete solution. Both algorithm stages have been 
evaluated for different FW policy configurations, each with different 
complexity profiles. The performance analysis of the proposed algo-

rithm is extended by studying the performance obtained using an exact 
optimization method. The experimental results for the first stage analy-

sis have shown that a high 𝛼 value favors the identification of the rules 
that have greater influence for the purpose of finding the solution to 
the constrained problem. Overall, it was found that the algorithm pro-

posed in this paper can reorder more complicated cases, such as those in 
the FW rule class, more effectively, as can be seen by evaluating 𝜀𝐹𝑊 . 
In addition, because the overall deviation from the golden-standard-

solution is smaller than that obtained for the first stage, it proves the 
effectiveness of using GA as the second stage. Furthermore, the cumu-

lative displacement from CPLEX solution is the lowest compared to the 
other algorithms and is equal to 3.6%, requiring a reordering time of 
10−1 seconds in all cases, regardless of the complexity of the policies 
in terms of number of constraints between rules. As a final remark, the 
overall benchmark showed that our approach results in a better exe-

cution time-minimization classification latency trade-off compared to 
other state-of-the-art heuristic algorithms. Regarding the limitations of 
the proposed framework, it is important to remark that the genetic op-

erators have been chosen to improve execution time while retaining 
effectiveness. However, some of them, such as the selection method, 
are stochastic operators that may lead the GA to fall into the local min-

ima trap. Nonetheless, the results obtained in the evaluation carried out 
did not denote performance deterioration caused by this choice, which 
remains valid. Possible future research directions will be toward the 
evaluation of alternative genetic operators involved in the algorithm 
second stage to reduce the bias introduced by stochastic operators, aug-

menting the exploration capabilities of the overall approach.
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Table A.14

ACL - Fitness for hyperparameters space in Table 6.

E-ID |Ω| HP1 HP2 HP3 HP4

𝜂 Λ 𝜂 Λ 𝜂 Λ 𝜂 Λ
1 20 500 30184 1000 30184 1500 30184 2000 30184

35 30184 30184 30184 30184
50 30184 30184 30184 30184

2 20 35010 35132 35132 35146
35 35018 35149 35132 35136
50 35104 35146 35136 35138

3 20 36943 21480 21450 21462
35 36963 21450 21474 21462
50 36941 21450 21450 21402

4 20 36943 36951 36951 36951
35 36963 36951 36951 36951
50 36941 36951 36951 36951

5 20 33858 33858 33858 33858
35 33858 33858 33858 33858
50 33858 33858 33858 33858

6 20 33033 33052 33035 33031
35 33031 33035 33035 33035
50 33141 33033 33031 33033

7 20 33057 33062 33073 33054
35 33095 33077 33077 33077
50 33041 33023 33070 33073

8 20 30099 30341 30341 30197
35 29897 30341 30197 30341
50 29944 30197 30197 30341

9 20 33469 33451 33451 33451
35 33443 33451 33454 33451
50 33451 33451 33451 33451

10 20 32468 32468 32468 32468
35 32468 32468 32468 32468
50 32468 32468 32468 32468

Table A.15

FW - Fitness for hyperparameters space in Table 6.

E-ID |Ω| HP1 HP2 HP3 HP4

𝜂 Λ 𝜂 Λ 𝜂 Λ 𝜂 Λ
1 20 500 35926 1000 35924 1500 35868 2000 35868

35 35918 35924 35924 35868
50 35924 35924 35924 35924

2 20 20469 20465 20465 20465
35 20465 20465 20465 20465
50 20465 20465 20465 20465

3 20 25743 25737 25737 25737
35 25736 25740 25740 25740
50 25740 25737 25736 25736

4 20 33904 33913 33911 33910
35 33893 33911 33911 33911
50 33897 33911 33910 33911

5 20 39696 39700 39700 39707
35 39714 39714 39700 39707
50 39700 39714 39700 39707

6 20 23339 23343 23345 23344
35 23339 23346 23352 23343
50 23337 23344 23350 23343

7 20 35495 35495 35495 35495
35 35490 35494 35495 35495
50 35495 35495 35495 35495

8 20 41092 41092 41092 41092
35 41092 41092 41092 41092
50 41092 41092 41092 41092

9 20 36009 36009 36003 36003
35 36006 36006 36006 36003
50 36016 36009 36006 36003

10 20 39783 39779 39779 39779
35 39779 39779 39779 39779
50 39779 39779 39779 39779
opment)-Project Title: CyberSecurity and Security Operation Cen-

ter (SOC) Product Suite by BV TECH S.p.A., under Grant CUP/CIG 
B93G18000040007.

Appendix A. GA hyper-parameter tuning

This Section provides Λ trends for different combinations of hyper-
16

parameters in Table 6. See Tables A.14–A.16.
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Table A.16

IPC - Fitness for hyperparameters space in Table 6.
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