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Abstract

Quantum Software Engineering (QSE) merges quantum computing with soft-
ware engineering to tackle problems beyond classical capabilities. As quantum
technology continues to develop, there is growing concern about the security and
privacy of quantum-hybrid systems, especially due to the challenges involved
in merging quantum and classical computing systems and due to their natural
weaknesses, which include qubit decoherence and vulnerability to side-channel
attacks. This thesis addresses these challenges through a comprehensive evalu-
ation of existing QSE practices, identifying critical gaps in Security by Design
(SbD) and Privacy by Design (PbD).

To bridge these gaps, this work pursues three key goals: (i) analyzing existing
security and privacy integration models in QSE, (ii) proposing and empirically
validating new methodologies for secure quantum software development, and
(iii) adopting agile approaches for iterative security and privacy enforcement in
QSE.

A systematic literature review reveals a lack of dedicated research on PbD
and SbD, underscoring the need for empirical studies in quantum-hybrid pro-
gramming and quantum-enhanced machine learning. This analysis leads to
the QuIPS (Quantum Impact on Privacy and Security) framework, which
maps privacy and security integration into the Quantum Development Lifecycle
(QDLC), highlighting key phases for embedding security measures.

Building on QuIPS, this thesis introduces and validates multiple quantum-
enabled security frameworks across domains like automotive, smart cities, and
education. The Quantum Privacy-Oriented Software Development (QPOSD)
model embeds security and privacy into Quantum software Development Life-
cycle (QDLC), while the Quantum Error (QError) methodology systematically
analyzes quantum bugs and vulnerabilities, linking them to security risks. Five
case studies empirically assess these frameworks, demonstrating their feasibility
and real-world applicability.

Further extending QuIPS, the thesis integrates DevSecOps, MLOps, and Scrum
into QSE, ensuring continuous security validation in agile quantum develop-
ment. This unified framework embeds PbD and SbD principles via proactive
risk assessment, automated security testing, and CI/CD pipelines, enhancing
quantum software resilience while addressing iterative security needs.

Results confirm that quantum technologies can enhance security and privacy
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Abstract v

in diverse domains while maintaining accuracy and achieving exponential time
gains. QPOSD facilitates early-stage security integration, while QError expe-
dites vulnerability mitigation in quantum-hybrid systems. However, given the
nascent stage of quantum computing, it is premature to generalize these conclu-
sions, necessitating further empirical validation and real-world implementation.
It is important to acknowledge that the outcomes of experiments conducted on
quantum computing platforms are inherently non-deterministic, influenced by
the current state and maturity of quantum technologies. Therefore, ongoing
and rigorous analysis of the proposed frameworks and models remains essential
to refine and adapt them for future advancements in this rapidly evolving field.



Sommario

Quantum Software Engineering (QSE) unisce l’informatica quantistica con
l’ingegneria del software per affrontare problemi che vanno oltre le capacità
classiche. Mentre la tecnologia quantistica continua a svilupparsi, cresce la
preoccupazione per la sicurezza e la privacy dei sistemi ibridi quantistici, soprat-
tutto a causa delle sfide legate alla fusione dei sistemi informatici quantistici e
classici e per le loro naturali debolezze, che includono la decoerenza dei qubit
e la vulnerabilità agli attacchi del canale laterale(side-channel). Questa tesi
affronta queste sfide attraverso una valutazione completa delle pratiche QSE
esistenti, identificando lacune critiche in Security by Design (SbD) e Privacy
by Design (PbD).

Per colmare queste lacune, questo lavoro persegue tre obiettivi chiave: (i)
analizzare i modelli di integrazione di sicurezza e privacy esistenti in QSE, (ii)
proporre e convalidare empiricamente nuove metodologie per lo sviluppo sicuro
di software quantistico e (iii) adottare approcci agili per l’applicazione iterativa
di sicurezza e privacy in QSE.

Una revisione sistematica della letteratura rivela una mancanza di ricerca
dedicata su PbD e SbD, sottolineando la necessità di studi empirici sulla
programmazione ibrida quantistica e sull’apprendimento automatico potenziato
dai quanti. Questa analisi porta al framework QuIPS (Quantum Impact on
Privacy and Security), che mappa l’integrazione di privacy e sicurezza nel
Quantum Development Lifecycle (QDLC), evidenziando le fasi chiave per
l’incorporamento di misure di sicurezza.

Basandosi su QuIPS, questa tesi introduce e convalida più framework di si-
curezza abilitati dai quanti in domini come automotive, smart city e istruzione.
Il modello Quantum Privacy-Oriented Software Development (QPOSD) incor-
pora sicurezza e privacy nel Quantum software Development Lifecycle (QDLC),
mentre la metodologia Quantum Error (QError) analizza sistematicamente
bug e vulnerabilità quantistiche, collegandoli ai rischi per la sicurezza. Cinque
casi di studio valutano empiricamente questi framework, dimostrandone la
fattibilità e l’applicabilità nel mondo reale.

Estendendo ulteriormente QuIPS, la tesi integra DevSecOps, MLOps e Scrum
in QSE, garantendo una convalida continua della sicurezza nello sviluppo
agile quantistico. Questo framework unificato incorpora i principi PbD e
SbD tramite valutazione proattiva del rischio, test di sicurezza automatizzati e
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pipeline CI/CD, migliorando la resilienza del software quantistico e rispondendo
alle esigenze di sicurezza iterative.

I risultati confermano che le tecnologie quantistiche possono migliorare la
sicurezza e la privacy in diversi domini, mantenendo l’accuratezza e ottenendo
guadagni di tempo esponenziali. QPOSD facilita l’integrazione della sicurezza in
fase iniziale, mentre QError accelera la mitigazione della vulnerabilità nei sistemi
ibridi quantistici. Tuttavia, data la fase nascente del calcolo quantistico, è
prematuro generalizzare queste conclusioni, il che richiede un’ulteriore convalida
empirica e un’implementazione nel mondo reale. È importante riconoscere
che i risultati degli esperimenti condotti su piattaforme di calcolo quantistico
sono intrinsecamente non deterministici, influenzati dallo stato attuale e dalla
maturità delle tecnologie quantistiche. Pertanto, resta essenziale un’analisi
continua e rigorosa dei quadri e dei modelli proposti per perfezionarli e adattarli
ai futuri progressi in questo campo in rapida evoluzione.
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Chapter 1

Introduction

Quantum computing represents a significant technological shift with the poten-
tial to transform various industries. As we start in an era of so-claimed quantum
supremacy, the emphasis is on the practical integration of quantum technologies,
particularly regarding security and privacy. The rapid advancement of these
technologies presents an opportunity to rethink the design and protection of
future computing systems. However, it also introduces substantial challenges
that must be addressed to safeguard critical infrastructure and data processing.
This thesis focuses on studying frameworks that incorporate Security by Design
and Privacy by Design within quantum software engineering. It aims to ensure
that as quantum computing becomes more prevalent, the systems developed
are innovative and secure.

1.1 Research Motivation

The advent of Quantum Computing (QC), in conjunction with an increase in
focused research initiatives, signifies what numerous scholars regard as a Golden
Era for this groundbreaking technology. As we find ourselves at the threshold
of this novel frontier, it is imperative to acknowledge that, notwithstanding the
substantial progress achieved in quantum research, a considerable portion of
contemporary efforts remains in an embryonic phase. This ongoing investigation
frequently lacks empirical metrics for practical execution within industrial
frameworks and commercial endeavors.

Pragmatically, we may undergo a considerable duration before QC can be
fully assimilated into routine business practices. Nonetheless, the potential it
embodies is unequivocally transformative. The 21st century is anticipated to
be characterized by quantum breakthroughs, with projections that pioneering
software applications will arise across a diverse array of sectors.

QC is expected to significantly enhance capabilities in various domains, in-
cluding privacy and security, through advanced data safeguarding. In supply
chain and logistics, it promises improved routing and inventory management for

1



CHAPTER 1. INTRODUCTION 2

better operational efficiency. The fields of chemistry and pharmaceuticals could
benefit from faster drug discovery and material science advancements through
quantum simulations. In bioinformatics, QC may revolutionize the analysis of
complex biological data, aiding in genetic disease research and personalized
medicine. Additionally, quantum algorithms could improve risk assessments
and investment strategies in economics and finance, optimize resource man-
agement in energy solutions, and innovate agricultural crop modeling for food
security. Moreover, the defense sector may also leverage quantum technologies
to strengthen cybersecurity and intelligence evaluations.

The rapid rise of quantum technology presents both benefits, such as enhanced
computing capabilities, and challenges, particularly in security. Quantum com-
puting threatens existing cryptographic methods essential for online security,
risking the integrity of systems that protect against unauthorized access. This
research aims to address the gap between advancements in quantum technology
and the need for secure quantum software development by applying Security by
Design (SbD) and Privacy by Design (PbD) principles. The focus is on integrat-
ing security measures throughout the software development lifecycle, ensuring
that new quantum systems and hybrid models are built with security and
privacy in mind from the outset. This proactive approach aims to prepare for a
quantum-secure digital environment, enhancing defenses against vulnerabilities
and mitigating risks associated with quantum technology implementation.

1.2 Objectives

The thesis essays a comprehensive investigation and analysis of the contem-
porary advancements regarding Privacy by Design and Security by Design
principles within the realm of quantum software engineering. It scrutinizes
prevailing propositions aimed at the integration of security and privacy within
quantum software engineering, with the objective of discovering optimal prac-
tices conducive to effective models and prospective guidelines for the research
domain. This thesis additionally outlines an array of methodologies and
frameworks designed to ameliorate threats through the utilization of quantum
technologies in the context of hybrid systems. These include methodologies that
transform classical systems into hybrid systems through the incorporation of
quantum elements, thereby enhancing security and privacy across sectors such
as automotive, smart cities, and IoT. Furthermore, it underscores the efficacy
of integrating quantum technologies to formulate innovative methodologies that
bolster cybersecurity education across both industrial and academic spheres.
In conjunction with the retrofitting of quantum technologies to enhance the
current quantum software engineering methodologies, this dissertation advo-
cates for a hybrid approach within the smart cities context, harnessing both
quantum and classical technologies to safeguard infrastructures and assets.

In addition, it introduces a methodology for the direct integration of privacy and
security principles into the quantum development lifecycle, thereby ensuring
a proactive, and not reactive stance towards the development of secure and
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private quantum software. Quite understandably, a substantial proportion
of the challenges associated with security and privacy can be attributed to
the presence of bugs and vulnerabilities. This thesis performs an exhaustive
analysis of quantum bugs and vulnerabilities, proposing an initial skeleton
for the analysis and mapping of bugs/vulnerabilities to privacy and security
principles, thus offering valuable insights into the patterns of bugs and the
management of vulnerabilities.

Finally, the thesis discusses Agile methodologies in the perspective of QSE
and proposes an integrated framework following in the Agile mindset combin-
ing Scrum, DevSecOps, and MLOps methodologies to enhance privacy and
security within Quantum Software Engineering (QSE). This approach ensures
iterative quantum development, continuous security integration, and effective
ML lifecycle management, thereby building robust, privacy-compliant quantum
software that aligns with security-by-design principles throughout the develop-
ment lifecycle. The aforementioned contributions were based on the following
objectives:

1. Goal 1: To analyze and evaluate existing models and frameworks for
integrating Security by Design and Privacy by Design in quantum software
engineering, in short Security and Privacy in QSE. This goal can be
subdivided further into below mentioned research questions (RQ):

• RQ1.1: What existing frameworks exist in the literature for in-
tegrating Security by Design and Privacy by Design into classical
software engineering, and how can they be adapted to quantum
software?

• RQ1.2: What are the current quantum-specific models at imple-
menting SbD and PbD principles and how effective are they?

• RQ1.3 What are the primary challenges in adapting these models
to quantum software engineering?

2. Goal 2: To analyze and propose novel methodologies for incorporating
security and privacy into quantum software engineering, emphasizing em-
pirical validation and verification of the proposed methodologies to ensure
their effectiveness and robustness. This goal is referred as Empirical

Validation in QSE in the rest of the thesis.

• RQ2.1: What novel methodologies can be proposed to incorporate
security and privacy into quantum software engineering?

• RQ2.2: How can these methodologies be validated and verified to
ensure robustness and effectiveness?

• RQ2.3: What metrics and evaluation criteria should be employed
to assess the quality of these proposed methodologies?

3. Goal 3: To adopt an agile approach to implement privacy and security
imperatives within quantum software development, or in other words
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Agile in QSE.

• RQ3.1 How can agile frameworks, such as Scrum, DevSecOps, and
MLOps, be effectively adapted for quantum software development?

• RQ3.2 What specific challenges do agile methodologies face when
implemented in the context of quantum software, and how can they
be mitigated?

• RQ3.3 How can these agile practices be used to improve security
and privacy during quantum software development continuously?

1.3 Thesis Outline

The rest of the thesis is organized as:

• Chapter 2: Discusses the relevant background and related works in
relation to classical Software Engineering, and gradual transition to
Quantum Software Engineering including integration of Privacy and
Security by Design Principles.

• Chapter 3: Presents the frameworks and models as per the goals estab-
lished in section 1.2. Describes the secure hybrid quantum models and
frameworks implemented for diverse real-world sectors, and Secure Quan-
tum Software Development, Quantum Bugs and Vulnerability analysis,
and integrating privacy and security in agile QDLC.

• Chapter 4: Presents the experiments, results and discussions based on
the frameworks and models presented in Chapter 3. This chapter also
includes relevant case studies.

• Chapter 5: Presents the conclusion and the future works.



Chapter 2

Background and Related Works

Quantum computing is poised to revolutionize computation, yet its adoption
introduces significant security and privacy challenges. Traditional security
frameworks struggle to accommodate quantum-specific risks, necessitating new
approaches. This thesis explores Security by Design and Privacy by Design
within Quantum Software Engineering (QSE), analyzing existing models, em-
pirical validation techniques, and the role of Agile methodologies in integrating
security seamlessly. By evaluating current frameworks and adapting valida-
tion strategies, we aim to propose innovative techniques that ensure quantum
software remains secure, resilient, and adaptable. This research advances QSE
by fostering iterative, security-conscious development aligned with evolving
quantum technologies and threat landscapes.

2.1 Software Engineering: History and Method-

ologies

The inception of computer systems can be traced back to the early 1930s, initiat-
ing the evolution of hardware that constituted the foundation for contemporary
computing. Throughout the decades, this initial hardware underwent significant
transformations, culminating in the emergence of progressive programming
languages. The introduction of FORTRAN in the 1950s, primarily developed
for scientific and engineering applications, represented a notable advancement
in facilitating programmers’ ability to devise intricate algorithms with greater
ease. This was subsequently followed by COBOL in the 1960s, which was
specifically engineered for the management of business data and prioritized
clarity and user-friendliness, thereby rendering programming more attainable
for a broader demographic.

With time, it became increasingly evident that standardized methodologies
were essential for addressing the complexities inherent in software development.
In 1968, Edsger W. Dijkstra proposed the concept of structured programming
[6], which advocated for a methodical approach to coding that emphasized

5
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transparency and simplicity. This represented a key moment in the domain
of software engineering, as it established a framework for reducing errors
and improving code maintainability. Concurrently, methodologies introduced
by pioneers such as Warnier and Jackson [7, 8, 9, 10] further propelled the
formalization of software development practices, offering structured approaches
for the analysis and design of software systems.

Today, we find ourselves in a highly sophisticated Software Engineering paradigm
that encompasses a wide array of methodologies and best practices. This evo-
lution has transformed the software development landscape, making it not only
more economical but also focused on maximizing code reuse and accelerating
time-to-market. The integration of agile methodologies [11, 12, 13], DevOps
(Development Operations) practices [14], and continuous integration/contin-
uous deployment (CI/CD) pipelines [15, 16, 17, 18] exemplifies the current
emphasis on flexibility and rapid iteration. Consequently, software engineering
has become a critical discipline that underpins virtually every industry, driving
innovation and efficiency in an increasingly digital world. Moreover, the inclu-
sion of Artificial Intelligence and Machine Learning in Software Engineering
has given rise to newer practices like Machine Learning Operations (MLOps)
1 to streamline the deployment and monitoring of machine learning models,
enhancing their reliability and security in real-world applications. We present
some of the common software engineering methodologies and frameworks below
at a glance, some of which are not in practice currently, while others are being
actively used.

The Waterfall Model is one of the earliest software development methodologies.
The model is a linear and sequential approach with each development phase
being completed before moving on to the next. The phases typically include
Requirement Analysis, System Design, Implementation, Integration and Testing,
Deployment, and Maintenance. This model best suits projects with well-defined
requirements and minimal expected changes. Its simplicity and structured
approach make it easy to manage; however, it lacks flexibility and adaptability
to changes during development [19].

The Incremental Model builds software incrementally, delivering a series of
partial systems that gradually evolve into the final product. Each increment
delivers a functional subset of the system, allowing developers to prioritize
features and users to receive value early. This model combines the structure
of the Waterfall Model with the flexibility of iterative approaches, making it
suitable for projects with clear modular requirements or evolving needs [20].

The Spiral Model combines elements of both the Iterative and Waterfall models.
It emphasizes risk assessment and iterative refinement through its four phases:
Planning, Risk Analysis, Engineering, and Evaluation. Each cycle of the spiral
focuses on a specific set of objectives, progressively building towards the final
product. The model’s strength lies in its ability to handle complex and high-risk
projects by identifying and mitigating risks early [21].

1https://ml-ops.org/
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The V-Model, or Verification and Validation Model, extends the Waterfall Model
by emphasizing testing at every development phase. For each development
phase (e.g., requirements, design, implementation), there is a corresponding
testing phase (e.g., unit testing, integration testing, system testing). The
V-Model enhances quality assurance and ensures that all deliverables meet
predefined requirements, making it ideal for safety-critical systems [22].

The Rapid Application Development (RAD) Model emphasizes speed and
flexibility by focusing on rapid prototyping and iterative delivery. The process
involves minimal planning, with the primary focus on delivering functional
prototypes in a short time frame. RAD is highly suitable for projects with tight
deadlines and well-understood requirements, allowing frequent user feedback to
guide development [23].

The Iterative Model emphasizes repeated cycles of development, where a project
is broken down into smaller parts or iterations. Each iteration involves planning,
design, implementation, and testing, resulting in a functional intermediate
product. Feedback from stakeholders at each iteration allows for continuous
improvement and refinement. Unlike the Waterfall Model, the Iterative Model
accommodates evolving requirements and reduces risks by tackling high-risk
areas early in the development process [24].

Agile is a flexible and iterative approach to software development. It emphasizes
collaboration, customer feedback, and incremental delivery of functional compo-
nents. Agile promotes adaptive planning and continuous improvement, making
it well-suited for dynamic and complex projects. Key principles of Agile include
frequent delivery of working software, welcoming changing requirements, close
collaboration between developers and stakeholders, and fostering self-organizing
teams. Frameworks like Scrum are commonly used to implement Agile practices
[25]. Scrum is an Agile framework that structures work into time-boxed itera-
tions called "sprints," typically lasting 2-4 weeks. Scrum introduces defined
roles, including the Product Owner, Scrum Master, and Development Team,
and key artifacts such as the Product Backlog, Sprint Backlog, and Increment.
Regular events, including Sprint Planning, Daily Scrum, Sprint Review, and
Sprint Retrospective, provide structure and transparency. Scrum emphasizes
continuous progress and alignment with customer needs through transparency,
inspection, and adaptation [26].

DevOps is a cultural and technical movement aimed at unifying software
development and IT operations to improve collaboration, automation, and
deployment speed. Core principles of DevOps include Continuous Integration
and Continuous Deployment (CI/CD), automation of testing and infrastructure
provisioning, and real-time monitoring and feedback loops. By bridging the
gap between development and operations, DevOps enhances productivity and
reduces time-to-market, enabling faster and more reliable software delivery [27].

DevSecOps extends the principles of DevOps by embedding security into every
phase of the software development lifecycle. It emphasizes proactive threat
identification by incorporating security requirements early in development,
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automated security testing through tools for vulnerability scanning and compli-
ance, and collaboration between developers, security teams, and operations. By
treating security as a continuous and integral part of the process, DevSecOps
ensures that applications are secure by design, reducing vulnerabilities and
risks [28].

MLOps, or Machine Learning Operations, focuses on the deployment and
maintenance of machine learning models. It adapts DevOps practices to the
specific challenges of machine learning workflows, including data management to
ensure high-quality and consistent training data, model training and versioning
for tracking experiments, continuous deployment of models into production
environments, and monitoring to address drift or bias in model performance.
MLOps fosters collaboration between data scientists, engineers, and operations
teams, enabling reliable and scalable machine learning applications [29].

2.2 Quantum Computing: Quick Primer

Quantum mechanics has undergone significant evolution since the commence-
ment of the 20th century, with the foundational ideas of quantum computing
emerging during the early 1980s [30, 31, 32]. Prominent quantum algorithms
were devised in the latter decades of the century, among which are Deutsch’s
algorithm established in 1985 [33], Shor’s algorithm introduced in 1994 [34],
and Grover’s algorithm developed in 1996 [35]. At present, quantum computers
signify a concrete technological progression, with specific computational tasks
potentially being performed at an exponential efficiency on a quantum pro-
cessor in contrast to a classical processor. In recent years, access to quantum
computing resources has been significantly broadened through the advent of
cloud computing infrastructures [9]. Currently, a diverse range of quantum
computers is operational, each employing distinct layers within the techno-
logical framework (Fig. 1) [10], and there exists a considerable variety of
quantum programming languages, frameworks, and libraries [11]. Furthermore,
a plethora of algorithms (https://quantumalgorithmzoo.org/) has been pro-
posed alongside the emergence of multiple quantum programming languages.
Consequently, it is essential to advocate for and substantiate novel software
engineering methodologies to facilitate the onset of a new illustrious epoch for
quantum software engineering.

Quantum computing’s promise is not without challenges. Unlike traditional bits,
quantum bits or qubits are inherently fragile and susceptible to decoherence.
In classical computing, a bit can either be in a state of 0 or 1 at any given
time. However, qubits can exist in a linear combination of both 0 and 1 states
simultaneously. Superposition is one of the fundamental principles of quantum
mechanics and is a key feature that makes this possible. Mathematically, this
superposition is represented as:

|ψð = α|0ð+ β|1ð
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Source: Smite-Meister, CC BY-SA 3.0
<https://creativecommons.org/licenses/by-sa/3.0>, via Wikimedia

Commons
Figure 2.1: Bloch Sphere.

Where, |ψð represents the state of the qubit, α|0ð and β|1ð represent the classical
states 0 and 1, respectively, and α and β are complex probability amplitudes,
which determine the probability of measuring the qubit in the |0ð or |1ð state
when a measurement is made. A qubit is often represented by a Bloch Sphere
as shown in Figure 2.1.

Apart from superposition, quantum computing also exhibits properties like
entanglement, quantum tunneling/annealing, and quantum interference, en-
abling it to process information differently from classical computers [36]. It
offers the potential for exponential speedup in solving specific problems, such as
factoring large numbers and optimizing complex systems, making it a promising
technology for various fields.

Quantum computers can be based on different physical qubit realizations
like superconducting materials [37], trapped ion [38], and electron spin [39].
The qubits can be of different types like atom-based (trapped ion, cold atom),
electron-based (superconducting loops and controlled spin, and quantum anneal-
ing), or photon-based. Quantum computing encompasses various approaches
to harness quantum phenomena for performing computational tasks like Gate-
based Quantum Computing, Topological Quantum Computing, and Adiabatic
Quantum Computing.

1. Gate-based quantum computing : It employs quantum gates to manipulate
qubits, which are the fundamental units of quantum information. These
gates perform operations on qubits, enabling the creation of quantum
circuits that implement algorithms. The operations include single-qubit
gates (acting on individual qubits) and multi-qubit gates (acting on pairs
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of qubits). The quantum gates like Hadamard gate (H), Pauli gates (X, Y,
Z), CNOT (Controlled-NOT) gate, and phase gate (S) can be composed
in sequences to construct Quantum circuits. The quantum gates are
applied sequentially to the qubits, with each gate affecting the quantum
state of the qubits (for example, Figure 2.2).

2. Topological quantum computing : Conceived by the physicist Alexei Kitaev
in 1997, it employs anyons—quasiparticles in 2D systems—as logic gates,
forming braids in 3D spacetime. Unlike traditional quantum computers
relying on trapped particles prone to decoherence, topological quantum
computers claim stability due to their robust topological properties. These
properties, safeguarding against minor disruptions, make them promising
for computational tasks. Microsoft’s Station Q and Majorana fermions
research initiatives are actively exploring this field.

3. Adiabatic Quantum Computing (AQC): Based on the idea of Adiabatic
Evolution [40], this paradigm involves gradually transforming a quantum
system from an initial Hamiltonian to a final Hamiltonian that encodes
the solution to a problem. A popular approach to AQC uses the an-
nealing process [41], where the system starts in the ground state of the
initial Hamiltonian and slowly evolves to the final Hamiltonian through a
controlled annealing process via the application of external controls, such
as electromagnetic fields or laser pulses. Therefore, by manipulating the
system’s Hamiltonian over time, the system can be driven to achieve the
ground state of the final Hamiltonian, representing the solution to the
problem. D-Wave Systems develops quantum annealers that implement
adiabatic quantum computing.

Due to hardware limitations, currently, we are in the so-called Noisy Intermediate-
Scale Quantum (NISQ) era [42], in which quantum computers have several
errors (connectivity, gate errors, coherence times, etc.) associated at the hard-
ware level. The development process in Quantum Computing can be seen as
two different but intertwined pathways: hardware and software development.
Any software research and development needs equal support from the hardware
or engineering side. The current quantum computers are said to be in the
NISQ era, where the solutions are error-prone. To attain a meaningful solu-
tion, we need error correction algorithms. Employing quantum computers for
practical purposes includes hardware and software expertise, and it might take
considerable time before we can see a fully functional pure quantum computer.

Generally, a Hamiltonian of a physical system is an operator corresponding to
the total energy of the system [43]. Considering a two-level quantum system,
such as a qubit, this can be written as:

H(t) =
ω(t)

2
σz +

∆(t)

2
σx (2.1)

Where:
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Figure 2.2: Quantum Circuit for Full Adder [using IBMQ
(https://quantum-computing.ibm.com/)]

• ω(t) represents the time-dependent energy splitting between the two
levels.

• ∆(t) represents the time-dependent strength of the interaction between
the two levels.

• σz and σx are the Pauli matrices.

This transformation of this initial Hamiltonian (say H0) is achieved by gradually
changing the functions ω(t) and ∆(t) over time by applying a sequence of laser
pulses with carefully designed amplitudes and frequencies to modulate these
parameters. The time evolution of such quantum systems is given by the
Schrödinger equation:

Ĥ|Ψ(t)ð = iℏ
∂

∂t
|Ψ(t)ð (2.2)

Where:

• |Ψ(t)ð is the quantum state of the system at time t.

• H(t) is the Hamiltonian operator(observable) of the system at time t.

• ℏ is the reduced Planck constant.

Thus, given H(t), the goal of optimization is often to find the quantum state
|Ψ(t)ð that minimizes (or maximizes) an energy functional. This energy func-
tional could be related to the total energy of the system, expectation values of
certain observables, or other physical quantities of interest. Now, in complex
potential landscape, the Hamiltonian H(t) can be written as:

H(t) =
ω(t)

2
σz +

∆(t)

2
σx + V (x, t) (2.3)

Where:

• V (x, t) represents the complex potential landscape, which can depend on
both position x and time t.
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• ω(t) and ∆(t) are time-dependent parameters as described earlier.

Considering an optimization problem where the aim is to find the quantum
state |Ψ(t)ð that minimizes the expectation value of the energy functional,
denoted as E[|Ψ(t)ð]. This energy functional can be expressed as:

E[|Ψ(t)ð] = ïΨ(t)|H(t)|Ψ(t)ð (2.4)

This is an optimization problem where the objective is to minimize E[|Ψ(t)ð]
with respect to |Ψ(t)ð while satisfying any relevant constraints. Throughout
the optimization process, the quantum state |Ψ(t)ð is iteratively updated
to approach the state that minimizes the energy functional. This involves
evaluating the energy functional for different candidate states and adjusting the
parameters of the quantum state accordingly. Once the optimization process
converges, the resulting quantum state |Ψ(t)ð represents the solution that
minimizes the energy functional within the given constraints [44, 45, 46].

Quantum annealing is a specialized paradigm tailored primarily for addressing
optimization problems. D-Wave’s quantum annealing systems, exemplified
by the Advantage_system5.3, harness qubits to navigate the energy land-
scapes associated with these optimization challenges, seeking to identify the
configurations with the lowest energy, which corresponds to optimal solutions2.

The intricate process of quantum annealing can be visualized through an
energy diagram that evolves over time Figure 2.3 3. Initially, the energy
landscape resembles a single valley with a single minimum, representing a unique
solution. As quantum annealing commences, a barrier is raised, transforming
the landscape into a double-well potential. Here, the left valley corresponds to
the 0 state, while the right valley signifies the 1 state. The qubit ultimately
settles in one of these valleys at the end of the annealing process (Figure 2.4
4). By default, there’s an equal probability of it ending up in either state (50
percent).

Source: https://www.dwavesys.com/
Figure 2.3: Energy change diagram during Quantum Annealing.

However, the quantum annealing process can be controlled by applying an exter-
nal magnetic field to the qubit. This tilts the double-well potential, increasing

2https://cloud.dwavesys.com/leap/
3https://docs.dwavesys.com/docs/latest/c_gs_2.html
4https://docs.dwavesys.com/docs/latest/c_gs_2.html
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the likelihood of the qubit ending up in the lower well. This programmable
external magnetic field is called a bias, and the qubit adapts to minimize its
energy under the influence of this bias.

The qubits are interconnected via devices called couplers to influence each
other, leading to phenomena like entanglement. In an entangled state, two
qubits collectively possess four possible states, determined by the biases and
coupling strengths. During annealing, qubit states may span these states before
settling into the optimal configuration.

Source: https://www.dwavesys.com/
Figure 2.4: Energy diagram - Best answer.

Drawing reference from the Hamiltonian representations discussed previously,
D-Wave’s quantum annealing5 approach can also be described in terms of a
Hamiltonian, where the ground state of the system corresponds to the solution
of the problem, which can be represented as:

Hising = −A(s)
2

(
∑

i

σ̂(i)
x

)

︸ ︷︷ ︸

Initial Hamiltonian

+
B(s)

2

(
∑

i

hiσ̂
(i)
z +

∑

i>j

Ji,jσ̂
(i)
z σ̂

(j)
z

)

︸ ︷︷ ︸

Final Hamiltonian

(2.5)

Where,

• σ̂
(i)
x,z are Pauli matrices operating on a qubit qi.

• hi and Ji, j are the qubit biases and coupling strengths6.

• A(s) representing the tunneling energy and the B(s) the problem Hamil-
tonian energy at s, the normalized anneal fraction, an abstract parameter
ranging from 0 to 1.

• Initial Hamiltonian represents the lowest-energy state with all qubits in
superposition of 0 and 1, also known as tunneling Hamiltonian.

• Final Hamiltonian encodes the solution of the problem being addressed
where lowest-energy end state is classical, also known as problem Hamil-
tonian.

5https://docs.dwavesys.com/docs/latest/c_gs_2.html#id1
6https://docs.dwavesys.com/docs/latest/c_gs_4.html#getting-started-topologies
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In a linear annealing process, s = t/tf , where t is time and tf is the total
annealing time. Initially, A(0) k B(0), leading to a quantum ground state. As
annealing progresses, A decreases and B increases until tf , when the qubits
reach a low-energy solution state. At the end, only the B(s) term remains in
the Hamiltonian.

QML represents a compelling fusion of quantum principles and classical machine
learning algorithms, promising breakthroughs in data analysis, optimization,
and pattern recognition. One prominent player in this field is D-Wave Systems,
which has championed quantum annealing technology. D-Wave Systems leads
in quantum annealing with its Advantage_system5.3 by enabling QBoost [47],
which is built on the principles of boosting algorithm and enhances binary
classification using quantum computing. Quantum annealers complement
QML by tackling optimization tasks and enhancing quantum machine learning
models. IBM Quantum Computing is another notable contender, offering
gate-based quantum computers providing QML algorithms like Variational
Quantum Classifiers (VQC), Quantum Neural Network (QNN), and Quantum
Support Vector Machine (QSVM). The synergy of quantum annealing, gate-
based quantum computing, and innovative algorithms like QBoost holds promise
for quantum machine learning and optimization tasks across various domains,
including Smart City security.

2.3 Security and Privacy in QSE

Quantum Software Engineering (QSE) is an emerging discipline that adapts
classical software engineering principles to the quantum domain. QSE integrates
principles from quantum computing, software engineering, and programming
methodologies to exploit the advantages of quantum computers, particularly in
processing speed over classical systems [48, 49]. A structured framework for
the quantum software lifecycle is essential, accommodating the hybrid nature
of quantum applications that combine quantum and classical components
[50, 51]. Thus, at the core of QSE is the Quantum Development Lifecycle
(QDLC) [52, 53], which addresses the need for systematic quantum software
development with defined phases like design, implementation, testing, and
maintenance. Quantum programming languages and tools like QISKit, Q#,
Cirq, and Forest are crucial for developing quantum programs and addressing
complex control flow and synchronization issues [48]. The quantum circuit
model, which employs universal gates, is fundamental for implementing quantum
algorithms [54]. Verification frameworks such as CoqQ ensure the correctness
of quantum programs through formal proofs [55]. The evolution of quantum
software engineering responds to the limitations of classical computing and the
challenges posed by the sensitivity of quantum states [56]. As the field matures,
developing robust methodologies will be vital for maximizing the potential
of quantum technologies across various domains [57]. Moreover, the Talavera
Manifesto further underlines the principles and practices aimed at structuring
and formalizing QSE processes.
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2.3.1 Quantum Development Lifecycle (QDLC)

The Quantum Development Lifecycle (QDLC) is a structured framework de-
signed to guide the development of quantum software applications, addressing
the unique challenges posed by quantum computing. Unlike classical software
development lifecycles, QDLC incorporates both quantum and classical compo-
nents, reflecting the hybrid nature of most quantum applications today [51, 52],
which is particularly relevant in the current Noisy Intermediate-Scale Quantum
(NISQ) era. As mentioned in Figure 2.5 the lifecycle typically includes phases
such as quantum feasibility study, requirement specification, system design,
software coding and implementation, testing, and quality management [52].
This comprehensive approach is necessary due to the interdisciplinary nature of
quantum computing, which requires a shared understanding among developers
and researchers to effectively harness quantum capabilities [50, 51].

Figure 2.5: Quantum Development Lifecycle

The QDLC also emphasizes the integration of security and privacy measures
from the outset, as highlighted by the Quantum Privacy-Oriented Software
Development (QPOSD) approach, which ensures these critical aspects are
embedded throughout the development process. Furthermore, the lifecycle
addresses the orchestration of quantum and classical programs through work-
flows, which is essential for the execution of hybrid applications. The QDLC
serves as a foundational model for developing high-quality quantum applica-
tions, encouraging innovation and providing a roadmap for future research
and development in the rapidly evolving field of quantum computing [58]. As
quantum computing continues to advance, the QDLC will play a crucial role
in operationalizing quantum technologies and supporting the development of
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industrial-centric quantum software applications.

2.3.2 Talavera Manifesto

The Talavera Manifesto [59] represents a collective effort by both academic
and industry practitioners to establish foundational principles and commit-
ments for the burgeoning field of quantum software engineering (QSE). The
manifesto serves as a call to action, urging stakeholders to address the unique
challenges and opportunities presented by quantum computing technologies.
It emphasizes the need for a structured approach to software development
in the quantum realm, which is crucial given the distinct nature of quantum
computing compared to classical computing paradigms. The importance of
the Talavera Manifesto lies in its role as a guiding framework that seeks to
unify efforts across different sectors to advance quantum software engineering,
ensuring that the development of quantum technologies is both systematic
and collaborative. The key points and their importance have been elaborated
below:

1. QSE is agnostic regarding quantum programming languages

and technologies. QSE aims to deliver quantum software through
processes and methodologies that are comprehensible, controllable, and
reproducible by a wide range of communities.

2. QSE embraces the coexistence of classical and quantum com-

puting and promotes the application of re-engineering techniques to
incorporate new quantum algorithms into existing classical information
systems. Additionally, reverse engineering methods are essential for pars-
ing and abstracting quantum program information intended for integration
into classical systems.

3. QSE supports the management of quantum software develop-

ment projects, ensuring that the quantum software produced aligns
with the initial business objectives and requirements while also adhering
to quality, time, and cost constraints. It is crucial to either create or
adapt methodologies for developing quantum programs. Furthermore,
techniques for estimating efforts in quantum software development must
be established.

4. QSE considers the evolution of quantum software, advocating for
its maintenance and progression from inception to decommissioning. The
evolution of quantum software must be managed throughout the entire
lifecycle of quantum software.

5. QSE aims at delivering quantum programs with desirable zero

defects. It is responsible for defining and implementing testing and de-
bugging methodologies for quantum programs to ensure that the majority
of defects are identified and rectified before the program’s release.

6. QSE assures the quality of quantum software. Effective quality
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management for both the processes and the products is crucial for produc-
ing quantum software that meets the expected quality standards. Since
improvement is contingent upon measurement, it is necessary to develop
new metrics for evaluating quantum programs and processes.

7. QSE promotes quantum software reuse. QSE can assist development
teams in sharing, indexing, and locating reusable quantum software. The
exploration of design and architectural patterns for quantum programs
is essential, as is the facilitation of technical communication and the
creation of reference libraries and application demonstrations.

8. QSE addresses security and privacy by design. Quantum informa-
tion systems must be designed to be secure and to protect the privacy
of both data and users. QSE aims to consider security and privacy from
the initial stages of quantum software development, that is, by design.

9. QSE covers the governance and management of software. Man-
agers should be cognizant of the unique processes, organizational struc-
tures, principles, policies, frameworks, information, culture, ethics, be-
haviors, personnel, skills, and competencies, as well as the services, infras-
tructure, and applications related to quantum software that organizations
provide or should provide.

The Talavera Manifesto establishes key principles and best practices to guide the
evolution of quantum software engineering. Serving as a unifying framework,
it fosters a systematic and collaborative approach to developing quantum
technologies. Its importance in shaping the future of QSE is mentioned below.

• Guides QSE Development: Lays the foundation for Quantum Software
Engineering as a coherent discipline.

• Accelerates Quantum Advancements: Aligns software development
with quantum hardware progress.

• Fosters Collaboration: Bridges knowledge gaps across domains.

• Encourages Ethical Innovation: Addresses societal impacts proac-
tively.

• Provides a Roadmap: Serves as a guideline for researchers, educators,
and policymakers to focus efforts effectively.

The foundational principles of the Talavera Manifesto align closely with the
aims of this thesis, particularly regarding security, privacy, and structured
methodologies in quantum software development. For instance, the manifesto
explicitly emphasizes the importance of incorporating security and privacy
into quantum systems right from the earliest design stages, reflecting precisely
the first research goal of this thesis involving a systematic evaluation and
adaptation of classical Security by Design (SbD) and Privacy by Design (PbD)
frameworks specifically tailored for quantum software engineering.

In addition, the Talavera Manifesto underscores the necessity of rigorous testing
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and validation to ensure quantum software achieves high quality with minimal
defects. This directly relates to the second research goal of this thesis, which
involves proposing and empirically validating novel methodologies aimed at
enhancing security and privacy in quantum software. The proposed method-
ological framework involves detailed case studies and comparative analyses,
supporting the principles set forth by the manifesto.

Furthermore, the manifesto advocates for effectively combining classical and
quantum computing through structured software management approaches. This
aligns strongly with the third research goal, which seeks to adapt Agile method-
ologies such as Scrum, DevSecOps, and MLOps for the quantum context. Our
research leverages these iterative approaches to continuously strengthen secu-
rity and privacy considerations throughout the quantum software development
lifecycle.

In summary, the Talavera Manifesto serves as a fundamental guiding frame-
work, reinforcing a clear connection between its established principles and the
objectives pursued throughout this research.

2.3.3 Integrating Security and Privacy

Integrating Security by Design (SbD) and Privacy by Design (PbD) principles
into quantum systems is critical, as quantum technologies offer both opportuni-
ties and threats to security and privacy. Existing frameworks for SbD and PbD
have evolved from classical settings but require significant adaptations to effec-
tively safeguard quantum systems. These adaptations focus on ensuring secure
coding practices, minimizing attack surfaces, and leveraging quantum-enhanced
security measures like Quantum Key Distribution (QKD).

Most of the work on privacy and security in this area was related to QKD
or Quantum Cryptography [60]. In an in-depth survey about the evolution
of Quantum Key Distribution [61], the authors introduce the basic elements,
followed by reviewing the development of QKD networks in contemporary
literature and their implementation in practice. In [62], the authors propose
a novel QKD-based solution for developing secure network infrastructure to
accommodate multiple applications. In a study on quantum cryptography,
Janani et al. [63] proposed a two-level quantum cryptosystem to augment
security for medical images and their sensitive content. Therefore, looking
at the current scenario and contemporary research topography, it becomes
evident that the area of QSE involving Privacy and Security by Design is mostly
untouched.

Having said that, this thesis adopts the 7 Foundational Principles as proposed
by Ann Cavoukian (Table:2.1)[64] to translate the principles of QPbD from
classical PbD. The principles of Security by Design were adopted from the
OWASP’s ten principles (Table:2.2)7. Although other standards like NIST and

7https://github.com/OWASP/DevGuide/blob/master/02-Design/01-Principles%20of%
20Security%20Engineering.md
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Table 2.1: Privacy by Design Principles

Foundational Principles of Privacy by Design

P1: Proactive not Reactive; Preventive not Remedial - Anticipates
and prevents privacy-invasive events before they happen.
P2: Privacy as the Default Setting - Deliver the maximum degree of
privacy by ensuring that personal data are automatically protected in
any given system.
P3: Privacy Embedded into Design - Privacy by Design is embedded
into the design and architecture of IT systems and business practices.
P4: Full Functionality – Positive-Sum, not Zero-Sum - Accommodate
all legitimate interests and objectives in a positive-sum "win-win" manner.
P5: End-to-End Security – Full Lifecycle Protection - Strong security
measures are essential to privacy, from start to finish.
P6: Visibility and Transparency – Keep it Open - All business
practices or technology involved are operating according to the stated
promises and objectives, subject to independent verification.
P7: Respect for User Privacy – Keep it User-Centric - Keep the
interests of the individual primary.

NCSC exist, we have followed OWASP per our laboratory protocol. Therefore,
since there are no existing Security and Privacy by Design principles The main
approach is to adapt the existing classical principles of security and privacy by
design into the Quantum Software Development Lifecycle.

2.4 Empirical Validation in QSE

Quantum software development is characterized by several challenges, particu-
larly during the NISQ era, where quantum hardware is noisy and error-prone.
Hybrid quantum-classical systems, which combine quantum processors with
classical control units, present unique integration challenges. Effective error
mitigation and synchronization between classical and quantum components are
essential to maintaining system robustness, security, and privacy.

One significant challenge is the integration of security and privacy measures
throughout the Quantum Software Development Life Cycle (QDLC), as high-
lighted by the Quantum Privacy-Oriented Software Development (QPOSD)
approach, which emphasizes the need for privacy by design principles and strate-
gies to address quantum-specific vulnerabilities and bugs [65]. The complexity
of quantum computing systems themselves is a major barrier to adoption, as
they introduce unique privacy challenges that require novel privacy engineering
solutions to protect sensitive data from unauthorized access [66].

[67] and [2] highlight the gaps in quantum software security practices, empha-
sizing vulnerabilities like crosstalk and the need for robust protection measures.
[68] further identified errors and predicted success rates using metrics such as
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Table 2.2: Security by Design Principles

OWASP Principles of Security by Design

S1: Minimise attack surface area - Restricts the functions that users
are allowed to access to reduce potential vulnerabilities.
S2: Establish secure defaults - The application must be secure by
default.
S3: The principle of Least privilege - A user should have the minimum
set of privileges required to perform a specific task.
S4: The principle of Defence in depth - Multiple security controls
that approach risks in different ways is the best option for securing an
application.
S5: Fail securely - Applications should fail in a secure way; should not
give the user additional privileges.
S6: Do not trust services - Never trust third-party services from a
security perspective.
S7: Separation of duties - Individuals should have their system accesses
separated by duties.
S8: Avoid security by obscurity - Maintain sufficient security controls
in place to keep your application safe without hiding core functionality or
source code.
S9: Keep security simple - Complex mechanisms can increase the risk
of errors.
S10: Fix security issues correctly - Programmers should be careful to
identify all affected systems.

Quantum Vulnerability Factor (QVF). Regarding bugs in quantum platforms,
[69] introduced Bugs4Q, a benchmark for real-world bugs, and proposed bug
pattern categorization [70] to aid debugging in Qiskit. Later, QChecker was
introduced by [71] as a static analysis tool to detect bugs via syntax trees with-
out code execution. [72] introduced MorphQ, a metamorphic testing approach
to identify quantum-specific bugs systematically, while their empirical study
[1] emphasized differences between quantum and classical bugs.

Other studies focus on quantum bug characteristics. [73] identified 125 GitHub-
hosted quantum projects and found gate operation and state preparation, in
particularly, to be more prone to bugs, while [74] identified math-related bugs
as the most prevalent among a collection of 96 real-world quantum bugs. [75]
presented Q-PAC, an automated tool for detecting bug-fix patterns, and [76]
categorized various quantum circuit bugs to support systematic debugging
during the testing phase.

Quantum blockchain technology, while offering enhanced security through its
decentralized and tamper-proof nature, still faces privacy issues related to
unauthorized access and security breaches, necessitating robust security policies
and tools to mitigate these threats [77]. Additionally, the reliance on cloud-
based quantum computing services introduces risks of intellectual property theft
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and tampering, as untrusted third-party services can exploit vulnerabilities in
the quantum computing stack, including through fault injection attacks and
incorrect qubit calibration [2].

The noise and errors inherent in current quantum computing technologies further
complicate security efforts, as they can mimic malicious attacks, leading to
challenges in distinguishing between genuine threats and system imperfections
[78]. Moreover, the development of privacy-preserving protocols, such as
those for quantum federated learning, is crucial to prevent data leakage in
distributed quantum computing environments, where gradient inversion attacks
pose significant risks [79]. Overall, addressing these challenges requires a
comprehensive approach that integrates security and privacy considerations
into every phase of quantum software development, leveraging innovative
protocols and methodologies to safeguard sensitive information in the quantum
era [65, 80, 81].

Quantum algorithms such as Shor’s and Grover’s have profound implications
for classical cryptography. Shor’s algorithm poses a critical threat to public-
key cryptographic schemes by efficiently factoring large integers, rendering
RSA and other encryption protocols vulnerable [34, 82]. This necessitates the
integration of Quantum Key Distribution (QKD) to secure data transmission.
Similarly, Grover’s algorithm provides a quadratic speedup for unstructured
search problems, significantly reducing the effective key length of symmetric key
cryptosystems like AES [35]. These developments underscore the urgent need to
incorporate Security by Design (SbD) and Privacy by Design (PbD) principles
into quantum software engineering to ensure resilience against evolving threats.

Shor’s algorithm employs quantum mechanics, including superposition and
entanglement, to efficiently solve the factorization problem. The process begins
with placing qubits into a superposition, allowing exploration of multiple possi-
bilities simultaneously. The core computation involves period finding through
the quantum Fourier transform, enabling efficient extraction of periodicity.
Once measured, classical post-processing extracts prime factors, making the
approach significantly faster than classical factorization methods. The efficiency
of this algorithm in breaking cryptographic keys highlights the necessity of
quantum-safe cryptographic alternatives.

Grover’s algorithm, on the other hand, accelerates search operations in unsorted
databases, reducing the number of queries required from O(N) to O(

√
N). The

algorithm relies on superposition to represent all database entries and utilizes
an oracle function to mark the correct solution. Through iterative amplitude
amplification, Grover’s algorithm increases the probability of obtaining the
correct answer in a fraction of the time required by classical methods. This has
direct implications for symmetric key cryptosystems, as it effectively halves the
security level of encryption. For instance, an AES-128 key would provide only
64-bit security against a quantum adversary, necessitating the use of longer key
lengths to maintain security parity.

Quantum annealing further extends the impact of quantum computing on
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cryptographic security by solving optimization problems through the trans-
formation of cryptographic challenges into Quadratic Unconstrained Binary
Optimization (QUBO) formats [83]. This approach is particularly concern-
ing for cryptographic algorithms like SHA-256 and AES, as it allows certain
cryptographic problems to be efficiently processed using quantum annealers.
The transformation process involves representing cryptographic operations as
Boolean expressions, linearizing these expressions into algebraic equations, and
formulating them as a QUBO problem solvable by quantum annealers. While
the quantum resource requirements for cryptanalysis remain high—breaking
AES-256 may require approximately 250,000 qubits, while reversing SHA-256
demands around 50,000 qubits—ongoing advancements in quantum hardware
could reduce these barriers over time.

Quantum Key Distribution (QKD) emerges as a promising countermeasure
to these threats, leveraging quantum mechanics to enable secure communi-
cation resistant to eavesdropping [60]. By utilizing quantum entanglement
and superposition, QKD allows two parties to securely share encryption keys
while detecting any interception attempts [84]. The fundamental advantage of
QKD lies in its reliance on quantum principles such as the no-cloning theorem
and measurement disturbance, which ensure that any eavesdropping attempt
introduces detectable anomalies.

Among the most well-known QKD protocols, BB84, introduced by Bennett and
Brassard, encodes key information in quantum states using two complementary
bases [85]. The security of the protocol is ensured through basis reconcilia-
tion and error detection, with privacy amplification mitigating any potential
information leakage. Another simplified protocol, B92, reduces the resource
overhead by using only two non-orthogonal quantum states for encoding [86]. In
contrast, the E91 protocol, proposed by Ekert, relies on quantum entanglement
to establish secure keys and detects eavesdropping through Bell’s inequality
violations [87]. These protocols form the foundation of quantum-secure com-
munication by preventing adversaries from intercepting cryptographic keys
without introducing detectable disturbances.

The practical implementation of QKD has evolved significantly, transitioning
from theoretical frameworks to real-world applications. The Micius satellite
demonstrated QKD over long distances, paving the way for global quantum-
secured communication [88]. Commercial enterprises such as ID Quantique
and Toshiba have also developed QKD systems tailored for enterprise security
applications [89]. Despite its promise, QKD faces challenges related to cost,
scalability, and integration with classical networks. Optical fiber-based imple-
mentations suffer from signal loss over long distances, necessitating quantum
repeaters for extended-range communication. Additionally, ensuring seamless
interoperability between quantum and classical security infrastructures remains
an ongoing research challenge.

On the other hand, quantum computing is increasingly being explored for its
potential in enhancing security and privacy, particularly in intrusion detection
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systems (IDSs) and threat assessment. While research on the direct application
of quantum computing to cybersecurity remains in its early stages, several
studies have proposed quantum and quantum-hybrid approaches for improv-
ing detection mechanisms and response times. These efforts primarily focus
on quantum optimization, quantum-enhanced machine learning, and hybrid
quantum-classical deep learning models.

One key direction of research involves using quantum optimization techniques
for security detection. In [90], a quantum optimization framework was proposed
for IoT security, leveraging the advantages of quantum computing for anomaly
detection. Similarly, Radha et al. [91] introduced two quantum-inspired
approaches—Quantum Swarm Evolutionary (QSE) and Quantum-inspired
Evolutionary Algorithm (QEA)—to detect Denial-of-Service (DoS) attacks on
cloud computing infrastructure. These studies demonstrate that quantum-
inspired algorithms can significantly enhance security mechanisms by efficiently
exploring large solution spaces.

With the rise of quantum computing, researchers have also investigated quantum
machine learning (QML) techniques as replacements for traditional machine
learning models [90, 92]. QML algorithms, such as quantum-enhanced sup-
port vector machines and quantum neural networks, have shown potential in
improving IDS performance by reducing training and inference time while main-
taining high detection accuracy. In [93], researchers proposed an IDS utilizing
QBoost, a quantum annealer algorithm, to detect DoS and Fuzzy attacks. The
results demonstrated that QBoost significantly reduced training and prediction
time compared to classical Support Vector Machines (SVMs), highlighting the
advantages of quantum-enhanced learning models in accelerating security tasks.

Another promising approach involves hybrid quantum-classical models, where
quantum computing is combined with classical deep learning techniques to
enhance threat detection. These models are particularly effective in scenarios
requiring feature extraction and anomaly detection in large datasets. For
instance, Salek et al. [94] proposed a framework integrating a classical neural
network with a quantum-restricted Boltzmann machine (RBM) for intrusion
detection. The classical neural network extracts features from structured
network traffic data, while the quantum RBM reconstructs the network state to
identify anomalies and malicious traffic injections. Similarly, Wang et al. [95]
developed a quantum-classical hybrid deep neural network (QHDNN) designed
to classify raw data images and exclude anomalous patterns from the learned
model, demonstrating its effectiveness in anomaly-based detection.

Further extending hybrid quantum computing for security, quantum-enhanced
anomaly detection systems have been explored for cybersecurity applications
such as botnet detection and fraud analysis. Suryotrisongko and Musashi
[96] implemented a hybrid quantum-classical deep learning model to detect
botnets. Their findings indicate that while the hybrid model performed well
in some cases, classical deep learning models still outperformed it in several
instances. Meanwhile, Chen et al. [97] proposed a hybrid quantum-classical
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Long Short-Term Memory (LSTM) model for analyzing temporal security
data. Their results showed that the hybrid LSTM model converged faster
and achieved better accuracy than classical LSTM, suggesting that quantum-
enhanced architectures can provide advantages in time-sensitive security tasks.

Generative models have also been explored in the security domain. In [98],
researchers introduced a quantum-classical Wasserstein Generative Adversarial
Network (WGAN) by replacing the classical generator with a hybrid quantum-
classical neural network while maintaining the classical discriminator. This
model was applied to fraudulent transaction detection, achieving performance
on par with classical methods in terms of the F1-score using a credit card fraud
dataset.

Beyond individual quantum-enhanced security models, Quantum as a Service
(QaaS) for security incident detection and threat assessment is gaining traction.
In [99], researchers proposed a QaaS-based architecture for security monitoring
in Smart Cities, implementing a DLQC-based QBoost algorithm to classify
threats in large-scale IoT data. The use of cloud-based quantum services to
support real-time security assessments highlights the potential for integrating
quantum computing into large-scale cybersecurity frameworks.

As quantum and hybrid quantum-classical technologies continue to advance,
their integration into cybersecurity is expected to move beyond experimental
research and into practical security infrastructures. With ongoing progress in
quantum computing, these technologies have the potential to transform threat
detection, response mechanisms, and cryptographic resilience. However, to
maximize their benefits, it is essential to address challenges such as scalability,
robustness, quantum noise, error correction, and hardware constraints. Ensuring
the smooth incorporation of quantum-based security models into existing
frameworks is critical for maintaining efficiency, reliability, and long-term
security.

Given the growing threat posed by quantum computing to traditional crypto-
graphic frameworks, there is a pressing need to develop cryptographic techniques
capable of resisting quantum-based attacks. While Quantum Key Distribution
(QKD) provides a foundational method for secure communication, its practical
constraints highlight the necessity for complementary advancements in post-
quantum cryptography. Quantum-resilient cryptographic methods, designed to
withstand threats from both classical and quantum adversaries, are emerging
as a crucial area of research. These approaches, including lattice-based, hash-
based, multivariate, and code-based cryptography, aim to establish long-term
security in an era where quantum computational power continues to expand.

Regarding quantum-resistant alternatives, various cryptographic techniques
have emerged, leveraging mathematical problems believed to be intractable
for quantum algorithms. One such approach is lattice-based cryptography,
which relies on the hardness of lattice problems to resist quantum attacks
[100]. This technique supports encryption, digital signatures, and key exchange,
making it an essential component of secure communication [101, 102]. Schemes
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such as NTRU, Ring-Lizard, and Kyber have demonstrated their ability to
enhance blockchain privacy through linkable ring signatures [103, 102, 104].
The ongoing standardization efforts by NIST further highlight the importance
of lattice-based cryptography in securing digital communication across both
embedded systems and cloud computing [102].

Another promising quantum-resistant approach is hash-based cryptography,
which employs secure hash functions to generate digital signatures. Unlike
traditional methods that rely on integer factorization and discrete logarithms,
which are vulnerable to quantum attacks, hash-based techniques provide an al-
ternative that remains resistant to quantum threats [105, 103]. The SPHINCS+
scheme, for example, has been recognized for its strong quantum resistance and
is currently a candidate in NIST’s post-quantum cryptography competition
[106]. Hash-based methods also play a crucial role in privacy-sensitive appli-
cations such as digital signatures and electronic voting [107, 108]. Although
implementation challenges and computational efficiency remain concerns, on-
going research is focused on optimizing these techniques for broader practical
adoption [109, 110].

Multivariate and code-based cryptography are also being explored as viable post-
quantum security solutions [105]. Multivariate cryptography is founded on the
complexity of solving NP-hard polynomial equations, making it resource-efficient
[101]. However, its security is sometimes questioned, as certain implementations,
such as those based on Hopfield cryptosystems, have been found vulnerable to
quantum attacks [111]. On the other hand, code-based cryptography, including
McEliece and Niederreiter schemes, leverages the difficulty of decoding error-
correcting codes to provide strong post-quantum security [101, 112]. While the
large key sizes required for these methods pose deployment challenges, recent
research efforts aim to optimize them for applications such as multi-party
computation and digital signatures [113]. These cryptographic approaches
collectively form the foundation of post-quantum security, ensuring resilience
in an era where quantum computing capabilities continue to grow.

The contribution to this area of research can be found in the following works
[65, 93, 114, 115, 116, 117, 118, 99, 119].

2.5 Agile in QSE

Agile-based frameworks such as Scrum, DevSecOps, and MLOps have been
adapted to enhance the flexibility and security of classical software engineering
lifecycles. Scrum offers iterative development suited for exploratory quantum
programming, while DevSecOps integrates security practices into the continu-
ous development cycle, addressing vulnerabilities early. MLOps, an automation
focused contemporary machine learning framework complementing a vast ma-
jority of commonly used software systems, can also be applied to privacy and
security automation also for secure software enhancement.

The current literature is devoid of any studies in this field and a curated attention
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into this area is essential. However, Agile methodologies for secure quantum
software development are evolving to address the unique challenges posed by
quantum computing. Traditionally, SCRUM have been adapted to incorporate
security measures, as seen in the Security-Based SCRUM (SBSCRUM) and
Trustworthy SCRUM models, integrating security imperatives into the agile
process to mitigate threats and ensure robust software development [120, 121].
These adaptations are crucial as conventional security approaches often conflict
with agile methodologies, necessitating a balance between agility and security
[121].

In QSE, integrating security and privacy is paramount, as proposed by the
Quantum Privacy-Oriented Software Development (QPOSD) approach, which
embeds security protocols throughout the Quantum Software Development
Life Cycle (QDLC) [65]. This integration is essential to prevent costly post-
production fixes and ensure data integrity. Furthermore, the concept of crypto-
agility, which involves the swift adaptation of cryptographic algorithms to
counter quantum threats, is supported by agile practices such as Continuous
Integration and Coding Standards [122].

The need for agile methodologies in quantum software development is un-
derscored by the challenges of incorporating these practices effectively, as
highlighted by empirical studies on agile practices in this domain [123]. Ad-
ditionally, the Quantum Agile Development Framework proposes a hybrid
project management approach that combines classical and quantum paradigms,
addressing the new roles and requirements of quantum software projects [124].

DevSecOps and MLOps represent some of the critical advancements in software
engineering, focusing on integrating security and machine learning into develop-
ment processes. DevSecOps extends the DevOps methodology by embedding
security practices throughout the software development lifecycle, fostering col-
laboration among development, operations, and security teams. MLOps, on
the other hand, emphasizes the operationalization of machine learning models,
ensuring their reliability and scalability in production environments. The in-
tegration of these practices enhances both security and efficiency in software
development.

DevSecOps incorporates security as a fundamental component, addressing
vulnerabilities early in the development process. It promotes teamwork among
development, operations, and security, leading to a more resilient software
lifecycle. A Challenge-Practice-Tool-Metric model is proposed to guide organi-
zations in implementing DevSecOps effectively [125]. Whereas, MLOps focuses
on deploying and maintaining machine learning models in production, ensuring
they perform reliably. It leverages automation for continuous integration and
deployment of ML models, enhancing efficiency. MLOps practices help in
optimizing system performance and resilience through predictive analytics and
anomaly detection [126, 127].

Unfortunately, these such specific frameworks are not explicitly detailed in
the context of quantum software, the principles of integrating security into



CHAPTER 2. BACKGROUND AND RELATED WORKS 27

agile processes are evident across these adaptations, emphasizing the need for
continuous security integration and agile adaptability in the face of quantum
computing advancements [65, 122].



Chapter 3

Frameworks and Models

During the past few decades, Quantum Computing (QC) has become one
of the most discussed topics worldwide. Various countries have dedicated a
substantial amount of their technological funds to acquiring a piece of the
quantum supremacy pie. An analysis by McKinsey highlighted that some of
the largest world economies have already announced plans to adopt Quantum
Technologies [128]. Alongside, there is also a trend of investments that have
started to flow into Quantum Technologies through various startups and big
firms wading into the area of quantum computing [128]. Furthermore, QC has
shown promises to make extensive forays in different fields, including but not
limited to [129]: privacy and cryptography; economics and financial services;
genetics, medicine, and health; chemistry; energy and agriculture; defense and
national security programs; supply chain and logistics.

Looking at the current state of Software Engineering, we can clearly see that it
stands on highly stable, rich, and robust frameworks, strategies, and models.
Furthermore, these models or artifacts had been empirically tested and validated
in detail before being implemented. Although the ideal expectation is to have
a similar body of knowledge for Quantum Software Engineering so that a
well-tested and stable model can govern all processes involved in quantum
software development, the reality seems not so close.

There has been exponential growth in empirical studies in Quantum Software
Engineering in recent years. The Quantum Computation community has carried
out outstanding research and surveys in different areas like Quantum Computing
taxonomy [130], Quantum formal methods [131], Quantum software architecture
[132], Quantum Computing platforms [133], Quantum key distribution [61],
and post-quantum cryptography [134]. It is clear that quantum computing
research is not limited to the areas mentioned above, and in the coming years,
the volume of research in this direction is bound to increase rapidly.

Quantum software engineering (QSE) research is still immature and needs
considerable research, time, and effort to become robust like classical Software
Engineering. Although recently, much research has been dedicated to the

28
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proposal and development of the Quantum Software Development Life Cycle
(QDLC) [52], the scopes of further research and development in this field are
humongous. To achieve a mature state of QSE, it is imminent that we need
a well-established framework and a concept of QDLC. An expected solution
is to translate the Software Development Life Cycle (SDLC) to fit into the
requirements of quantum computing [52]. However, when we dived deeper into
QDLC and the commitments deemed necessary in the Talavera Manifesto [59]
for efficient quantum software development, we found that most of the studies
proposed the current status, prospects, algorithms, and newer horizons, and
very little catered to the areas of privacy and security aligned with quantum
software engineering.

This chapter aligns with the goals outlined in the introduction, focusing on
reviewing existing frameworks and models within the three key areas. It
presents a systematic analysis of security and privacy considerations, empirical
validation techniques, and agile methodologies in quantum software engineering
as outlined in the goals in section 1.2. The discussion includes an overview of
relevant literature, identifying strengths and limitations, along with proposed
models that enhance security and privacy in QSE.

3.1 Security and Privacy in QSE

A fundamental challenge in quantum software engineering is ensuring that
security and privacy are embedded into the development lifecycle. As quantum
computing progresses, its impact on cryptographic security becomes increas-
ingly significant, necessitating proactive measures to mitigate potential risks.
With the invention of Shor’s algorithm [34], it became pretty clear that, on the
one hand, quantum computing promises to usher in a new era of super-fast
computational advancements; on the other, it also brings with itself the down-
sides of quantum-enabled cyber attacks. Shor’s algorithm solves the 15-digit
integer factorization problem (basis of the RSA protocol) in polynomial time,
thereby paving the way for more insidious attacks on the existing as well as
post-quantum systems. Such attacks are not real yet, so we can keep using
RSA encryption until then. However, in recent times, there has been much
research on post-quantum encryption proposing algorithms that can protect
against such attacks [135, 136]. Thus, as mentioned in the Talavera Manifesto
[59], it is the responsibility of QSE to address security and privacy by design
during the software development process of the system. Therefore, Privacy by
Design (PbD) and Security by Design (SbD) must be addressed strictly by QSE.
We transpile the principles of privacy and security by design from classical
to quantum/hybrid software engineering and evaluate the existing empirical
studies based on them to investigate the current state-of-the-art on PbD and
SbD. Doing so gives us a clear view of where we stand in QSE regarding Privacy
and Security by design when planning the next steps in this area.

The existing reviews comprehensively cover most parts of the QDLC but do
not investigate the situation of PbD and SbD in QSE. We investigate the
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aforementioned gap in the discussed field and elucidate the contemporary state-
of-the-art PbD and SbD in QSE. We focus on studies in the area of QSE that
address, define, and implement the principles of PbD and SbD in the area of
QSE. We try to find out the current status of the state-of-the-art PbD and
SbD for QSE by translating the privacy and security ideas into the quantum
domain. We aim to investigate the existing empirical evidence regarding the
definition and implementation of QPbD and QSbD that fulfills the guidelines
of privacy and security provided in the Talavera Manifesto [59].

3.1.1 Research Methodology

To understand the gaps better, we follow the guidelines of systematic literature
reviews [137] to conduct the current study, which consists of three principal
phases: planning, conducting the review, and reporting the results. Before
starting the review, it is crucial to define a protocol. A well-defined protocol
ensures that the steps and procedures to conduct the Systematic Literature
Review (SLR) are adequately followed. It also ensures that the SLR does
not suffer from researchers’ bias and inclinations. The protocol developed
for this study includes objectives, Research Questions (RQs), search strategy,
inclusion/exclusion criteria (part of selection strategy), data extraction form,
and data synthesis.

Provided the research goal and the motivations, we formulate the RQs mentioned
in Table 3.1. The RQs would serve as this study’s guide for the search and
selection processes. In addition, the individual RQs would help us find the
trend of studies in QSE as a whole and discover the studies specific to PbD
and SbD. Further, this would also help us determine the existing research fields
and technologies considered important in the area of privacy and security by
design.
Search Strategy

The search strings were constructed following these steps [138]:

(i) Define major terms.

(ii) Identify alternative terms (alternative spellings and synonyms of major
terms) and related terms (terms related to major terms).

(iii) Check the keywords in papers we already have.

(iv) Use the Boolean operator OR to incorporate alternative spellings, syn-
onyms or related terms.

(v) Use the Boolean operator AND to link major terms, or conjoined OR
clauses.

Based on the RQs, we have selected the following major (search) terms: Quan-
tum Software Engineering, Privacy, Security, and Design. We have enlisted
the major, alternative, and related terms in Table 3.2. The primary domain
of our study is Quantum Software Engineering, so we considered the different
combinations of it, Quantum, and after that, the abbreviation. Regarding
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Privacy, we considered terms related to the application of privacy in QSE and
its abbreviation. For the term Security, we developed the search terms similarly.
The area of QSE is in its nascent state (as mentioned in Section 1), and so are
the studies in this area. Including more generic terms like Software Engineering
in an OR clause in the search query would return multitudes of papers, and
again, on the other hand, keeping the search query strictly to the specific major
search terms would confine the results to significantly less or no papers at
all. Thus, we avoided including specific classical software engineering search
terms and used a combination of related terms with AND and OR clauses with
specific terms.

Table 3.1: Research Questions and their Motivations.

Research Questions and Motivations

RQ1: In which venue (journals, conferences, or workshop proceedings) are
papers on the application of PbD and SbD in QSE published?
Motivation: Track the trend of venues where researchers publish studies about
privacy and security by design in quantum software engineering (QSE).
RQ2: What are the most frequently applied empirical strategies to investigate
the application of PbD and SbD in QSE?
Motivation: Identify the types of empirical strategy most frequently used to
investigate the application of PbD and SbD in QSE.
RQ3: What quantum technologies are used by the authors to address the
privacy and security concerns in Quantum Software Development (QSD)?
Motivation: Identify the technology trends used in contemporary quantum
studies.
RQ4: In which phases of the quantum software engineering process (i.e.,
requirements engineering, system design, object design, testing, operation,
maintenance) are the privacy and security-oriented quantum models imple-
mented?
Motivation: Understand the impact of the implementation of privacy and
security in each phase of QSD/QSE.
RQ5: What research areas implemented the quantum privacy and security
principles?
Motivation: Find out the most sought-after research areas/domains for quantum
PbD and SbD implementation.
RQ6: What do the studies contribute towards the Privacy by Design principles
in the scope of QSE?
Motivation: Identify the most important PbD principles addressed in the
current studies.
RQ7: What do the studies contribute towards the Security by Design principles
in the scope of QSE?
Motivation: Identify the most important SbD principles addressed in the
current studies.

After carefully choosing the major and alternative terms, along with some
abbreviations generally used in the literature, the following search string was
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Table 3.2: Major, alternative, and related terms

Major Terms Alternative and Related Terms

Quantum Software Engineering quantum, QSE
Privacy privacy by design, PbD
Security security by design, SbD, secure

formulated: ("quantum" OR "quantum software engineering" OR "QSE")
AND ("privacy" OR "privacy by design" OR "PbD") AND ("security"
OR "security by design" OR "SbD" OR "secure"). The searches were case-
insensitive and applied to the paper title, abstract, keyword, and body. We
searched for primary studies in ACM Digital Library, SCOPUS, Web of Science,
Science Direct, IEEEXplore, Springer, JSTOR, and Google Scholar. The afore-
mentioned libraries were selected based on the recommendations of Brereton et
al. [138] and Dyba et al. [139]. We extended the search radius by adding Google
Scholar to include all sources of publications like dissertations, theses, reports,
and white papers. We practiced an automatic search over digital libraries or
snowballing strategy as commonly used in SLRs. This study considered journal,
conference, workshop, and arxiv papers.

Selection Strategy

In the current SLR, we included only papers written in English that presented
empirical evidence about the definition, elaboration, and implementation of
the principles of PbD and SbD in the area of QSE. The time frame for the
selection criteria was set from January 2000 to December 2023. Since QSE is
a nascent domain, and a small number of studies are relevant to our specific
research domain; the time range has to be large enough to include all relevant
studies.

We excluded studies that lack practical relevance, such as those not focused on
privacy and security in quantum software engineering. Moreover, we exclude
duplicate studies published in more than one database or more than one journal,
research focusing on topics other than privacy and security, or studies where the
principal or alternative search terms were merely used for reference or general
introduction. We also exclude outdated research that doesn’t align with current
technologies and standards, ensuring our review remains relevant and useful.

Conversely, we included studies that use quantum technologies to boost pri-
vacy and security. We include research that proposes models for integrating
these aspects into quantum software design and features real-world implemen-
tations or evaluations. This ensures the review covers practical, impactful,
and methodologically sound research in quantum privacy and security. The
inclusion/exclusion criteria have been outlined in Table 3.3 and Table 3.4.

Data extraction was carried out based on Table 3.5, which enlists the specific
items and their significance and eventually maps the values to the specific
research questions. In short, data extraction includes paper metadata (title,
abstract, keywords, authors, affiliations), digital library source, publication type
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Table 3.3: Inclusion Criteria

Title Quantum, Privacy, Security
Abstract Privacy and security in quantum or quantum-hybrid systems using

quantum technologies
Papers

1. Papers that discuss the application of quantum technologies
specifically aimed at enhancing privacy and security.

2. Studies that explore or propose methodologies, frameworks,
or models for integrating security and privacy by design in
quantum software engineering.

3. Research that includes empirical evaluations, case studies, or
real-world implementations demonstrating the feasibility and
effectiveness of quantum technologies in addressing privacy
and security concerns.

4. Articles that perform comparative analyses between quantum
and classical technologies concerning privacy and security.

5. Surveys, reviews, or case studies discussing privacy and secu-
rity considerations throughout the quantum software develop-
ment life cycle.

6. Papers analyzing quantum bugs and vulnerabilities, particu-
larly those impacting privacy and security.

7. Articles providing reviews or forward-looking perspectives on
the state-of-the-art and future research directions in quantum
privacy and security by design.

and year, and classification of work. Additionally, we also extract technologies
used, software development life cycle phase, research area, and relevance to
Privacy and Security by Design principles. We primarily used WPS Office 2019
to assist in our data extraction and elaboration of graphical images for the
study. Some images were illustrated using the open-source application drawio1.

Table 3.5: Specific items for Data Extraction

Items Value Impact Map
RQs

Paper meta-

data

What are the title, ab-
stract, keywords, authors,
and affiliations of the pa-
per?

Essential for identifying
and referencing papers.

-

1https://github.com/jgraph/drawio
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Digital

library

What is the name of the
digital library where the
paper is found, e.g., ACM
Digital Library, IEEEX-
plore, Google Scholar,
etc?

Helps in assessing the
credibility and accessibil-
ity of the research.

-

Year of pub-

lication

When was the paper pub-
lished

Shows the temporal
distribution of research.
Useful for understanding
the evolution of the field
and identifying trends.

RQ1

Type of pub-

lication

What is the venue of the
publication, for example,
journal, conference, work-
shop, etc.?

Differentiates between
journals, conferences,
technical reports, etc.
Helps in evaluating the
quality and impact of the
research.

RQ1

Type of

work

What is the empirical
method used or in other
words, what is the type
of work, for example, ex-
periments, surveys, dis-
cussions, etc.?

Important for under-
standing the scope and
approach of the research.

RQ2

Objectives What is the technical ob-
jective/aim of the study?

Helps in understanding
the research focus and ex-
pected contributions.

RQ3

MethodologiesWhat methodology was
used to carry out this
study (high level)?

Essential for assessing the
validity and reliability of
the findings.

RQ3

Technologies What specific technology
was used in this study?

Important for evaluating
the practical applications
and innovations.

RQ3

Phases

of devel-

opment

process

During what SDLC phase
was the study conceived?

Helps in understanding
the maturity and progress
of the research.

RQ4

Applied Re-

search Area

What is the overall re-
search area of the study?

Useful for contextual rel-
evance and application of
findings.

RQ5

Relevance

to Privacy

by Design

Principles

Is the study relevant and
adherent to the principles
of Privacy by Design

Important for ensuring
that privacy considera-
tions are integrated into
the design.

RQ6
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Relevance

to Security

by Design

Principles

Is the study relevant and
adherent to the principles
of Security by Design

Critical for ensuring that
security measures are con-
sidered throughout the re-
search process.

RQ7

Table 3.5: Specific items for Data Extraction

Review Protocols

We thoroughly reviewed the protocol before conducting the SLR. It was con-
ducted by five researchers, all of whom have considerable experience in literature
review or quantum software engineering. While a group of two authors defined
the protocol, it was validated by a group of two other authors, and the final
author acted to resolve any conflicts in the review. Similarly, during each
review phase, like elaborating the research questions, primary studies search,
or inclusion/exclusion criteria, one group designed the phases, and the other
verified and validated the same; the other author acted to resolve conflicts and
finalize the results. The protocol development process was carried out with
iterative validation that led to different suggestions and comments at every
step, leading to subsequent changes in the protocol and, therefore, the SLR.

We have used the term "paper" to refer to an article published in a journal,
conference, workshop, or arxiv that has been retrieved and analyzed in our
review. The terms "paper" and "article" have also been used synonymously.
Any empirical study reported in these papers has been referred to as a "primary
study" or "empirical study". The terms "author" and "researcher" have been
used as quasi-synonyms. All involved researchers have considerable experience
in the area of SLRs and the area about the practice of Privacy by Design
and Security by Design in the domain of Quantum Software Engineering. We
conducted the below-mentioned steps while conducting the SLR [140]:

1. Execute search string;

2. Remove duplicates;

3. Exclude irrelevant papers;

4. Select relevant papers;

5. Perform snowballing;

6. Carry out quality assessment;

7. Analyze papers.

The activity of executing the search string was carried out in two phases. To
begin with, the first author group executed the search strings in the digital
libraries using only major search terms to include as many studies as possible
and then discussed the outcome with the second author group. In the second
phase, the first group, this time, includes the complete set of search terms
in the search query using the Boolean operators applicable to each digital
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Table 3.4: Exclusion Criteria

Standards
1. Papers that are duplicate publications of the same study or

do not add any new information or insights compared to
previously included papers.

2. Articles from non-peer-reviewed sources, such as opinion pieces,
editorials, and non-academic publications.

3. Papers that are not written in English.

Relevance
1. Papers that are not written in English.
2. Papers that do not primarily focus on quantum technologies or

do not address privacy and security in the context of quantum
software engineering.

3. Studies that focus on general quantum computing or quantum
mechanics without specific emphasis on security and privacy
by design.

4. Papers that are purely theoretical without any practical ap-
plications, empirical data, or case studies related to quantum
privacy and security.

library respectively and executes the search query. After that, they applied
the inclusion/exclusion criteria to the studies, which were then validated by
the second group and vice versa. This reduced bias during the selection of the
primary studies. The fifth author helped resolve conflicts when there was an
impasse in the decisions. All researchers participated in the data extraction,
validation, and analysis of the results. Figure 3.1 presents the workflow of the
current study as a flowchart.

Execute search string: We execute the search strings in the digital libraries
listed in Section 3.1.1. It is complex and cumbersome to get results of queries
for SLRs or Systematic Mapping Studies (SMSs) from the search engines for
the digital libraries mentioned above as these are based on different models
[141]. Different digital libraries use different modeling designs to power their
search engines and hence cannot be used in the same capacity to extract results
with the same query. Therefore, we split the generic search query presented in
Section 3.1 into two or more parts and had to fit into the constraints and formats
of the respective digital library’s search engine. Although the search strings
practically used during the exact searches differed from the one derived in the
previous section, they carried the same essence in the query. They contained
the same major and related terms as proposed in the protocol. The initial
search retrieved 588 papers from various digital libraries with 269 papers from
IEEEXplore, 112 from Google Scholar, 63 from ACM Digital Library, 56 from
SCOPUS, 32 from Web of Science, 20 from JSTOR, 19 from Science Direct, 17
from Springer. We have used Rayyan[142], an online tool for maintaining and
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Figure 3.1: Systematic Literature Review flowchart.

processing the papers included in systematic studies. The BibTeX citations
for all the papers were loaded into the Rayyan web application for further
processing. In the subsequent steps, the papers were studied and then marked
with inclusion and exclusion criteria. The web application’s functionality is out
of this paper’s scope and can be easily found online on Rayyan’s website2.

Remove duplicates: Due to using various digital libraries, our search returned
some duplicate papers due to overlap between the digital libraries. Among
the retrieved papers, 45 were duplicated during the primary search and were
considered only once for the review. We could not find other discrepancies, like
the same primary study published in multiple venues or extension papers. The
duplicated papers were retrieved separately as part of proceedings or journals,
so we removed the duplicates and went ahead with one entry for each of them.
We found more than one SLR on QSE, but those relevant to the research area
were not removed. Moreover, each QSE SLR or discussion presented a different
point of view on different aspects of the area. After removing the duplicate
papers, we were left with 543 papers for the next step.

Exclude irrelevant papers: Firstly, we excluded the papers written in
languages other than English. We encountered two papers in Mandarin and
two in Spanish, which were removed, bringing the count of papers to 539. We
carefully read the titles, abstracts, and keywords mentioned in the extracted

2https://rayyan.ai/
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papers to exclude the irrelevant ones from the SLR using Table 3.3 and Table
3.4.

To ensure a more comprehensive exploration of the field, we included research
on all related areas of QSE, such as quantum cryptography, quantum key
distribution, and network security, since they are integral to the broader context
of quantum security and privacy, offering valuable insights into the overall
landscape of QSE. Quantum cryptography and key distribution are crucial for
secure communication in quantum networks, which is fundamental to building
secure quantum systems. Network security in the quantum realm involves
protecting data and communications within quantum networks, contributing
to the overall security infrastructure. Including these topics in our systematic
literature review (SLR) allows us to gain a more detailed understanding of the
evolution of the QSE field and its future directions, as advancements in these
areas can significantly influence the development of privacy and security in
QSE. Based on the above observations, we further removed 439 papers from
the list of identified papers, and we were left with 100 papers.

Select relevant papers: The 100 papers retrieved from the previous steps
were grouped into two categories based on their alignment with the research
area: (A) 9 papers were considerably aligned with PbD and SbD in QSE
whereas (B) 91 papers needed further investigation. The existing papers, espe-
cially from the group B, were then re-analyzed based on the inclusion/exclusion
criteria (Table 3.3 and Table 3.4). The relevant papers were included in the
study if they specifically served the purpose of this SLR to contribute to privacy
and security in QSE. We excluded 23 papers because although they repre-
sented some empirical studies on quantum computing, they primarily discussed
benchmark studies of quantum algorithms, quantum taxonomy, reviews of
quantum computing software architectures, quantum computing testing suites,
and post-quantum encryption strategies. None of these are relevant to the area
of interest of the current SLR. After careful scrutiny, we considered 77 papers
for the next step; we included all nine papers from group (A) and sixty-eight
from group (B).

Perform snowballing: We conducted both forward and backward snowballing
during full-text reviews, applying the aforementioned inclusion and exclusion
criteria iteratively to the list of intermediate papers from the references and
papers citing already included studies. This process identified 10 additional
papers, bringing the total to 87.

Carry out quality assessment: We conducted a quality assessment on the
final list of papers, adhering to the SLR guidelines. To evaluate the rigor of each
empirical study, we adapted the criteria from Dybå and Dingsøyr [143, 144], a
widely recognized quality assessment tool in software engineering [145]. The
papers were rated based on an 11-question scale and categorized into three
groups according to their scores: Low Quality (0-3 points), Medium Quality
(4-7 points), and High Quality (8-11 points). The checklist used for this quality
assessment can be found in Table 3.6. During this step three papers with low



CHAPTER 3. FRAMEWORKS AND MODELS 39

quality were removed. The results of this step are provided in further detail in
the results section.

Table 3.6: Quality Assessment Questions

Criteria Categories Questions

Reporting
Research Is the paper based on research (or is it merely a

"lessons learned" report based on expert opinion)?
Aim Is there a clear statement of the aims of the re-

search?
Context Is there an adequate description of the context in

which the research was carried out?

Rigor

Research
design

Was the research design appropriate to address the
aims of the research?

Sampling Was the recruitment strategy appropriate to the
aims of the research?

Control
Group

Was there a control group with which to compare
treatments?

Data collec-
tion

Was the data collected in a way that addressed the
research issue?

Data analy-
sis

Was the data analysis sufficiently rigorous?

Credibility
Reflexivity Has the relationship between researcher and par-

ticipants been considered to an adequate degree?
Findings Is there a clear statement of findings?

Relevance Value Is the study of value for research or practice?

Analyze papers: We thoroughly read and analyzed the remaining 84 papers,
extracted data based on the protocol mentioned in Table 3.5, and recorded the
data in WPS Excel 2019.

3.1.2 Data Synthesis and Results

This section presents the data synthesis and results of our systematic litera-
ture review (SLR) on Privacy and Security by Design in Quantum Software
Engineering (QSE). From an initial pool of studies, we identified 84 relevant
papers for in-depth analysis. These papers were evaluated based on criteria
such as reporting, rigor, credibility, and relevance. Our synthesis aims to offer
a comprehensive overview of current research trends, key findings, and gaps in
the literature, highlighting the evolving landscape of privacy and security in
QSE.

3.1.3 Answers to the Research Questions

We present insightful trends and patterns that address our research questions,
shedding light on the current state of privacy by design (PbD) and security by
design (SbD) principles in quantum software engineering.
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(a) Publication Year/Venue. (b) Empirical Strategies.

Figure 3.2: Distribution of papers across Years, Venues, and
Type of Work (RQ1 and RQ2)

RQ1: In which venue are papers published?
Figure 3.2a illustrates the distribution of papers published across different
years and venues (workshop, journal, and conference). From 2001 to 2014,
the number of publications remained consistently low, with only one(1) paper
published each year. The highest number of papers were published during the
years 2019 to 2023: twelve, eight, ten, eight, and twenty-two, respectively, for
each year. The first paper [146] to be published in this area was in 2001. The
majority of the papers were published in journals and conferences. The selected
studies include 43 journal papers, 38 conference papers, and three workshop
papers. The papers were published in a relatively wide range of journals,
where some are highly ranked. To count a few: Future Generation Computer
Systems [147], Journal of Information Security and Applications [63], Journal Of
Ambient Intelligence And Humanized Computing [148] and IEEE Transactions
on Circuits and Systems I: Regular Papers [149]. There are also papers from
highly ranked conferences, like the IEEE Conference on Nanotechnology [150]
and IEEE/ACM International Conference on Computer-Aided Design [151].

RQ2: What are the most frequently applied empirical strategies?
Figure 3.2b shows experimentation is the most popular empirical strategy used
in the studies included in the review. The conducted studies consist of 52
experiments, more than 60% of the studies, followed by nine model proposals as
the next preferred empirical strategies. Apart from these, the selected studies
include seven mathematical proposals, five discussions, four simulations, four
hybrid architecture proposals, two frameworks, and one survey.

RQ3: What quantum technologies/methodologies are mostly sought after to
address privacy and security by design in QSE?
To answer the question, we adopted a three-tiered approach. First, we examined
the primary objectives of the studies included in our analysis, and then, we
explored the methodologies applied within these studies. Finally, we discussed
the specific technologies utilized to implement these methodologies.

Figure 3.3a illustrates the distribution of papers by their objectives. Quantum
Key Distribution is the most prominent topic, with 21 papers (25%) address-
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(a) Objectives. (b) Methodologies.

Figure 3.3: Objectives and Methodologies used (RQ3).

Figure 3.4: Technologies used (RQ3).

ing it. This highlights its critical importance in quantum communications.
Quantum Privacy Protocols and Quantum Secure Communication are also
significant, with 13 (15.48%) and 12 papers (14.29%) respectively. Quantum
Cybersecurity matches this interest with 12 papers (14.29%). Other notable
topics include Quantum Data Encryption & Steganography (10 papers, 11.9%),
Quantum Machine Learning (8 papers, 9.52%), and Quantum Network Security
(7 papers, 8.33%). There is one paper (1.19%) that does not fall into these
categories, presenting an all-important discussion on the overall field.

Starting from the goals mentioned above, Figure 3.3b details the methodologies
employed in these studies. Quantum Gates and Circuits are the most frequently
used methodology, appearing in 30 papers (35.71%), indicating their founda-
tional role in quantum computing. Quantum Cryptographic Protocols are
used in 19 papers (22.62%), aligning with the high number of studies focusing
on security. Methodologies involving Quantum Entanglement and States are
featured in 10 papers (11.9%), while Quantum Communication and Networking
Protocols are discussed in seven (7) papers (8.33%). Hybrid Architecture
Proposals appear in five (5) papers (5.95%), and Quantum Optical Protocols in
three (3) papers (3.57%). Quantum Random Number Generation and Quantum
Neural Networks are mentioned in two (2) papers (2.4%) each. Three papers
(3.57%) utilized discussion as their primary methodology to emphasize key
aspects of their research, including identifying requirements, challenges, and
potential solutions. In contrast, another three papers (3.57%) did not present
any specific methodology in their implementation.
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Figure 3.4 examines the technologies discussed in the papers. Classical Simula-
tion is the most commonly used technology, with 28 papers (33.33%) utilizing it,
emphasizing its role in modeling and testing quantum algorithms. Mathemati-
cal Proof/Model is the medium of proposals and proofs in 19 papers (22.62%),
reflecting the theoretical underpinnings. Implementation of IBMQ3 and Dwave4

used Superconducting Qubits, presented in 11 papers (13.1%), showing signifi-
cant interest in practical quantum hardware. Theoretical Analysis, Photonics,
and IBMQ Simulation5 each appear in five (5) papers (5.95%), indicating a
range of technological approaches. Less frequently mentioned technologies
include Trapped-Ions, Quantum Entropy Chip, and ProjectQ Simulation, each
appearing in one (1) paper (1.19%). Interestingly, eight papers (9.52%) did not
present the use of any technologies being used.

Some of the important contributions in this field came from the development
and optimization of QKD, which was implemented Quantum cryptographic
protocols [146, 152, 153], Quantum Communication [154, 155], Quantum Cir-
cuits/Gates [156, 157], and Quantum optical protocols [157, 158]. Quantum
Privacy Protocols [148, 159] and Quantum Secure Communication [62, 160, 161]
also contributed substantially to the field. In recent times, Quantum Machine
Learning [162, 93, 90] also made some innovative contributions to the field
of Privacy and Security by Design in QSE. Discussions and Surveys took up
exciting and important topics relevant to Quantum Software Engineering, and
Privacy and Security and addressed the imperatives and requirements necessary
for future research [67, 163, 164].

Majority of the studies used Classical Simulation and Mathematical Proof/-
Models to attend to the implementation needs. Such classical simulations
mostly used C, C++, Java, MATLAB, and Python as programming languages,
OpenLDAP, OpenSSL, OpenFlow, etc., as network protocols, and mathematical
tools like Huffman encoding, Monte Carlo Simulation, and Linear Feedback
Shift Register(LFSR) based Toeplitz matrix.

(a) Phases involving Privacy and Security. (b) Major research areas.

Figure 3.5: Graphs related to Research Questions RQ4 and RQ5

3https://quantum.ibm.com/services/resources
4https://www.dwavesys.com/
5https://quantum-computing.ibm.com/
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RQ4: In which phases of QSE are privacy and security mostly involved?
As per the privacy and security by design guidelines by Ann Cavoukian in the
"7 Foundational Principles"6 and OWASP7, the principal implementations of
privacy and security by design impacts planning, design, development, and
testing phase of any software development life cycle. Based on the systematic
literature review (SLR), the analysis reveals distinct trends in the implemen-
tation of principles of privacy by design (PbD) and security by design (SbD)
within various phases of Quantum Software Engineering (QSE). Figure:3.5a
shows that 48 studies impact the Design and Development phases, representing
57.14% of the total. Meanwhile, 24 studies impact the Requirements Analysis
phase, accounting for 28.57%. Additionally, nine (9) studies impact all Plan-
ning, Design, and Development phases together, making up 10.71%. Smaller
contributions are noted in studies impacting only the Design and Planning
phases separately, with two (2) and one (1) studies, respectively, together
representing 3.57%. This data highlights that the majority of studies focus on
integrating PbD and SbD principles during the design and development stages,
emphasizing their critical role in the secure and privacy-aware development of
quantum software.

6https://www.ipc.on.ca/wp-content/uploads/Resources/7foundationalprinciples.pdf
7https://owasp.org/
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Table 3.7: Relevance Scoring for Privacy and Security

Relevance Score Basis of Classification

Extremely
Relevant

2
1. Direct implementation of principles of privacy

by design (PbD) and security by design (SbD)
in quantum software engineering through spe-
cific algorithms or methodologies.

2. Development of methodologies to incorpo-
rate privacy and security in hybrid quantum-
classical software development.

3. Proposal or design of comprehensive frame-
works or methodologies that integrate PbD
and SbD principles within QSE.

Relevant 1
1. Discussions on the principles of privacy and

security by design, specifically within the con-
text of quantum software engineering.

2. Research on ancillary topics within the field
of quantum software engineering, such as
quantum cryptography, quantum key man-
agement, and quantum teleportation, which
support the broader objectives of PbD and
SbD.

3. Studies focused on the development and en-
hancement of quantum physical principles
related to security and/or privacy.

4. Implementation of quantum programming
techniques that contribute to achieving par-
tial PbD or SbD objectives within QSE.

Not Rele-
vant

0
1. Does not discuss or in any way related to

principles of PbD and SbD in QSE.

RQ5: What are the main research areas that implemented the quantum privacy
and security principles?
In terms of research areas contributing to PbD and SbD in QSE, Figure 3.5b
indicates that Computer Science is the dominant field, contributing 61 papers,
which is 72.62% of the total. Communication Networks follows with 18 papers,
representing 21.43%. Electrical and Electronic Engineering has the least con-
tribution with five (5) papers, making up 5.95%. This distribution suggests
that computer science is the leading discipline driving research in secure and
privacy-preserving quantum software engineering, reflecting its central role in
the development and theoretical foundations of quantum computing technolo-
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gies. The results agree with the fact that the computer science community has
seen an exponential thrust in quantum technology research.

RQ6: What are the principle impacts of the studies on Privacy by Design
(PbD)? To answer this question better, we label the relevance of a study based
on the principles with extremely relevant (2), relevant (1), and not relevant (0)
(Table 3.7). We label each study according to its degree of alignment with the
principles of PbD (Table 3.10). Figure 3.6 provides an analysis of the relevance
of various studies to the principles of privacy by design (PbD) in quantum
software engineering. Out of the total studies assessed, 64 papers (76%) were
classified as Relevant, indicating they have substantial content or methodologies
pertinent to PbD. Another 12 papers (14%) were deemed Extremely Relevant,
highlighting their direct and significant contributions to implementing PbD
principles in quantum software engineering. Meanwhile, 8 papers (10%) were
categorized as Not Relevant, showing little to no connection to PbD. This
data underscores that a substantial majority (90%) of the studies reviewed
are relevant to the principles of privacy by design in the context of quantum
software engineering.

Figure 3.6: Relevance to Principles of Privacy by Design in QSE

Figure 3.7: Adherence to Principles of Privacy by Design in QSE

Figure 3.7 presents a heatmap that visualizes the adherence of different papers
to the seven principles of privacy by design (PbD), labeled as P1 to P7. Each
blue square represents a paper that adheres to a specific PbD principle, while
white squares indicate non-adherence. The heatmap reveals that P1 has the
strongest adherence, with a significant number of blue squares indicating that
many papers follow this principle. P2 also shows notable adherence, though
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Figure 3.8: Distribution of Papers in Privacy by Design

slightly less than P1, with several papers adhering to this principle. The
adherence to P3 is moderate, with a mix of blue and white squares spread
across the chart, suggesting varied adherence among papers. P4 has sporadic
adherence, with a few clusters of blue squares indicating that some papers follow
this principle while many do not. P5 shows less adherence compared to P1 and
P2, with occasional blue squares scattered across the chart. The adherence to
P6 is minimal, with only a few blue squares, indicating that a lower number of
papers adhere to this principle. Similarly, P7 shows limited adherence, with
few papers following this principle. Overall, the heatmap indicates that P1 and
P2 have the highest adherence among the PbD principles, while P6 and P7
have the least, providing a clear visual representation of which PbD principles
are most commonly implemented in the literature.

A substantial portion of the papers (47) adhere to only one principle, showing a
selective implementation of PbD principles. Additionally, 26 papers demonstrate
adherence to two principles, with varied combinations such as 11 papers adhering
to principles P1 and P3 predominantly and others following combinations like
P1-P2, P2-P5, P2-P4, P1-P4, P1-P5, P2-P3, and P3-P4. Furthermore, 3 papers
adhere to three principles, each with combinations like P1-P2-P7, P1-P2-P3,
and P1-P3-P5. Following the results of Figure 3.6, eight papers being Not
Relevant to PbD do not adhere to any principles.

Figure 3.8 shows the individual distribution of adherence among the reviewed
papers. Each principle of Privacy by Design (P1 to P7) is represented, with P1
accounting for the highest share at 44.05% (37 papers), followed by P3 at 33.33%
(28 papers) and P2 at 23.81%, with the others having lesser representation.

RQ7: What are the principle impacts of the studies on Security by Design
(SbD)?
We grade the relevance of a study to the principles of SbD based on extremely
relevant, relevant, and not relevant by scoring every study with scores two (2),
one (1), and zero (0), respectively (Table 3.7). We label each study according
to its degree of alignment with the principles of SbD to find out the overall
status of the study group. We refer to the ten principles of Security by Design
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proposed by OWASP (Table 3.11) to address this research question.
Figure 3.9 shows the relevance of papers to the principles of Security by Design
(SbD). Out of the total papers analyzed, 67 papers, which constitute 80%, are
categorized as relevant to SbD. A smaller portion, 13 papers, making up 15%,
are considered extremely relevant, indicating a strong alignment with SbD
principles. In contrast, only 4 papers, accounting for 5%, are classified as not
relevant. This distribution indicates that a significant majority of the papers
either directly address or are closely related to the principles of Security by
Design, underscoring the importance of SbD in the field.

Figure 3.9: Security by Design in QSE

Figure 3.10: Adherence to Principles of Security by Design in
QSE

Figure 3.10 is a heatmap that shows how different research papers adhere to
ten principles of Security by Design (S1 to S10). Each column represents a
paper, with blue squares indicating adherence to a principle and white squares
indicating non-adherence. The heatmap reveals that S1 and S4 have the
strongest adherence, with a significant number of blue squares indicating that
many papers follow these principles. S2 also shows notable adherence, though
slightly less than S1 and S4, with several papers adhering to this principle.
The adherence to S3 is moderate, with a mix of blue and white squares spread
across the chart, suggesting varied adherence among papers. S6 and S7 have
sporadic adherence, with a few blue squares indicating that few papers follow
these principles while many do not. Overall, the heatmap indicates that S1
and S4 have the highest adherence among the SbD principles, while S6 and S7
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Figure 3.11: Distribution of Papers in Security by Design

have the least, providing a clear visual representation of which SbD principles
are most commonly implemented in the literature.

Four papers do not adhere to any of the principles at all, corroborating the
results presented in Figure 3.9. On the other hand, 48 papers follow one
principle, with 17 papers adhering to S1 and S4 each, 11 to S2, two to S3, and
one paper to S7. In terms of papers adhering to two principles, 30 papers fit
this category. Among these, 19 papers adhere to both S1 and S4, 4 papers
adhere to S2 and S4, and 2 papers each to S1-S2 and S1-S3. Additionally,
three (3) papers adhere to combinations like S1-S6, S3-S4, and S3-S7. There
are also 2 papers that follow three principles, specifically S1, S2, and S4. This
visual representation effectively highlights the varying degrees of adherence to
Security by Design principles across the research papers, giving a clear picture
of which principles are most commonly followed.

Figure:3.11 reflects the adherence of each individual paper to the SbD principles.
Each of the principles are shown as S1 to S10, with S1 and S5 being the most
discussed, each representing 51.19% (43 papers). S2 accounts for 22.62% (19
papers), while the remaining principles have minimal representation.

Quality Assessment of Studies

Table 3.8 categorizes the papers reviewed in a systematic literature review (SLR)
based on their quality, which is determined by their scores on a questionnaire
(Table 3.6 [143, 144]). The papers were marked with identifiers S01, S02,
S03, and so on, for easier handling. The quality levels are divided into Low,
Medium, and High. There were three papers in the low-quality paper group
that scored between 0-3 on the questionnaire. These papers, although they
mentioned research goals and aims in a couple of scenarios, did not discuss
the research design, implementation, data handling, and findings and, thus,
were ultimately deemed not relevant and excluded from the SLR during the
full-text review. Since these papers were removed from the study, they are not
shown in the quality assessment results. The medium quality category includes
57 papers that scored between 4-7, reflecting a moderate level of quality. In
the high-quality category, 27 papers scored between 8-11, indicating strong
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alignment with the research criteria. The table provides a clear overview of
the distribution of papers across different quality levels and highlights which
papers were relevant enough to be included in the final analysis.

The results of the quality assessment in Table 3.9 presents a detailed overview
of the quality assessment conducted on 84 papers, covering key criteria within
the categories of Reporting, Rigor, Credibility, and Relevance. Reporting
reveals that nearly all papers clearly outlined their research goals and aims(84).
However, there was a slight dip in how well the papers contextualized their
research, with only 58 papers effectively presenting a clear contextualization of
their research.

The assessment of Rigor indicates a mixed performance. While 67 papers
effectively implemented a Research Design, there was a significant drop in the
use of Sampling (11 papers) and Control Groups (0 papers). Despite this,
Data Collection (44 papers) and Data Analysis (46 papers) were handled more
thoroughly, reflecting a reasonable level of methodological rigor. Reflexivity
was not demonstrated in any of the papers, signaling an area for potential
growth. However, the findings were generally well-reported, with all papers
(84) delivering strong and credible results. Almost all the papers(83) were
recognized for their significant contributions to the area of research.

Overall, the quality scores reflect that while the majority of papers had a strong
foundation in their research aims and findings, there were areas, particularly in
Rigor and Reflexivity, where future research could benefit from more focus. The
final quality scores demonstrate a solid foundation but with clear opportunities
for further improvement.
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Table 3.8: Quality Assessment Scores

Quality Question-

naire

Score

Number

of Papers

List of Papers

Low 0-3 3 Not Relevant (The papers were re-
moved from the SLR during full-text
review)

Medium 4-7 57 [S03][150], [S04][152], [S05][165],
[S06][166], [S07][162], [S08][167],
[S09][154], [S10][148], [S11][164],
[S13][168], [S14][169], [S15][158],
[S17][159], [S18][170], [S19][160],
[S21][171], [S24][172], [S25][173],
[S26][174], [S28][175], [S29][176],
[S30][177], [S31][178], [S32][179],
[S33][180], [S35][161], [S36][181],
[S38][155], [S40][182], [S41][183],
[S42][63], [S43][184], [S44][185],
[S45][186], [S46][163], [S48][149],
[S49][187], [S50][188], [S51][189],
[S52][190], [S53][191], [S55][192],
[S57][193], [S58][194], [S59][195],
[S60][196], [S61][197], [S62][153],
[S65][198], [S67][199], [S70][67],
[S71][157], [S72][200], [S73][117],
[S75][201], [S81][202], [S82][203]

High 8-11 27 [S01][146], [S02][204], [S12][62],
[S16][205], [S20][206], [S22][207],
[S23][208], [S27][147], [S34][151],
[S37][209], [S39][210], [S47][211],
[S54][212], [S56][93], [S63][213],
[S64][214], [S66][215], [S68][156],
[S69][216], [S74][99], [S76][90],
[S77][217], [S78][218], [S79][96],
[S80][219], [S83][220], [S84][221]
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Table 3.9: Quality Assessment Results

Papers

Reporting Rigor Credibility Relevance
Quality

ScoreResearch Aim Context
Research

design
Sampling

Control

Group

Data

collection

Data

analysis
Reflexivity Findings Value

Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10 Q11

[S01][146] 1 1 1 1 0 0 1 1 0 1 1 8
[S02][204] 1 1 1 1 0 0 1 1 0 1 1 8
[S03][150] 1 1 1 1 0 0 0 0 0 1 1 6
[S04][152] 1 1 1 1 0 0 0 0 0 1 1 6
[S05][165] 1 1 1 0 0 0 0 0 0 1 1 5
[S06][166] 1 1 1 1 0 0 0 0 0 1 1 6
[S07][162] 1 1 0 1 0 0 1 1 0 1 1 7
[S08][167] 1 1 1 1 0 0 0 0 0 1 1 6
[S09][154] 1 1 1 1 0 0 0 1 0 1 1 7
[S10][148] 1 1 1 1 0 0 0 0 0 1 1 6
[S11][164] 1 1 1 0 0 0 0 0 0 1 1 5
[S12][62] 1 1 1 1 0 0 1 1 0 1 1 8
[S13][168] 1 1 1 1 0 0 0 0 0 1 1 6
[S14][169] 1 1 1 0 0 0 0 0 0 1 1 5
[S15][158] 1 1 1 1 0 0 1 0 0 1 1 7
[S16][205] 1 1 1 1 0 0 1 1 0 1 1 8
[S17][159] 1 1 1 1 0 0 0 0 0 1 1 6
[S18][170] 1 1 1 1 0 0 0 0 0 1 1 6
[S19][160] 1 1 1 1 0 0 0 0 0 1 0 5
[S20][206] 1 1 1 1 0 0 1 1 0 1 1 8
[S21][171] 1 1 1 1 0 0 0 0 0 1 1 6
[S22][207] 1 1 1 1 0 0 1 1 0 1 1 8
[S23][208] 1 1 1 1 0 0 1 1 0 1 1 8
[S24][172] 1 1 1 1 0 0 0 0 0 1 1 6
[S25][173] 1 1 1 1 0 0 0 0 0 1 1 6
[S26][174] 1 1 1 1 0 0 0 0 0 1 1 6
[S27][147] 1 1 1 1 0 0 1 1 0 1 1 8
[S28][175] 1 1 0 1 0 0 0 1 0 1 1 6
[S29][176] 1 1 0 0 1 0 0 0 0 1 1 5
[S30][177] 1 1 0 0 1 0 1 1 0 1 1 7
[S31][178] 1 1 0 1 0 0 1 1 0 1 1 7
[S32][179] 1 1 1 1 0 0 0 0 0 1 1 6
[S33][180] 1 1 1 1 0 0 0 0 0 1 1 6
[S34][151] 1 1 1 1 0 0 1 1 0 1 1 8
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Table 3.9: Quality Assessment Results (continued)

Papers

Reporting Rigor Credibility Relevance
Quality

ScoreResearch Aim Context
Research

design
Sampling

Control

Group

Data

collection

Data

analysis
Reflexivity Findings Value

Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10 Q11

[S35][161] 1 1 0 0 1 0 0 0 0 1 1 5
[S36][181] 1 1 0 1 1 0 0 0 0 1 1 6
[S37][209] 1 1 1 1 0 0 1 1 0 1 1 8
[S38][155] 1 1 1 1 0 0 0 1 0 1 1 7
[S39][210] 1 1 1 1 0 0 1 1 0 1 1 8
[S40][182] 1 1 1 0 0 0 0 0 0 1 1 5
[S41][183] 1 1 0 1 1 0 0 1 0 1 1 7
[S42][63] 1 1 1 0 0 0 1 1 0 1 1 7
[S43][184] 1 1 0 0 1 0 1 1 0 1 1 7
[S44][185] 1 1 1 1 0 0 1 0 0 1 1 7
[S45][186] 1 1 0 1 0 0 1 1 0 1 1 7
[S46][163] 1 1 0 1 0 0 0 0 0 1 1 5
[S47][211] 1 1 0 1 1 0 1 1 0 1 1 8
[S48][149] 1 1 0 1 0 0 1 1 0 1 1 7
[S49][187] 1 1 0 1 0 0 1 1 0 1 1 7
[S50][188] 1 1 0 0 1 0 1 1 0 1 1 7
[S51][189] 1 1 0 1 0 0 1 1 0 1 1 7
[S52][190] 1 1 1 1 0 0 0 0 0 1 1 6
[S53][191] 1 1 0 1 0 0 0 0 0 1 1 5
[S54][212] 1 1 1 1 0 0 1 1 0 1 1 8
[S55][192] 1 1 1 0 0 0 0 0 0 1 1 5
[S56][93] 1 1 1 1 1 0 1 1 0 1 1 9
[S57][193] 1 1 0 1 0 0 1 1 0 1 1 7
[S58][194] 1 1 0 1 0 0 0 0 0 1 1 5
[S59][195] 1 1 0 1 0 0 1 1 0 1 1 7
[S60][196] 1 1 0 0 0 0 1 1 0 1 1 6
[S61][197] 1 1 0 0 0 0 1 1 0 1 1 6
[S62][153] 1 1 0 0 1 0 1 1 0 1 1 7
[S63][213] 1 1 1 1 0 0 1 1 0 1 1 8
[S64][214] 1 1 1 1 0 0 1 1 0 1 1 8
[S65][198] 1 1 1 1 0 0 0 0 0 1 1 6
[S66][215] 1 1 1 1 0 0 1 1 0 1 1 8
[S67][199] 1 1 1 0 0 0 0 0 0 1 1 5
[S68][156] 1 1 1 1 0 0 1 1 0 1 1 8
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Table 3.9: Quality Assessment Results (continued)

Papers

Reporting Rigor Credibility Relevance
Quality

ScoreResearch Aim Context
Research

design
Sampling

Control

Group

Data

collection

Data

analysis
Reflexivity Findings Value

Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10 Q11

[S69][216] 1 1 1 1 0 0 1 1 0 1 1 8
[S70][67] 1 1 0 1 0 0 0 0 0 1 1 5
[S71][157] 1 1 0 0 1 0 0 0 0 1 1 5
[S72][200] 1 1 0 1 0 0 0 0 0 1 1 5
[S73][117] 1 1 1 0 0 0 0 0 0 1 1 5
[S74][99] 1 1 1 1 0 0 1 1 0 1 1 8
[S75][201] 1 1 1 1 0 0 0 0 0 1 1 6
[S76][90] 1 1 1 1 0 0 1 1 0 1 1 8
[S77][217] 1 1 1 1 0 0 1 1 0 1 1 8
[S78][218] 1 1 1 1 0 0 1 1 0 1 1 8
[S79][96] 1 1 1 1 0 0 1 1 0 1 1 8
[S80][219] 1 1 1 1 0 0 1 1 0 1 1 8
[S81][202] 1 1 1 1 0 0 0 0 0 1 1 6
[S82][203] 1 1 1 1 0 0 0 0 0 1 1 6
[S83][220] 1 1 1 1 0 0 1 1 0 1 1 8
[S84][221] 1 1 1 1 0 0 1 1 0 1 1 8

84 84 58 67 11 0 44 46 0 84 83
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3.1.4 Discussion

In the following section, we discuss the insights gained from our the results and
data extracted from our research and then present the findings. We analyze
the results in light of Quantum Software Engineering practice and describe the
outcomes of the analysis to understand the existing challenges and solutions in
incorporating privacy by Design and Security by Design in QSE.

RQ1: In which venue are papers published?
The publication trends for Privacy by Design (PbD) and Security by Design
(SbD) in quantum software engineering indicate a growing interest and increas-
ing research activity in this field over time. Starting at 7.14% publications
in 2017, there was a slight dip in 2018 (3.57%), but since then, the numbers
have risen, with notable spikes in 2019 (14.29%) and 2023 (26.19%). This
pattern suggests that the field is gaining momentum, with more researchers
and institutions focusing on integrating PbD and SbD principles in QSE. The
significant jump in publications in 2023 indicates a particularly strong surge
in interest and possibly an acceleration in advancements or recognition of the
importance of these principles in the quantum computing domain.

The near-even distribution of publications between journals and conferences
indicates that researchers disseminate their findings through a balanced mix of
academic venues. Moreover, theoretical fields such as quantum information,
quantum key management, quantum network security, and quantum secure
communication have found a strong presence in conferences and journals,
likely due to the well-established and readily available venues tailored to these
areas. In contrast, emerging areas such as quantum software engineering, the
application of security, and privacy in quantum-hybrid software development
often find their way into workshops, especially those co-located with larger
conferences, indicating that dedicated venues for these fields are still evolving.
This underscores the need for more specialized or conducive platforms to support
the dissemination of work in these newer areas. Looking at the current trend
of publications in QSE, the number of studies is expected to increase at a
breakneck pace in the coming years. The need for studies like this will help
the QSE community identify the gaps in privacy and security and define and
implement PbD and SbD efficiently in QSE, further driving the growth and
maturity of this important field.

RQ2: What are the most frequently applied empirical strategies?
In addressing the most commonly used empirical strategies in the studies
reviewed in the area of PbD and SbD in QSE, experiments are by far the most
preferred strategy of choice, representing 61.90% of the total studies. This
indicates that researchers in this field prioritize experimental approaches to
validate theories, test hypotheses, and gather concrete empirical evidence. The
high preference for experiments suggests the field’s focus on practical, hands-on
research to solidify concepts within quantum software engineering.

In contrast, other strategies, such as surveys (1.19%) and hybrid architectures
(4.76%), are far less frequently employed. The limited use of surveys could
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imply that the field prioritizes empirical, data-driven methods over surveys or
architectural proposals, likely because quantum software engineering is still an
emerging and complex domain where solid, practical evidence is considered
more reliable or necessary for advancement.

Similarly, the low usage of frameworks (2.38%) and simulations (4.76%) could
indicate that these methods, while valuable, are not yet as widely adopted
within the research community for this specific area. The strong preference for
data and model-driven experiments over these other strategies suggests that the
field is still focused on foundational research, where practical validation is key,
rather than developing or utilizing high-level models or theoretical frameworks.

Overall, the strong emphasis on experimentation, particularly with specific
subjects such as quantum algorithms, security protocols, and privacy mecha-
nisms, highlights the critical need for concrete evidence to support theoretical
advancements in the field. The limited use of other strategies like surveys and
frameworks points to potential areas for further investigation and refinement
as quantum software engineering continues to mature. As the field progresses,
these alternative strategies may become increasingly important, complementing
the foundational work established through experimental research.

RQ3: What quantum technologies/methodologies are mostly sought after to
address privacy and security by design in QSE?
The findings from the results section reveal significant advancements and re-
search efforts focused on key objectives such as Quantum Key Distribution,
Quantum Privacy Protocols, Quantum Secure Communication, Quantum Cy-
bersecurity, Quantum Data Encryption and Steganography, Quantum Machine
Learning and Quantum Network Security. These findings emphasize the impor-
tant role of advancing quantum technologies to tackle the growing security and
privacy challenges in the quantum domain.

• Quantum Key Distribution: A substantial 25% of the reviewed papers
focus on Quantum Key Distribution (QKD), indicating its prominence as
a well-established and extensively studied area within the field. QKD is
highly popular in research due to several key factors. Primarily, it is one
of the earliest and most well-researched areas of quantum cryptography,
with foundational protocols like BB84[85] providing a strong basis for
further study. Secondly, QKD can be implemented using existing pho-
tonic technologies, making it more accessible and practical for real-world
deployment, even before fully functional quantum computers are available,
for example, ID3100 Clavis 2 QKD systems8 and simulators. Additionally,
QKD offers theoretically unbreakable encryption, making it particularly
attractive for securing communications. The strong interest from industry
and government sectors in protecting against future quantum attacks has
further promoted research in QKD.

In one of the initial studies, D’Angelo et al.[146] proposed the enhance-

8https://www.idquantique.com/quantum-safe-security/products/
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ment of practical QKD systems by implementing a methodology that
involves a two-stage protocol utilizing a one-way quantum channel for
photon transmission and a classical channel for data exchange. A real-
time JAVA implementation of a QKD protocol was presented by Capraro
et al.[152], specifically a modified Cascade algorithm for error correc-
tion and privacy amplification. The methodology involves performance
testing in a controlled environment using dedicated computers and a
MATLAB simulator to optimize key rates over a TCP-IP network. Dong
et al.[174], Wang et al.[197], and Kaewpuang et al.[153] contributed to
the advancement of quantum cryptographic protocols by introducing op-
timized algorithms for secure multicast services, enhancing key exchange
security through trusted relays, and improving resource allocation in
quantum key distribution networks for federated learning applications.
All of them used classical simulation techniques and classical program-
ming languages and tools like Java, MATLAB, Apache TOMCAT, and
GAMS/CPLEX solver9.

Instead, Runse et al.[204], proposed the integration of QKD into ex-
isting optical networksThe study provides experimental validation, fo-
cusing on performance metrics such as throughput and quantum bit
error rate (QBER). In an important contribution, Privacy amplification
in continuous-variable quantum key distribution (CVQKD) systems is
presented by Li et al.[208]. It introduces a memory-saving algorithm
implemented through mathematical models/proofs of quantum optical
technologies to enhance efficiency and speed while minimizing memory
usage, thereby improving the performance of CVQKD systems. Other
notable contributions underscore the ongoing efforts to refine and se-
cure quantum cryptographic protocols, particularly in enhancing data
privacy and security through advanced key distribution techniques[168]
like B92[222] and device-independent (DIQKD) approaches[164].

Further research was carried out in enhancing quantum security using
classical simulation and mathematical models by analyzing relay-assisted
satellite QKD systems[154, 155] and introducing a 4C-oriented control
architecture[201] for quantum cloud services, utilizing QKD, optical net-
works, and AES-256 encryption. This paper enhances QKD networks by
introducing IC-QKD, which caches keys based on application importance
and historical requests. In another work, Zhang et al.[156] proposed the
enhancement of QKD networks by introducing IC-QKD, which caches
keys based on application importance and historical requests. The contri-
bution lies in using a key server architecture within a 5G/6G framework
to efficiently distribute keys, improving quantum signal security through
semantic analysis. Similar research implements the development of a high-
performance FPGA-based privacy amplification scheme for QKD[216] and
proposes a practical Quantum Anonymous Private Information Retrieval
(QAPIR) protocol[157], both enhancing security and efficiency in quan-

9https://www.gams.com/
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tum communication systems. Similarly, other related studies developed
QKD protocols for security performance[207], authentication and liar
detection[150], synchronization in QKD systems[158], intelligent security
in power networks[214], and secure long-distance communication using
polarization multiplexing[218], all leveraging classical simulation and
mathematical modeling of advanced quantum technologies like quantum
entanglement, single-photon modes, and photonic systems.

• Quantum Secure Communication, Quantum Privacy Protocols,
& Quantum Cybersecurity: These technologies account for approxi-
mately 44.05% of the studies and, while crucial in the field of quantum
technology, receive slightly less focus than quantum key distribution
(QKD) due to the complexities of large-scale implementation. However,
their significance is acknowledged, as reflected in the attention they re-
ceive, highlighting their essential role in securing quantum communication
networks. For instance, Kirkland and Koppal[217] proposed a quantum-
based privacy-preserving camera that balances privacy and utility through
quantum-state imagery. It utilizes a double deep Q-learning control al-
gorithm to anonymize images before measurement, demonstrating the
potential of quantum computing in enhancing privacy in imaging tech-
nologies. In addition, Shi[149] proposed a quantum sealed-bid auction
(QSA) protocol that ensures privacy and security without relying on a
trusted third party. It employs quantum cryptography to encode private
bids and utilizes secure quantum summation protocols, thereby guaran-
teeing confidentiality, fairness, and bidder anonymity while preventing
unauthorized bid disclosure.

Having said that, there are some notable works that contribute signif-
icantly to the field of quantum privacy and security through various
methodologies and applications. Tan et al.[148] developed a quantum
private comparison scheme for big data using quantum mechanics and
photonic systems, while Zhou et al.[159] analyzed differential privacy in
quantum operations through theoretical frameworks. Chen et al.[170]
introduced a secure quantum-blind dual-signature scheme, and Cai et
al.[173] enhanced blockchain smart contracts against quantum attacks
with quantum-blind signature schemes. Ji et al.[179] designed quantum
private comparison protocols with multi-particle entangled states. Gao
et al.[185] developed a quantum election protocol using quantum digi-
tal signatures, and Shi et al.[188] proposed quantum sealed-bid auction
schemes ensuring privacy without an auctioneer. Shi[190] also presented a
quantum protocol for sealed-bid auctions ensuring anonymity and fairness,
and a quantum scheme for privacy in range queries within IoT using
single photons. Yang et al.[202] proposed a secure quantum private query
protocol against joint-measurement attacks, while Shi & Zhang[203] uti-
lized Grover’s search algorithm for privacy-preserving quantum sealed-bid
auctions. The grand majority of them resorted to mathematical model-
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ing/proofs, whereas the others used IBMQ simulation10 and real IBMQ
backends11.

While discussing about quantum gate-based approaches, Phalak et al.[219]
contribute to enhancing quantum computing security by developing a
Quantum Physically Unclonable Function (QuPUF), which validates
quantum hardware identity using IBM quantum systems to ensure secure
quantum program execution, and Akarshita et al.[220] focus on improving
security and privacy in quantum circuit design by proposing a quantum
obfuscation technique that employs dummy CNOT gates. This method,
tested using IBM’s quantum simulators, increases Total Variation Distance
(TVD), effectively safeguarding circuits from reverse engineering. Both
studies relied on superconducting qubits (IBMQ backends) to carry out
the experiments.

Recent advancements in quantum security and technology direction also
include Park et al.[151] developing a Side-Channel Resistant Quantum
Random Number Generator (SCR-QRNG) to strengthen security against
side-channel attacks. Saki et al.[184] enhanced noise resilience and security
in quantum computing by implementing qubit isolation and reallocation
techniques, tested on IBM systems, and further improved circuit security
through split compilation strategies[187]. Yang et al.[191] proposed the
Quantum Blockchain Identity Framework (QBIF) for secure identity man-
agement in decentralized applications, using quantum key distribution
and entanglement. Saki et al.[193] identified vulnerabilities in trapped-ion
quantum systems, focusing on shuttle-exploiting attacks. Witek et al.[194]
introduced a Quantum True Random Number Generator (QTRNG) plat-
form with a SHA256 accelerator for efficient, secure random bit generation.
Paramasivam et al.[198] improved quantum circuit design for lightweight
ciphers to resist quantum key recovery attacks, while Deshpande et al.[215]
developed a quantum antivirus system to detect and mitigate malicious
circuits. Gupta et al.[199] created a secure e-voting system by combining
blockchain with Quantum Key Distribution (QKD) for data integrity and
user authentication. Baldassarre et al.[117] introduced a vision model
using Quantum Artificial Intelligence to enhance cybersecurity educa-
tion in software engineering [99]. These studies collectively advance the
security of quantum computing environments and applications. The pa-
pers banked on Quantum Entropy Chips[223], Superconducting Qubits12,
Trapped-Ions, Photonics, Mathematical Proofs/Models, and Classical
Simulations.

Going forward, the following studies highlight innovative approaches to
secure communication using Quantum Key Distribution (QKD) and other
cryptographic techniques. Tanizawa et al.[62] proposes a secure communi-
cation network infrastructure utilizing Quantum Key Distribution (QKD)

10https://quantum-computing.ibm.com/
11https://quantum.ibm.com/services/resources
12https://quantum.ibm.com/services/resources, https://cloud.dwavesys.com/leap/
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technology to manage global keys effectively across multiple applications
within a network, integrating an application directory and encryption
functions via OpenSSL API. Armanuzzaman at al.[205] enhance secure
and efficient data transmission by integrating Quantum Key Distribution
(QKD), One-Time Pad (OTP) encryption, and Huffman encoding, lever-
aging quantum channels for key distribution and classical channels for
data transmission, implemented using Java. In some other works, Li et
al.[160] and Tysowski et al.[171] focus on developing scalable architectures
for quantum key distribution, integrating both quantum and classical
cryptographic methods. Xia eta al.[180, 210] and Aguado et al.[182]
also contribute to enhancing data security by implementing quantum
key distribution in power systems and telecommunications, respectively.
Qoussini et al.[176] and Choi et al.[163] advance secure communication
protocols, with the former exploring quantum deterministic protocols and
the later addressing standardization for 5G networks. Meanwhile, Ngobeni
et al.[161, 183] and Ralegankar et al.[192] apply quantum cryptography
to specific fields, such as secure power distribution networks and UAV
communications, underscoring the versatility and growing importance of
quantum cryptography in various applications. Classical simulations were
primarily used in the selected studies, along with theoretical analyses and
discussions.

• Quantum Data Encryption & Steganography: Building on advance-
ments in quantum cryptography, recent studies have proposed innovative
approaches to enhance data encryption and steganography, particularly
in sensitive applications like healthcare, accounting for approximately
11.9% of the total papers selected. Bassem et al.[213] proposed a highly
sensitive cryptosystem for image encryption, integrating bit-level and
pixel-level permutations with chaotic systems like the 3D logistic map,
significantly advancing security in quantum software engineering. A se-
cure image encryption mechanism was developed by Ahmad at al.[221]
tailored for healthcare applications using controlled alternate quantum
walks (CAQWs), enhancing medical image security in IoT environments
by applying quantum cryptography principles.

A quantum-classical hybrid architecture was proposed by Rafael et al.[167]
to accelerate the McEliece cryptosystem’s decoding process using Grover’s
search algorithm, showcasing the synergy between quantum and classical
processing. In another study, a big data protection framework combined
quantum cryptography with neural networks, employing the BB84 pro-
tocol and Tree Parity Machines for secure key generation (Sharma et
al.[169]).

Quantum image encryption has also seen progress with methods like
DNA Controlled-Not operations for enhanced security[181] and controlled
alternate quantum walks for robust encryption against attacks [209].
Janani et al.[63] proposed secure medical image transmission schemes
using spatial transformations and quantum block-based encryption, while
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Ismail et al.[186] proposed quantum spin-based encryption-based digital
image security. Additionally, medical image steganography techniques
using Particle Swarm Optimization and Quantum Walks were introduced
to secure embedded data by Abd-El-Atty[189], and Lee et al.[212] opti-
mized lightweight hash functions for quantum computing to enhance IoT
communication security. The studies employed a variety of approaches,
including photonics, classical and IBMQ simulations, mathematical mod-
eling/proofs, and ProjectQ simulations13, to conduct their research and
validate their quantum encryption and security methods.

Quantum data encryption and steganography slightly lead over Quantum
Machine Learning (QML) and Quantum Network Security in research
focus, likely because they draw inspiration from well-established
quantum cryptographic protocols and Quantum Key Distribution
(QKD), which is the most popular research goal. Additionally, the tech-
nology and resources for implementing quantum data encryption
and steganography are more accessible, contributing to their popu-
larity. Furthermore, during the review, it was noted that most studies
implemented quantum gate or state-based approaches, which are new
and innovative techniques that have significantly contributed to the ad-
vancement of these goals.

• Quantum Machine Learning: Comprising 9.5% of the studies in
this SLR, the latest innovations in Quantum Computing have driven
significant advancements, particularly in the areas of Quantum Artificial
Intelligence and Quantum Machine Learning. Caivano et al.[93] propose
an innovative optimization of intrusion detection for the CAN(in-vehicle
controller area network) bus using quantum annealing, demonstrating the
effectiveness of the QBoost quantum classification algorithm compared
to classical SVM, utilizing D-Wave’s quantum hardware14. Hatma et
al.[96] enhance DGA detection with a hybrid quantum-classical deep
learning model, using Pennylane15 for quantum circuits and Keras for
deep learning, offering a comparative analysis of quantum versus classical
model performance.

Recent research has made significant strides in applying quantum ma-
chine learning to enhance cybersecurity and smart infrastructure. Yong
et al.[162] demonstrated the use of the Quantum Growing Hierarchical
Self-Organized Map (QGHSOM) algorithm for intrusion detection, im-
proving detection rates by integrating quantum principles into neural
networks. Xue et al.[211] employed quantum machine learning via IBM
Qiskit16 to detect electricity theft, achieving greater prediction accuracy.
Al-Hawawreh et al.[195] created a privacy-aware quantum deep learning
framework aimed at protecting IoMT(Internet of Medical Things) devices

13https://github.com/ProjectQ-Framework/ProjectQ
14https://cloud.dwavesys.com/leap/
15https://pennylane.ai/
16https://www.ibm.com/quantum/qiskit;https://qiskit.org/
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from cyber threats, using differential privacy and quantum neural net-
works. Lakshmi et al.[196] developed quantum-based security measures
against cyber attacks on smart grids, utilizing the Quirk quantum circuit
simulator. Barletta et al.[99] introduced a Quantum as a Service (QaaS)
model to bolster cybersecurity in smart cities, leveraging QBoost[47] and
IBM Qiskit17 for data processing. Lastly, Barletta et al. (2022) optimized
IoT security detection by applying the Qboost algorithm on a D-Wave
quantum processor, resulting in faster detection and improved accuracy.

Therefore, the results show that QML, unlike Quantum Data Encryption
& Steganographyas, remains nascent and has not yet gained widespread
acceptance. We are currently in an era where traditional AI is just
beginning to be socially and commercially accepted, thanks to state-of-
the-art algorithms and techniques. Consequently, the integration of QML
is still in its infancy, gradually gaining traction in the published literature.
One resisting factor is that explainable AI has helped traditional AI gain
acceptance, a feature that is not yet fully available in Quantum AI (QAI),
likely making its application more challenging.

• Quantum Network Security: The integration of quantum technologies
into network architectures, as demonstrated by 8.3% of the studies selected
for this SLR, highlights significant advancements in enhancing security
and efficiency in modern networking systems. The integration of quantum
technologies into network architectures, as demonstrated by recent studies,
marks significant advancements in enhancing security and efficiency in
modern networking systems. Aguado et al.[206] contributed to the field
by demonstrating a secure optical network architecture that integrates
Quantum Key Distribution (QKD) with Network Function Virtualization
(NFV) and Software-Defined Networking (SDN), showcasing the practical
implementation of a time-shared QKD network design on real hardware.
El-Latif et al.[147] advanced quantum-based security in 5G networks by
developing efficient quantum hash functions, QWHF-1 and QWHF-2,
using quantum walks to improve security and efficiency in data protection
and information sharing.

Recent studies have explored enhancing network security through vari-
ous quantum cryptographic methods. Rass et al.[166] utilized a game-
theoretic model to evaluate quantum network security, offering strategies
for optimal path selection. Aguado et al.[172] integrated QKD with vir-
tual network functions to secure software-defined networks, while Diovu
et al.[175] proposed a QKD-based framework for secure key exchange
in cloud-based smart grids. Li et al.[177] and Wang et al.[178] concen-
trated on strengthening the security of power data transmission and
optical networks through lightweight quantum cryptography and spe-
cialized protection schemes. These studies collectively push forward
the use of quantum technologies in protecting modern communication

17https://www.ibm.com/quantum/qiskit;https://qiskit.org/
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infrastructures.

So, quantum network security is also gaining attention, closely trailing
QML in research focus. This can be attributed to the fact that quantum
network security is a relatively new field, with most researchers relying
on mathematical modeling or theoretical analyses due to the lack of
accessible infrastructure, such as quantum networks, channels, or the
quantum internet. As quantum technologies advance, we expect rapid
growth in these fields.

RQ4: In which phases of QSE are privacy and security mostly involved?
The majority of research within Quantum Software Engineering (QSE) is
concentrated in the Design/Development (57.14%) and Requirements Analysis
(28.57%) phases. This suggests a strong emphasis on the practical aspects
of constructing and refining quantum software systems, with considerable
attention devoted to identifying and defining the necessary requirements for
these systems. The relatively lower focus on Planning (1.19%) and isolated
Design (2.38%) phases indicates that, while these early-stage activities are
essential, the field is currently more driven by the imperative to develop and
implement quantum technologies.

This study aligns with the findings of Piattini et al.[129], which emphasizes
that heavily impacts software design, software construction, software testing,
software maintenance, and software quality. This correlation reinforces the view
that quantum technologies are increasingly integrated with classical computa-
tional methodologies to optimize processing, particularly during the design and
development stages. Given that quantum computing significantly influences
the modeling and implementation phases of software development, it is evident
that both theoretical frameworks and practical applications emphasize these
aspects of the life cycle. This emphasis reflects a broader trend within the field,
where the practical application of quantum computing is prioritized to address
immediate challenges and advance the implementation of quantum solutions to
implement Privacy and Security in QSE.

In practical terms, this trend underscores the quantum computing community’s
focus on advancing beyond theoretical frameworks to the actual development
and deployment of quantum solutions. This shift highlights the pressing need
to address immediate challenges and refine existing models. As QSE continues
to evolve, it is anticipated that there will be a more balanced emphasis across
all phases, recognizing that early-stage planning and design are equally critical
to the success of quantum software initiatives.

RQ5: What are the main research areas that implemented the quantum privacy
and security principles?
The majority of research within QSE is concentrated in the field of Computer
ScienceThis strong focus highlights that the technical aspects of quantum
computing, particularly those related to software development, algorithms,
and computational methods, are the main areas of investigation. Many of
these studies, which focus on QKD and its various implementations, further
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solidify the integration of fields like the IoT, quantum cryptography, data
transmission schemes, attack detection, and quantum blockchain within the
broader realm of Computer Science applied research. In contrast, the fields
of Communication Networks and Electrical and Electronic Engineering are
less represented. Although these areas are currently secondary to the primary
computational research, they represent important avenues for future exploration.
As quantum technologies continue to evolve, it is anticipated that research
will increasingly extend into these interdisciplinary fields, leading to broader
applications and innovations. This trend is significant, as the integration of
quantum computing with communication networks and electronic systems
has the potential to drive major advancements in these areas, influencing the
direction of future technological development.

Therefore, the prevalence of studies in Computer Science research within QSE
arises from its fundamental role in software development, its interdisciplinary
scope, and the increasing accessibility of quantum computing resources. Com-
puter Science’s connection with critical areas like cryptography and algorithms
makes it an ideal field for exploring quantum technologies. Furthermore, the
emphasis on practical applications and industry demand drives more research
within the domain.

RQ6: What are the principle impacts of the studies on Privacy by Design
(PbD)?
The analysis reveals that the majority (about 76%) of the reviewed papers
find Privacy by Design (PbD) relevant, with an additional 14% considering it
extremely relevant in the context of QSE. This reflects a strong acknowledgment
within the research community of the importance of incorporating privacy
considerations from the beginning in quantum software development. The
significant relevance of PbD highlights the increasing need to address privacy
issues proactively, especially as quantum computing brings new challenges
to data security and privacy. The rest of the studies that did not find PbD
relevant indicate specific contexts where privacy is less of a focus, but overall,
the trend emphasizes the critical role of privacy in the design phase of quantum
applications.

While Figure 3.7 illustrates the adherence of individual papers to the principles
of PbD, Figure 3.8 and Table 3.10 provide insights into how different principles
of PbD are reflected across the reviewed QSE papers, highlighting the varying
levels of emphasis on specific privacy aspects within these studies supported by
the analysis below:

• P1: Proactive not Reactive; Preventive not Remedial (44.05%) - This
principle shows the highest adherence, indicating a strong focus on incor-
porating proactive privacy measures. The research community appears to
prioritize building privacy protections into the software from the outset
rather than relying on remedial actions after issues arise.

• P2: Privacy as the Default Setting (23.81%) - This principle is observed in
nearly a quarter of the papers, highlighting the importance of maintaining



CHAPTER 3. FRAMEWORKS AND MODELS 64

privacy as the default state without requiring user intervention. This
reflects the community’s understanding of the significance of default
privacy protections in quantum software.

• P3: Privacy Embedded into Design (33.33%) - A substantial proportion of
the papers integrate privacy considerations into the design phase, showing
that embedding privacy into the core architecture of quantum software is
a significant focus for many researchers.

• P4: Full Functionality – Positive-Sum, not Zero-Sum (7.14%) - The low
adherence to this principle suggests that achieving a balance between
privacy and other functional aspects of the software remains a challenge
and is less commonly addressed in current research.

• P5: End-to-End Security – Full Lifecycle Protection (11.90%) - A moder-
ate level of adherence indicates that some papers emphasize maintaining
security throughout the entire lifecycle of the software, from creation to
decommissioning.

• P6: Visibility and Transparency – Keep it Open (0.00%) - No papers
adhere to this principle, indicating that visibility and transparency in
privacy practices are either not prioritized or are difficult to implement in
the context of QSE, or have been left as an imperative for the adjoining
classical system in case of quantum-hybrid systems.

• P7: Respect for User Privacy – Keep it User-Centric (8.33%) - The rela-
tively low adherence suggests that while user-centric privacy is considered
in some papers, it is not a major focus in the current body of research.

RQ7: What are the principle impacts of the studies on Security by Design
(SbD)?
SbD is considered relevant in most of the studies.and this indicates a strong
focus on the importance of security in QSE. As quantum computing intro-
duces significant new challenges to traditional security frameworks, the high
relevance of SbD in the literature underscores the necessity of integrating
security measures throughout the software development process. The small
percentage of studies that did not find SbD relevant reflects specific research
areas where security concerns are either secondary or addressed through other
means. Nevertheless, the strong consensus on the importance of SbD highlights
its role as a key principle in developing secure quantum software systems.

The distribution of focus across the principles of SbD in QSE reveals key
insights into the priorities and potential gaps within the research community.
Figure:3.10 shows how individual papers comply with the principles of Security
by Design (SbD), while Figure:3.11 and Table:3.11 detail how these principles
are reflected across the QSE papers we reviewed. This breakdown highlights
the varying emphasis on specific security aspects within the studies, which we
further explore in the following analysis.

• S1: Minimize Attack Surface Area (51.19%) - This approach is central



CHAPTER 3. FRAMEWORKS AND MODELS 65

Table 3.10: Compliance to Privacy by Design Principles

Privacy by De-
sign

Papers Compliant to the Principles

Principles

P1 [S01][146], [S02][204], [S03][150], [S04][152], [S07][162],
[S13][168], [S14][169], [S16][205], [S17][159], [S18][170],
[S19][160], [S20][206], [S21][171], [S22][207], [S23][208],
[S24][172], [S26][174], [S27][147], [S35][161], [S37][209],
[S40][182], [S42][63], [S53][191], [S55][192], [S59][195],
[S61][197], [S62][153], [S65][198], [S68][156], [S69][216],
[S74][99], [S76][90], [S77][217], [S78][218], [S79][96],
[S80][219], [S84][221]

P2 [S05][165], [S06][166], [S08][167], [S09][154], [S10][148],
[S18][170], [S29][176], [S30][177], [S31][178], [S32][179],
[S38][155], [S39][210], [S41][183], [S42][63], [S52][190],
[S57][193], [S63][213], [S71][157], [S74][99], [S82][203]

P3 [S03][150], [S05][165], [S07][162], [S08][167], [S11][164],
[S13][168], [S14][169], [S19][160], [S22][207], [S28][175],
[S33][180], [S34][151], [S37][209], [S40][182], [S43][184],
[S45][186], [S49][187], [S59][195], [S60][196], [S67][199],
[S71][157], [S72][200], [S74][99], [S77][217], [S79][96],
[S81][202], [S83][220], [S84][221]

P4 [S20][206], [S49][187], [S80][219], [S81][202], [S82][203],
[S83][220]

P5 [S09][154], [S12][62], [S21][171], [S24][172], [S27][147],
[S44][185], [S46][163], [S64][214], [S75][201], [S77][217]

P6 -
P7 [S25][173], [S42][63], [S48][149], [S50][188], [S51][189],

[S56][93], [S67][199]

to building resilient quantum systems that are difficult to breach. The
high emphasis on minimizing the attack surface suggests that researchers
are particularly focused on reducing the number of potential entry points
for attackers. The large percentage indicates that this is a primary
concern within the research community, reflecting a proactive stance
toward securing quantum software environments.

• S2: Establish Secure Defaults (22.62%) - Establishing secure defaults
is moderately addressed, indicating that while researchers recognize its
importance, it may not be as prioritized as other defense mechanisms.
This could imply a focus on more direct security strategies, with the
assumption that defaults will follow best practices, though this is an area
that could benefit from increased attention.

• S3: Principle of Least Privilege (7.14%) - The relatively low focus on the
principle of least privilege suggests that researchers might not be giving
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adequate attention to access control measures. This could indicate a gap
in ensuring that users and processes have only the minimum necessary
access. On the other hand, in the case of quantum-hybrid systems, this
can be taken care of by classical computational resources.

• S4: Principle of Defense in Depth (51.19%) - Like the focus on minimizing
the attack surface, the strong emphasis on defense in depth indicates
a strategic approach to security, where multiple layers of defense are
implemented to protect quantum systems. This principle clearly stands as
a key focus in the research community’s efforts to build strong and resilient
systems, showing a careful and comprehensive approach to security.

• S5: Fail Securely (0.00%) - The complete lack of focus on failing securely
is concerning, as it suggests that researchers may be overlooking the
importance of secure failure mechanisms. Overlooking on how systems
behave under failure conditions, quantum systems could be left vulnerable
during unexpected or catastrophic events. However, this responsibility
might also be seen as part of the broader scope of classical software
engineering, which shares the burden of ensuring system resilience in
quantum-hybrid systems.

• S6: Do Not Trust Services (1.19%) - The minimal focus on not trusting
services indicates that third-party risks and dependencies may not be a
major concern for most researchers. This could be a potential oversight,
as reliance on external services like quantum cloud APIs without sufficient
trust measures could introduce vulnerabilities.

• S7: Separation of Duties (2.38%) - The low emphasis on separation of
duties suggests that internal security processes might be undervalued in
current research. This could leave quantum systems vulnerable to insider
threats or conflicts of interest, highlighting a potential area for future
research to ensure that security controls are appropriately distributed
across roles.

• S8: Avoid Security by Obscurity (0.00%) - The complete absence of focus
on avoiding security by obscurity could imply an implicit assumption that
transparency is inherently valued in quantum research. However, without
explicit attention to this principle, there is a risk that some solutions may
inadvertently rely on obscurity rather than robust security mechanisms.

• S9: Keep Security Simple (0.00%) - The lack of attention to keeping
security simple could reflect the complexity of quantum systems, where
researchers might prioritize advanced defense strategies or classical de-
fense measures over simplicity since most quantum systems are housed
beyond the classical computational wall of defense. However, neglecting
simplicity can lead to increased complexity, which in turn can introduce
vulnerabilities and make security harder to manage effectively.

• S10: Fix Security Issues Correctly (0.00%) - The absence of focus on
fixing security issues correctly suggests that the research community
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may not be placing enough emphasis on thorough, lasting solutions to
security vulnerabilities. This oversight could result in persistent security
flaws that are inadequately addressed, emphasizing the need for more
attention to this principle. Another reason for this might be because
of the fact that QSE is still immature and the literature does not yet
support standardized security issue fix guidelines.

Table 3.11: Security by Design Principles and Compliance

Security by Design Papers Relevant to the Principles
Principles

S1 [S01][146], [S02][204], [S03][150], [S04][152], [S08][167],
[S09][154], [S13][168], [S14][169], [S16][205], [S18][170],
[S19][160], [S20][206], [S21][171], [S22][207], [S23][208],
[S24][172], [S25][173], [S26][174], [S29][176], [S32][179],
[S36][181], [S37][209], [S38][155], [S44][185], [S47][211],
[S50][188], [S51][189], [S56][93], [S57][193], [S59][195],
[S61][197], [S62][153], [S65][198], [S66][215], [S68][156],
[S69][216], [S73][117], [S74][99], [S76][90], [S78][218],
[S79][96], [S80][219], [S83][220]

S2 [S05][165], [S06][166], [S07][162], [S08][167], [S10][148],
[S11][164], [S27][147], [S31][178], [S35][161], [S36][181],
[S37][209], [S39][210], [S40][182], [S41][183], [S52][190],
[S55][192], [S60][196], [S71][157], [S73][117]

S3 [S03][150], [S12][62], [S21][171], [S28][175], [S67][199],
[S82][203]

S4 [S02][204], [S05][165], [S07][162], [S13][168], [S14][169],
[S18][170], [S19][160], [S22][207], [S25][173], [S28][175],
[S29][176], [S30][177], [S33][180], [S34][151], [S36][181],
[S37][209], [S39][210], [S42][63], [S43][184], [S45][186],
[S46][163], [S47][211], [S49][187], [S51][189], [S53][191],
[S54][212], [S56][93], [S57][193], [S59][195], [S60][196],
[S63][213], [S64][214], [S65][198], [S66][215], [S72][200],
[S74][99], [S75][201], [S76][90], [S77][217], [S79][96],
[S80][219], [S81][202], [S84][221]

S5 -
S6 [S83][220]
S7 [S48][149], [S82][203]
S8 -
S9 -
S10 -

The analysis demonstrates substantial compliance with the majority of privacy
and security by design principles, reflecting a commitment to these essential
aspects. However, several gaps in adherence have been identified, indicating
areas that require further improvement. While many of the reviewed papers
align well with principles such as privacy by default and data minimization,
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there is less compliance with certain security principles, particularly those
related to maintaining data integrity, availability, and resistance to potential
attacks.

To develop more resilient quantum-safe environments, it is crucial that these
gaps be addressed. However, as noted by Piattini et al.[129], not all phases of
QSE are directly impacted by quantum computing. This suggests that some
of the identified gaps in adherence to privacy and security principles may not
necessarily require quantum technologies for resolution. In many cases, classical
technologies can effectively address these issues, particularly in areas where
quantum impacts are minimal or absent. All the more so because the next step
in advancing quantum-safe environments will involve the seamless integration
of quantum computers with classical systems.

Future research and development in quantum systems should aim for com-
prehensive adherence to all relevant principles, whether through quantum or
classical means. Strengthening compliance in underrepresented areas will be
crucial for ensuring that quantum technologies not only meet current security
and privacy standards but are also robust enough to protect against future
threats. As the field of quantum technology evolves, integrating these prin-
ciples into both the design and implementation stages—utilizing a blend of
quantum and classical technologies—will be critical for safeguarding against
vulnerabilities.

By recognizing the distinct roles of quantum and classical technologies in
different phases of QSE, we can more strategically address these gaps. This
approach will play a significant role in building a secure, private, and resilient
quantum ecosystem, ensuring its long-term viability and trustworthiness for
evolving challenges.

This study, anchored in the research questions outlined in Table 3.1, deep dives
into the existing literature to discover the challenges and gaps in applying
Privacy by Design (PbD) and Security by Design (SbD) principles in Quantum
Software Engineering (QSE). Through this investigation, we gain a clearer
picture of the current landscape in this area of research and its implications for
real-world practice. Based on this thorough analysis, we can identify several
critical action points that will be crucial for developing effective frameworks or
methodologies to better integrate PbD and SbD into QSE. Please find below
the list of curated action points:

1. Integrate Privacy and Security by Design as a Core Require-
ment in QSE: Privacy by Design (PbD) and Security by Design (SbD)
principles must be integrated as foundational elements throughout the
Quantum Software Engineering (QSE) lifecycle. This approach ensures
that privacy and security considerations are not treated as afterthoughts
but are embedded from the initial design phase through to deployment
and maintenance.

2. Adapt PbD and SbD Principles for Quantum Contexts: PbD
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and SbD principles should be systematically adapted and translated into
Quantum Privacy by Design (Q-PbD) and Quantum Security by Design
(Q-SbD) frameworks. This involves tailoring traditional principles to the
unique challenges posed by quantum computing and embedding them
into quantum software development processes, especially in areas where
quantum computing significantly impacts the software lifecycle.

3. Systematic Identification and Mitigation of Bugs and Vulnera-
bilities: Implement a comprehensive approach to identify and mitigate
bugs and vulnerabilities that could lead to privacy and security issues at
every stage of Quantum Software Engineering. Develop best practices
and standardized protocols to ensure that these issues are effectively
addressed, especially in quantum-hybrid systems where classical and
quantum components interact.

4. Innovate Quantum-Hybrid Software Engineering Practices for
Privacy and Security: Develop innovative methodologies and frame-
works that specifically tackle the privacy and security challenges unique
to quantum-hybrid systems. These new approaches should facilitate the
seamless incorporation of PbD and SbD principles into the quantum
software development process, ensuring that these principles are not only
integrated effectively but also remain flexible and scalable as quantum
technology continues to advance.

5. Promote the Exploration of Advanced Quantum Techniques:
Promote the exploration and application of advanced quantum techniques
to strengthen the integration of privacy and security principles in quantum
software. Leverage quantum-specific properties to improve data protection
and system security, aiming to build quantum software that is robust
against both current and future threats.

6. Address Research Gaps with Comprehensive Strategies: Identify
and prioritize existing research gaps in the implementation of PbD and
SbD principles within QSE. Develop focused research strategies to address
these gaps, ensuring that quantum software systems are designed to be
secure, scalable, and capable of effectively integrating privacy and security
considerations as quantum technologies are increasingly adopted.

While the proposed action points are designed to advance Quantum Software
Engineering (QSE), there are several potential risks associated with their imple-
mentation. These include potential resistance to change, technical difficulties in
adapting privacy and security principles to quantum contexts, increased com-
plexity in managing bugs and vulnerabilities, significant resource demands for
developing new methodologies, and challenges in adopting advanced quantum
techniques. Effectively managing these risks will be essential for the successful
integration of these strategies.

1. Resistance to Change: Integrating PbD and SbD as foundational
elements in QSE could encounter resistance from teams used to traditional



CHAPTER 3. FRAMEWORKS AND MODELS 70

methods. This may slow down adoption, leaving systems vulnerable
during the transition period.

2. Technical Difficulties in Adapting PbD and SbD for Quantum
Contexts: Tailoring these principles for quantum computing could
present unforeseen technical challenges, such as difficulties in adapting
classical security measures to quantum environments. These obstacles
might delay the development of Quantum Privacy by Design (Q-PbD)
and Quantum Security by Design (Q-SbD) frameworks.

3. Increased Complexity in Identifying and Mitigating Bugs and
Vulnerabilities: Implementing a systematic approach to identifying and
addressing bugs and vulnerabilities could add complexity, potentially
leading to gaps in coverage. This is particularly concerning in quantum-
hybrid systems, where vulnerabilities might be overlooked and exploited.

4. Resource Demands for Developing New Methodologies: Devel-
oping new methodologies and frameworks for quantum-hybrid systems
could be resource-intensive, requiring significant time, expertise, and
funding. Insufficient resources could result in incomplete or ineffective
methodologies.

5. Challenges in Advancing Quantum Techniques: Promoting the use
of advanced quantum techniques may be hindered by the steep learning
curve and lack of expertise and tools. This could slow adoption and lead
to gaps in security measures.

6. Uncertainty in Closing Research Gaps: Addressing research gaps
could be challenging if the gaps are not clearly defined or if interdisci-
plinary collaboration is lacking. This uncertainty could lead to incomplete
solutions, leaving quantum software systems inadequately secured.

Building on the analysis, Table:3.12 presents a comparison between the current
state of Quantum Software Engineering (QSE) regarding the integration of PbD
and SbD and the improvements outlined in the proposed action points. This
table compares the current state with proposed improvements, highlighting the
key areas where embedding PbD and SbD principles is essential, identifies the
stakeholders responsible for driving these changes and maps to potential risks
in implementation.

We presented the results of a systematic literature review investigating the
existing empirical evidence regarding the definition and implementation of
Quantum PbD and SbD that fulfills the guidelines of privacy and security pro-
vided in the Talavera Manifesto [59]. In other words, we analyzed the existing
state-of-the-art Quantum PbD and SbD in the area of QSE and identified the
challenges in the area. We collected empirical evidence from all studies in
Quantum Software Engineering published until now. Specifically, we found 84
papers, 43 from journals, 38 from conferences, and three from workshops. The
most popular empirical strategy was experimentation, the technology/method-
ology was Quantum Key Distribution, the software engineering implementation
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Table 3.12: Comparison of Current and Proposed States in QSE

Action Point Current State Proposed New

State

Who Should

Act

Potential Risks

Integrate
Privacy and
Security by De-
sign as a Core
Requirement in
QSE

Privacy and secu-
rity considerations
are often added
later in the develop-
ment process, if at
all.

Privacy by Design
(PbD) and Security
by Design (SbD)
principles are em-
bedded from the
start in QSE.

Quantum
software engi-
neers, project
managers, and
developers

Resistance to
change may slow
adoption, leaving
systems vulnerable
during the transi-
tion.

Adapt PbD and
SbD Principles
for Quantum
Contexts

PbD and SbD prin-
ciples are designed
for classical sys-
tems and not fully
adapted to quan-
tum contexts.

PbD and SbD
principles are tai-
lored specifically
for quantum com-
puting, creating
Q-PbD and Q-SbD
frameworks.

Researchers
in quantum
computing,
QSE architects,
and developers

Technical chal-
lenges in adapting
these principles for
quantum contexts
may delay frame-
work development.

Systematic
Identification
and Mitigation
of Bugs and
Vulnerabilities

Bugs and vulnera-
bilities are identi-
fied and addressed
on an ad-hoc ba-
sis, often after they
cause issues.

A structured,
proactive approach
to identifying and
mitigating bugs
and vulnerabilities
at all stages.

Quality assur-
ance teams,
software de-
velopers, and
security experts

Increased complex-
ity may lead to gaps
in coverage, partic-
ularly in quantum-
hybrid systems.

Innovate
Quantum-
Hybrid Soft-
ware Engineer-
ing Practices
for Privacy and
Security

Existing practices
are not sufficiently
adapted to handle
the unique chal-
lenges of quantum-
hybrid systems.

New methodologies
and frameworks are
developed specifi-
cally for quantum-
hybrid systems, en-
suring flexible inte-
gration of PbD and
SbD principles.

Quantum soft-
ware engineers,
researchers,
and develop-
ment teams

Resource demands
could strain teams,
resulting in incom-
plete or ineffective
methodologies.

Promote the
Exploration
of Advanced
Quantum Tech-
niques

Limited explo-
ration of quantum-
specific properties
to enhance security
and privacy in
software.

Advanced quantum
techniques are
widely applied to
enhance security
and privacy in
quantum software.

Researchers, de-
velopers, and
quantum com-
puting experts

The steep learning
curve and lack of
tools may hinder
adoption and create
security gaps.

Address Re-
search Gaps
with Com-
prehensive
Strategies

Research gaps in
PbD and SbD
within QSE are not
systematically iden-
tified or addressed.

Comprehensive
strategies are de-
veloped to close
research gaps,
ensuring secure and
scalable quantum
software.

Academic
researchers,
funding bodies,
and QSE com-
munities

Uncertainty in
defining and ad-
dressing research
gaps may lead to
incomplete solu-
tions.

phase was design and development, and the applied research area was computer
science. For researchers and practitioners, these observations likely stem from
the need to test and validate hypotheses, methods, or technologies. The em-
phasis on the design and development phases of software engineering, especially
within computer science, signifies the attention to the area where most practical
and theoretical efforts are concentrated.

To advance Quantum Software Engineering (QSE), embedding PbD and SbD
principles throughout the development lifecycle is essential. These principles
should be tailored to quantum applications, ensuring that vulnerabilities, espe-
cially in quantum-hybrid systems, are systematically addressed. Developing
innovative methodologies and applying advanced quantum techniques are cru-
cial for enhancing security. Additionally, addressing research gaps with focused
strategies will help create secure, scalable quantum software that prioritizes
privacy and security as the technology evolves.
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Summarizing the most important outcomes of this study, we discovered: (i)
Despite advances in quantum computing, research has mainly focused on
software engineering and hardware, with limited attention to Quantum Privacy
by Design (Q-PbD) and Quantum Security by Design (Q-SbD). This gap
calls for more empirical studies on privacy and security in quantum systems.
(ii) QSE research should prioritize quantum privacy and security, exploring
quantum-hybrid programming, including quantum-enhanced machine learning
and other advanced quantum technologies. (iii) This study is the first to
analyze Q-PbD and Q-SbD in Quantum Software Engineering, laying the
groundwork for future research.

Developing and validating specific frameworks and methodologies tailored for
quantum applications presents an excellent avenue for future research stemming
from this SLR. Empirical studies should focus on exploring the effectiveness
of these frameworks in real-world quantum-hybrid systems, evaluating how
well they address identified vulnerabilities and how seamlessly they can be
integrated into the software development lifecycle.

3.2 Empirical Validation in QSE

This section will not only address the immediate challenges posed by emerging
technologies but also lay the groundwork for a resilient framework that adapts
to future advancements, ensuring robust protection against potential vulnera-
bilities in Quantum Hybrid Systems. This approach emphasizes the importance
of a proactive stance in cybersecurity, enabling stakeholders to anticipate and
mitigate risks before they manifest, thereby fostering trust and confidence in
these systems.

3.2.1 QuIPS Framework

Based on the key action points from section 1.3, an impact analysis of PbD
and SbD in Quantum Software Engineering carried out to propose a high-
level framework for integrating PbD and SbD in Quantum-Hybrid Software
Engineering Figure 3.12 called QuIPS, abbreviation of Quantum Impact on
Privacy and Security. The concepts of privacy and security by design were
analyzed through the perspective of Quantum Software Engineering (QSE).
After a thorough review of the principles of Privacy by Design and Security by
Design, we outline several key steps regarding the transition of security and
privacy from classical models into quantum software engineering.

1. Moving from Classical Software Engineering to QSE mainly means using
Quantum Programming Languages, working with data related to quantum
systems, and performing quantum measurements to reach the same goals
as in Classical Software Engineering.

2. Each principle regarding privacy and security by design is carefully re-
viewed based on the definitions outlined in Ann Cavoukian’s Privacy by
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Design [64] and the Open Web Application Security Project’s Secure by
Design 18.

3. Each principle’s application to hybrid systems is assessed to determine
its need, practicality, and significance for quantum hybrid systems.

4. The results are thoroughly recorded for each principle, highlighting any
changes if applicable, along with the degree of change to be incorporated
into the future system considering strategic planning, programming, andor
the application of the principles.

The principles of privacy and security by design are a mix of both conceptual
and implementation-based directions to provide a holistic guideline for privacy
and security-oriented software development. Thus, even if the programming
paradigm or platform changes, the imperatives for privacy and security remain
intact. However, some principles may apply more suitably to the changing
paradigms while other may not be as relevant, necessitating ongoing evalua-
tion and adaptation to ensure robust protection mechanisms are maintained
throughout the system’s evolution. Consequently, following a meticulous exam-
ination of the foundational concepts of Privacy and Security by Design within
the domain of Quantum Software Engineering, we subsequently delineate the
implications of compliance with Quantum Technologies on Privacy by Design
(PbD) and Security by Design (SbD)(Table 3.13 and Table 3.14). However,
it is important to understand that all principles are equally important and
should be adhered to during the development and maintenance of all quantum
hybrid systems. The findings stated below are aligned with Piattini et al. [224],
describing the degree of impact that quantum computing has on the current
software engineering paradigm, where the most impacted phase of the quantum
development lifecycle (QDLC) are the design and development phase.

Table 3.13: Impact of Principles of Privacy by Design Table 3.10
on QSE

High Impact
P1 (Implementation of Privacy Enhancing Technologies)
P2 (Establish privacy settings as default)
P5 (End-to-End Security - Data security retained at all times,
and destruction on termination)

Medium Impact P3 (Embedding privacy during the design phase)

Low/No Impact

P4 (Positive sum and not zero-sum, implementing privacy and
security together conceptually
P6 (All privacy components and parts should be visible and
transparent to the stakeholders)
P7 (Privacy measures should be user-centric)

As seen in Table 3.13, PbD principles P1, P2 and P5 have a High Impact
on the quantum software development lifecycle as they are involved in the
core of design and development phase, which are the main phase where the
contemporary systems are being impacted by quantum computing for example,

18https://owasp.org/
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implementation of privacy enhancing technologies, embedding default privacy
settings by default within applications, and end-to-end data security. P3
projects Medium Impact where it integrates privacy during design, but on
the other hand P4, P6, and P7 have Low or No impact as they rarely impact
the quantum implementations and provide mostly process oriented guidelines.
However, these principles should be strictly followed for the development of
the classical counterpart of the said quantum-hybrid applications.

Table 3.14: Impact of Principles of Security by Design Table 3.11
on QSE

Impact of Security by Design Principles

High Impact
S4 (Defense against attack is provided by multiple security
controls)
S10 (Programmers should identify and fix issues correctly)

Medium Impact

S2 (Application must be secure by default)
S5 (No extra privilege on failure)
S8 (Not hiding core functionality, but maintaining security
controls)
S9 (Keeping the application simple from all points of view)

Low/No Impact

S1 (Minimizing the attack surface)
S3 (Least privileges)
S6 (Do not trust 3rd-party services)
S7 (System access should be separated by duties)

As seen in Table 3.14, six security-by-design principles among 10 are impacted
by the introduction of quantum computing in software engineering. The four
remaining principles are uniform across programming paradigms or platforms
dealing with conceptual principles. The most important security by design prin-
ciples, S4 and S10, are directly correlated with the programming paradigms and
technologies used and are, thus, impending radical changes while implementing
multiple security controls to defend systems against attacks and identifying
and fixing bugs correctly and in a timely manner. The SbD principles with
Medium Impact are S2 (Application must be secure by default), S5 (No extra
privilege on failure), S8 (Not hiding core functionality, but maintaining security
controls), and S9 (Keeping the application simple from all points of view). If
we look closely, these principles are mostly implementation-based and, given
the situation, can be implemented via various paths, like clever utilization
of classical elements in the quantum-hybrid architecture or via tweaking of
quantum components, which is limited, pertaining to the limited resources.

Although quantum computing impacts most phases of classical software en-
gineering, some phases are impacted more than others, whereas some receive
very little or no impact. The QuIPS framework shows that the principles of
PbD and SbD have a High and Medium impact on the Design phase and the
Implementation phase of the QDLC. We can see in Figure 3.12 that the princi-
ples S2, S5, S8, and S9 impact the Quantum Design phase, which means that
integration of these principles in the design phase would make the software more
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Figure 3.12: QuIPS Framework

security compliant. Similarly, S4 impacts the implementation phase, which
deals with the development and integration of quantum security or encryption
algorithms to embed security. S10, on the other hand, impacts Quantum
Testing and Software maintenance, thereby enforcing the importance of bug
and vulnerability identification and fixing in QSE. Regarding the principles of
PbD, P3 directly impacts the Design phase, whereas P1, P2, and P5 impact
the Development phase. It is important again to note that these principles of
PbD have high and medium impacts on the implementation of QC.

The principles of PbD and SbD can be both process-oriented and data-oriented
[225]. Process-oriented changes are mostly handled in the classical counterparts
of hybrid systems or conceptually implemented in the system design. In
contrast, the data-oriented changes could be implemented with the help of
various quantum solutions like quantum machine learning (QML), quantum
network security (QNS), quantum encryption, and quantum pure random
number generator (QRNG).

In the rest of this section, we present various methodologies that implement
different quantum solutions to embed or improve security and privacy in
Quantum Hybrid Systems (QHS) in different sectors, for example, Automotive,
Smart City, and Education sectors. Furthermore, we also developed a couple
of frameworks regarding the integration of security and privacy principles in
QDLC.

This thesis delves into automotive, smart cities, and education sectors for
empirical case studies because of several essential considerations specifically
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tied to research in Quantum Software Engineering and Cybersecurity.

The automotive sector was selected because of its increasing dependence on
connected and autonomous vehicles, requiring advanced security measures to
protect against sophisticated cyber threats. Quantum Software Engineering
(QSE) can potentially address critical vulnerabilities related to real-time se-
curity in automotive systems through quantum-enhanced Intrusion Detection
Systems (IDS) and advanced encryption methods. Given that automotive
security directly impacts human safety and the fact that future vehicles will be
technologically more sophisticated and connected, this sector provides a rele-
vant and practical environment to test and validate quantum-enabled security
approaches rigorously.

The smart cities sector was chosen because it involves complex, interconnected
systems such as IoT networks, communication infrastructures, energy grids,
and public safety mechanisms. Various cities around the world are actively
exploring new technologies and approaches to transition into smart cities. These
integrated urban systems present substantial challenges regarding data security,
integrity, and privacy, particularly in the context of quantum computing’s
capabilities and associated threats. By embedding quantum-hybrid software
engineering methodologies, this sector enables the empirical testing and vali-
dation of innovative quantum frameworks designed to enhance resilience and
security across diverse urban infrastructures.

Finally, the education sector was selected for its strategic role in cybersecurity
awareness, skill-building, and training. This sector provides a well-defined yet
realistic environment to apply quantum technologies to enhance cybersecurity
best practices and train and educate software development teams in industry,
students and researchers in academia, and stakeholders on cyber threats and
their mitigation strategies. By working closely with the educational community
and industry, this thesis aims to foster the adoption of quantum-enhanced
security practices among future software engineers and cybersecurity profes-
sionals, thus enhancing preparedness for the emerging quantum hybrid threat
landscape.

In summary, the automotive, smart cities, and education sectors collectively
provide diverse yet complementary environments that allow comprehensive
empirical validation of the quantum security and privacy methodologies pro-
posed in this thesis. Each sector’s unique characteristics contribute directly to
achieving the research objectives, ensuring that the outcomes demonstrate prac-
tical relevance and effectiveness within realistic quantum and quantum-hybrid
scenarios.

3.2.2 Automotive Sector

The area concerning cyber security in the automotive field is growing faster to
introduce more sophisticated techniques to detect possible attacks that may
manifest on modern vehicles [226]. Therefore, Intrusion Detection Systems
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(IDSs) have been proposed in the literature [227] dealing with attack identi-
fication that may occur mainly on the Controller Area Network (CAN) bus,
which implements CAN protocol to allow communication between the various
Electronic Control Units (ECUs) deployed in the vehicles [228].

The CAN protocol has several vulnerabilities like lack of encryption and authen-
tication, allowing an adversary to inject malicious messages causing attacks,
for example, fuzzing [229], spoofing [230, 231] and Denial of Service (DoS)
[232]. Traditional machine learning-based solutions are usually time-consuming,
computationally heavy, and don’t meet real-time requirements, which are fun-
damental in the automotive field. On the other hand, lightweight algorithms
are faster but less accurate [233]. The main challenge is to detect attacks on
the CAN bus in the shortest possible time without affecting the accuracy of
the algorithm negatively, emphasizing the need for new real-time solutions.
So, the time factor is important in detecting attacks on the CAN bus because
vehicles are considered safety-critical systems [234], and an attack or anomaly
could compromise drivers’ and passengers’ lives. To this end, using Quantum
algorithms could help identify attacks in a shorter time than traditional machine
learning algorithms [235].

Based on these considerations, we study the applicability of Quantum solutions
in the automotive security field and present some of the relevant methodologies
proposed. In assessing the different approaches, we used Model Accuracy, Preci-
sion, Recall, and F1-score as measurable metrics to determine how well various
Quantum Machine Learning (QML) models performed compared to traditional
Machine Learning (ML) models in the proposed models. Additionally, we
considered the time efficiency related to both the training and prediction stages
in the comparison of the models.

Quantum-based Intrusion Detection System
We proposed a Quantum-based Intrusion Detection System to study the ap-
plicability of quantum solutions in the automotive industry. To prove the
effectiveness and optimization capabilities of quantum annealing in detecting
CAN bus attacks, the performance of a hybrid quantum-classical classifier was
compared to that of a classical one. We have compared two binary classifiers:
QBoost algorithm [47] and Support Vector Machine (SVM) using Support
Vector Classifier (SVC) as its implementation from Scikit-learn19. Google and
D-Wave have already described how the QBoost ensemble algorithm could be
used efficiently to extend binary classification to quantum computing. The use
of SVM is discussed by Mukkamala et al. [236] in which they have reached good
results for DoS attacks. Tanksale [237] used SVM to detect anomalous behavior
with high accuracy in the automotive field. Thus, its SVC implementation from
Scikit-learn was used for this purpose here. We chose two types of datasets, DoS
and Fuzzy because they have two different structures and different injection
attacks. We used the generic IDS pipeline (Figure 3.13) during the experiments

19https://scikit-learn.org/stable/modules/generated/sklearn.svm.SVC.html
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Figure 3.13: IDS pipeline

for both SVC and QBoost, which is summarized below:

• Pre-processing & Feature Extraction: Messages with a data field shorter
than 8 bytes (‘DLC’ != 8) were removed, as classifiers are unable to process
missing values. The Frequency feature, calculated from the timestamp,
represents the time interval in milliseconds between two consecutive
messages on the CAN bus with the same CanId. To address categorical
data, two encoding techniques were employed: One-Hot Encoding and
binary encoding, applied to the CanId and the string Data, which was
formed by concatenating data bytes Data[0-7]. Then, each feature was
individually scaled to a normalized range [min, max] using a MinMax
scaler. Additionally, the classification labels were mapped as follows: ‘R’:
non-malicious, ‘T’: malicious to ‘+1’: non-malicious, ‘-1’: malicious.

• Feature Selection: For each experiment, a subset of N features was chosen.
These features included ‘Frequency’ and those derived from encoding the
attributes ‘CanId’ and ‘Data’.

• Model Training : Two binary classifiers, SVC and QBoost, were trained
on each dataset.

• Prediction: The test data was input separately into each of the two
trained models to generate predictions.

We used the QBoost algorithm available in the DWave Leap Quantum Cloud
Service (DLQC)20 that provides access to a portfolio of hybrid solvers located
in different geographical regions. The back-end server consists of Quantum
Processing Units (QPUs) and Solvers (a resource that runs a problem by
directly interfacing with the QPU or by leveraging its CPU and GPU), which
accept jobs and return the solution to the problem. The DLQC21 uses a
series of quantum computers based on adiabatic quantum computing (AQC)
technology using quantum annealing to solve optimization problems. Quantum
annealing is a specific approach to quantum computing that focuses on finding
the lowest energy state, or the optimal solution, of a given problem. QBoost

20https://cloud.dwavesys.com/leap/
21https://www.dwavesys.com/
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uses a boosting methodology by selecting a set of N weak classifiers. This
optimization problem aims to minimize the squared loss between the actual and
predicted targets of strong classifiers. The resulting optimization problem can
be formulated as a binary quadratic model and solved on the D-Wave system.

To summarize, this study investigated the feasibility of using quantum technolo-
gies for security by comparing the performance of a hybrid quantum-classical
classifier using QBoost against a classical Support Vector Machine (SVM) for
detecting CAN bus attacks. Two datasets, DoS and Fuzzy, were used, processed
through a standardized IDS pipeline. The workflow included pre-processing,
feature selection, model training, and prediction. The results aimed to assess
the effectiveness of quantum annealing for cybersecurity in automotive systems.

Quantum Powered Developer Support for Automotive Security
From previous discussions, we already know that modern cars use microcon-
trollers or Electronic Control Units (ECUs) to improve safety, security, and
comfort for passengers. These ECUs manage many vehicle functions and ad-
vanced features, using communication methods like Controller Area Network
(CAN), mainly favored for its speed and dependability. However, the weakness
of CAN can be exploited through cyberattacks, which, on the other hand, can
be handled using Intrusion Detection Systems (IDS) and the use of network
segmentation. Moreover, machine learning(ML) algorithms offer potential solu-
tions, but they come with long training times and accuracy issues. Therefore,
human factors and real-time decision-making in risk management are critical,
along with the need for secure software development practices in the automotive
field. This study aims to present a quantum artificial intelligence-based vision
model to help development teams effectively integrate cybersecurity measures
throughout the automotive development process.

We propose a multi-class intrusion detection developer support methodology
(Figure 3.14) that aims to identify attacks, which can be conducted on the
CAN protocol using an IDS, and proposes a vision model to map the identified
attacks using a taxonomy to support developers in fixing the vulnerabilities or
protecting the ECUs from attacks.

Figure 3.14: Proposed Dev-Support methodology.
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The proposed methodology has two roles: the first is to identify attacks on the
CAN bus, and the second is to map the attack typology with the taxonomy.
Here, we benchmarked two traditional ML algorithms and a Quantum ML
algorithm. In particular, the traditional ML algorithms considered here are
Adaptive Boosting (AdaBoost) and Random Forest (RF). On the other hand, for
QML, a quantum annealing-based algorithm QBoost is considered to perform
the required classifications [235]. QBoost is inherently a binary classification
algorithm, so the One-vs-Rest (OvR) methodology has been implemented to
use the same for multi-class classification. The algorithms are tested on a state-
of-the-art Car-Hacking Dataset [238, 239]. Once the IDS identifies an attack,
it can be mapped using a taxonomy that must contain extensive information
about the attack and support the developers in devising remedial measures. In
particular, we choose the taxonomy proposed by Sommer et al. [240] as the
authors proposed a comprehensive classification of 162 existing attacks from 74
publications that can be considered for the automotive security development
process. This taxonomy was published by the authors in the Automotive Attack
Dataset (AAD).

The taxonomy is hierarchically subdivided into three levels of abstraction,
where level 1 uses input information from a high level of abstraction since
the technical details are not yet known. On the contrary, level 2 and level 3
use a low abstraction level, thus more technical details, which can be used to
provide information for analysis, development, and testing phases. To apply
the taxonomy effectively, Description, Attack Class, Vulnerability, Interface,
Consequence, and Exploitability categories were extracted.

The Description provides a brief overview of the analyzed attack. This includes
the effect, target, and type of attack. It includes only level 1 of abstraction as
it does not include any information for security testing. However, on a higher
level, it can be used by the developer to understand the type of remediation
that may be applied to fix the vulnerability that leads to the attack.

The Attack Class maps the attack with the typology identified by the IDS.
This category presents information for levels 1, 2, and 3, providing comprehen-
sive information about the identified attack. For level 1, the authors proposed
the classification based on the Microsoft STRIDE [241] (Spoofing, Tampering,
Repudiation, Information disclosure, Denial of service, and Elevation of privi-
lege). Level 2 specifies the attack and the different varieties of the identified
threat. Finally, in level 3, the authors used the concrete term presented in the
attack publication. In relation to the proposed methodology, only level 1 is
used for the Attack Class as it is important to map the attack type.

The category Vulnerability mentions the exact vulnerability that has made
the attack possible. The authors used the Common Weaknesses Enumeration
(CWE) [242] that distinguishes different research, development, and architec-
tural concepts. Both level 2 and level 3 abstractions were chosen as they
mention and describe the vulnerabilities as described in the attack publication.

The Interface describes where the attack has been conducted (for example,
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on-board diagnostic (OBD) port, ECU, Bluetooth). In this case, using the
description and the vulnerability category, the developer can update method-
ologies or devise new ones to increase security, for example, encryption or
authentication mechanisms.

The Consequence describes the exact impact of the attack or, in other words,
the result when the vulnerability is exploited. Level 1 information is enough for
this category, as the developer can use this information to map the consequences
of the attack with the taxonomy to get further insight into the attacks and
related CWEs.

Finally, the Exploitability represents a metric that can be used for the attack’s
relevance. The authors used the Common Vulnerability Scoring System (CVSS),
which provides a way to capture the principal characteristics of a vulnerability
and produce a numerical score.

The proposed methodology can be better understood through an example
wherein the proposed methodology performs the multi-class classification to
find the typology of an attack and consequently uses the taxonomy to support
the developer during different phases of the software development life-cycle.
Figure 3.15 shows the aforementioned example in the purview of the proposed
methodology. This example explains how the methodology classifies a Denial-of-
Servie (DoS) attack and thereafter uses the taxonomy to provide development
strategies for the developer.

In the first phase, the multi-class IDS connected to the CAN bus identifies
the typology of all possible attacks. In particular, in a real scenario, the
IDS model can encounter different types of attacks also identified by the
automotive industry. Using the attack taxonomy, the developer extracts detailed
information about the attack, class, related vulnerability, CVE IDs if exists,
and the description of the attack publication from Sommer et al. [240].

Figure 3.15: Proposed example to map the DoS attack using the
taxonomy to support the developer.

Once a security incident is classified as a DoS attack, the developer can map
the identified DoS attack using the "Attack Class" category considering level 1.
This field will give back the list of all attack publications mapped by Sommer
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et al. that performed a DoS attack. The description field allows the developer
to get an overview of the attack. The taxonomy maps several DoS attacks
with the attack typology classified by the IDS. At this stage, without any
additional information about the impact of the attack, the developer can still
devise a plan to fix the vulnerability at a more holistic level. Based on the
CVSS exploitability score, the developer can plan to implement fixes for the
components or cases where the exploitability scores (CVSS) are the highest.
Such an approach will fix the problem for sure, but it can be time-consuming
and rigorous.

With additional information about the attack, the most important being the
attack consequence, the developer can quickly pinpoint the exact attack
incident. In this example, we assume that the consequence, in this case, is:
Engine doesn’t start. This leads to the exact attack description as per the
taxonomy: "Denial of service attack to prevent the start of the vehicle engine by
continuous sending of CAN messages with ID 0 (violation of CAN standard)",
which was carried out in [243] by Miller and Valasek. The incident description
provides the information that a CAN standard violation by sending numerous
high-priority messages having CAN message ID 0 prevents the vehicle engine
from starting. Mapping this information with level three of the vulnerability
category shows that the attack is caused because of "Improper Adherence to
Coding Standards, Violation of the CAN standard". The developer can, thus,
implement proper coding standards and guarantee that the CAN standards are
not violated in the system. For example, the developer can add authentication
mechanisms to avoid such attacks. In particular, the interface category shows
that the attack was conducted by exploiting the OBD port, generally used for
diagnostic purposes, to send malicious messages or receive information sent by
the ECUs. This incident was evaluated with a score of 2.84.

To summarize, the developer can use authentication mechanisms to allow only
certain users with a key to send or receive data from the CAN bus using
the OBD port. This information can prove very useful during the testing
and development stage of the automotive software life-cycle. In the analysis
phase, the developer can also use the Common Vulnerability and Exposure
(CVE), a dictionary of publicly known vulnerabilities, to map the same attack
using the CWE-ID category, allowing the developer to identify an existing
vulnerability and add remediation. The proposed methodology provides addi-
tional information about mitigating existing vulnerabilities with the help of
Attack Typology and associated Attack Taxonomy to support the developer in
implementing proper planning and design right from the analysis phase. The
information from the attack consequence aids in mapping the Attack Typology
to corresponding vulnerability details, thereby helping the developer in the
Design and Analysis Phase. The developer, on the other hand, gains invaluable
insight and information on secure automotive development.

Quantum Artificial Intelligence in Extending Developer Support
Using Quantum algorithms could help identify attacks in a shorter time than
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traditional machine learning algorithms [235]. However, using only IDS is not
enough to ensure the security of vehicles. It is also necessary to offer other
perspectives to automotive developers: to understand how to solve a particular
vulnerability (if the attack has occurred) or prevent it (e.g., through testing
steps) [244, 245].

Based on these considerations, we proposed a methodology called SeQuADE
(Secure Quantum Automotive Development and Engineering) to identify CAN
attacks and, based on the predictions, provide the developers with the in-
formation to fix the vulnerabilities that cause these attacks. In particular,
using an open-source taxonomy created by Sommer et al. [240], we extended
it considering other vulnerabilities obtained from the NVD using a Natural
Language Processing (NLP) pre-trained model to obtain additional information
in the NVD. This information could help the developers understand how to
fix the vulnerabilities or prevent automotive attacks [246]. QBoost was used
for the IDS, and since it provides only a binary classification, the principle of
multi-classification using the One-vs-Rest (OvR) technique was used. Since
the ECUs have limited computational power, deploying a quantum machine
learning model into these components is difficult. However, it is possible to
re-engineer the ECUs to send the CAN messages to the D-Wave servers for the
training and prediction phase.

Figure 3.16 shows the SeQuADE methodology adopted to identify attacks that
can occur in the CAN bus and to support developers by proposing associated
automotive vulnerabilities and solutions obtained from the NVD by exploiting
the taxonomy of Sommer et al. [240, 247, 248]. Firstly, the SeQuADE presents
the IDS model. Since QBoost provides only a binary classification, the OvR
approach was used to provide a multi-classification solution. Based on the
model prediction, the description is extracted from the taxonomy exploiting
the attack class category. Finally, a pre-trained sentence transformer model
automatically obtains sentences similar to the description obtained from the
taxonomy and the CVE description from the NVD. Then, the top three similar
sentences are recommended to the developers with additional information: the
CVE ID, the description of the CVE, the references, the CVSS score, the
Common Weaknesses Vulnerability (CWE) ID, and the CWE description.

The referenced methodology assists developers by providing structured insights
into security threats, mitigation strategies, and prioritization of vulnerabilities.
By leveraging the obtained references, developers can understand real-world
cyberattacks and apply appropriate security measures. The CVSS framework
enables risk-based prioritization, while CWE descriptions offer targeted remedi-
ation strategies, such as cryptographic solutions for replay attacks. Additionally,
taxonomy models like those proposed by Sommer et al. [240] facilitate the iden-
tification of similar threats through open-source databases, enhancing proactive
security measures.
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Figure 3.16: Proposed methodology to support the developer in
the automotive field: SeQuADE (Secure Quantum Automotive

Development and Engineering).

3.2.3 Smart City Sector

Smart Cities are not visions of the future; they are a growing reality, transform-
ing urban environments globally. Cities are adopting advanced technologies
such as IoT devices, AI, ML, Cloud Computing, Machine-to-Machine Com-
munications, and Mesh Networks to evolve into Smart Cities. The aim is to
enhance six key fields: ‘smart government,’ ‘smart economy,’ ‘smart environ-
ment,’ ‘smart living,’ ‘smart mobility,’ and ‘smart people’ [249, 250]. Some
cities like Barcelona, Dubai, London, Singapore, Tokyo, and Hong Kong are
leading in the smart city movement.

Smart cities leverage an extensive deployment of devices, sensors, and intercon-
nected infrastructures that facilitate seamless interaction among individuals
and objects [250]. Technologies such as Big Data, IoT, Cloud, and Mobile
Computing have become foundational to smart cities [251]. However, these
advancements create vast data networks vulnerable to cyber threats, including
DoS, DDoS, password attacks, backdoor exploits, and ransomware [252, 253].
Thus, robust security and privacy measures are paramount to protect the
collection, processing, and anonymization of smart city data.

To manage increasing data demands, Intelligent Operations Centers (IOCs)
enhance city operations. Notably, the IBM Intelligent Operations Center (IOC)
autonomously detects conflicts, optimizes operations, and adapts based on real-
time data [254, 255]. IOCs not only optimize city operations but also enforce
privacy controls [256, 257]. Parallel to IOCs, Security Operations Centers
(SOCs) focus specifically on safeguarding organizations from cyber threats
[226]. SOC teams utilize Security Information and Event Management (SIEM)
systems to detect and mitigate potential security incidents using ML-based and
fuzzy logic algorithms [258, 259].
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The emergence of Quantum Computing (QC) introduces a transformative
paradigm to computational sciences, promising exponentially faster processing
and solutions to previously unsolvable problems [34, 82, 35]. Currently used
mainly in research, QC is expected to become more accessible and integral
to various applications, including smart cities. Quantum Machine Learning
(QML), such as QBoost [47], can accelerate decision-making, crucial for timely
threat detection in Smart City IoT scenarios [90]. Compared to traditional
classifiers, such as Support Vector Machines (SVM), QBoost demonstrates
better performance in reducing detection time.

However, the integration of quantum technologies into smart city systems
involves overcoming several challenges, particularly in combining privacy and
security protections across both classical and quantum paradigms. Hybrid
quantum-classical architectures could enhance threat detection capabilities and
decrease data processing time. The following subsections discuss reference
architectures integrating quantum and classical solutions.
Hybrid Quantum-Classical Methodology
We propose a Quantum as a Service (QaaS) architecture for Secure Smart
City using Quantum Machine Learning (QML) algorithms for the detection
of threats or security incidents (Figure 3.17). This is an extension of security
incident detection in existing systems through a service-based architecture
that can potentially improve the existing IOCs or SOCs. It amalgamates
two distinct security implementation systems: QRadar and the DWave Leap
Quantum Computing platform. QRadar, a widely recognized SIEM system,
identifies intrusions and issues by employing a rule-based approach. Security
specialists configure a set of rules to analyze data received from various interfaces
within the Smart City ecosystem. In contrast, the DWave quantum platform
harnesses QML algorithms to train classification models for detecting attacks
and intrusions within the system. It achieves this by processing data collected
from the Smart City infrastructure.

The envisioned system consists of a robust three-layer architecture, meticulously
organized into six core components for optimal functionality. These components
include: (a) Smart City Data Source, (b) Dashboard, (c) Principal Application,
(d) Database, (e) Quantum Cloud Service and (f) QRadar - SIEM. In this
context, the presentation, application, and data tiers were developed as distinct
infrastructures, offering increased security and modularity. Each of these
components contributes uniquely to the overall functionality of our system,
ensuring a robust and comprehensive approach to data processing and security
in the Smart City environment. The details of each of the components are
presented in greater detail in the following subsections.

Smart City Data Source
The Smart City data source, illustrated in Figure 3.17.a, acts as the central
intelligence hub within the urban ecosystem. It functions as a pivotal point
for seamless information exchange among the interconnected components of
the Smart City, all designed to enhance the quality of life of the residents.
These data sources are distributed across the city, forming an essential network
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Figure 3.17: Hybrid Quantum-Classical Architecture for Smart
City Security.

that drives the system’s functionality. Although physically located outside the
core system, they are indispensable to the overall ecosystem. Data originating
from various Smart City elements is delivered in formats specific to the type
of log source or data source integrated into the system. Typically, this data
is received in multiple formats, including Common Event Format (CEF) for
network and security logs, Syslog (a protocol for transmitting event messages
and log data), JSON (JavaScript Object Notation), XML (eXtensible Markup
Language), and SNMP (Simple Network Management Protocol), along with
logs generated by network devices, database systems, and flat files such as CSV
(comma-separated values).

Smart City Security Dashboard
The proposed architecture introduces a dynamic graphical user interface (GUI),
as exemplified by the interactive dashboard featured in Figure 3.17.b. This GUI
serves as a real-time platform for monitoring and responding to a wide range of
security incidents and attacks unfolding across various sectors within the Smart
City infrastructure. The dashboard is intelligently structured so that different
incidents associated with each Smart City sector can be accessed through filters
on the respective headers, presenting them in an accessible tabular format.
In the spirit of immediate responsiveness, the dashboard promptly updates
upon incident registration, furnishing comprehensive details regarding the
encountered threat. Each threat or attack is identified by a unique identifier,
date, and time of the incident. The dashboard data are loaded from RESTful
API (Representational state transfer application programming interface), which
fetches data from the database tables. This API functions as the GUI’s primary
data conduit, presenting information in a format that allows security experts
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to swiftly evaluate and counter threats.

Moreover, the dashboard supports the review of historical incidents, enabling
security specialists to reference prior occurrences for in-depth analysis and
informed decision-making. Figure 3.18 serves as an illustrative sample of the
dashboard, a pivotal component within our proposed architecture, spotlighting
real-time alerts stemming from incoming Smart City data. The dashboard
systematically organizes attack incidents in rows, each tagged with a dis-
tinct incident ID and supplemented with relevant particulars such as incident
timestamp, severity (when available), category, and attack type (also when
available).

In addition to this, the GUI allows security experts to make decisions based on
the attacks they receive. For example, considering the dashboard in Figure 3.18,
the Incident IDs from 15 to 20 correspond to the threats identified by IBM
QRadar SIEM. In this case, a security analyst can use the Offense Source
IP to block the attacker and avoid the Distributed-Denial of Service (DDoS)
attack (Attack Type column). On the other hand, for the attacks identified
by the IDS, the security analysts could obtain the source IP from DWave
(based on the prediction) and reconstruct the attack chain to identify the
attacker IP and block the ones sending malicious content. In this preliminary
work, the dashboard only shows information about the attack prediction with
the Offense Source using a group-based typology of the type of attack, for
instance, IoT_Weather in the dashboard screenshot (Figure 3.18), owing to the
limitation of the dataset in consideration. In the future, we plan to connect the
dashboard to a real IoT device that provides IP and other detailed information.

The dashboard was developed using Angular (Version - 15.1.6) and Node.js
(Version - 18.14.1).

Figure 3.18: Integrated Smart City Security Dashboard for
analysis and investigation.
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Principal Application
At the core of the proposed architecture, as depicted in Figure 3.17.c, lies the
main application, a critical component responsible for processing incoming
incidents from various Smart City sectors. These sectors encompass areas
such as government, mobility, living, environment, and people. Employing
a well-structured Intrusion Detection System (IDS) pipeline, the application
methodically sifts through this influx of data to pinpoint potential security
incidents, a process illustrated in Figure 3.19. Following the prescribed IDS
methodology, the data undergoes initial scrutiny and cleansing, shedding
irrelevant fields that hold no significance. Subsequently, a sequence of operations
extracts and prioritizes the most pertinent features for further analysis. The
system then embarks on the training of machine learning models, subjecting
them to rigorous validation before entering the prediction phase. During
this predictive stage, test data is meticulously processed and subjected to
classification by the trained ML models. The outcomes of these predictions are
then compared against existing data to gauge the efficiency of the models, a
task often assessed through popular quality metrics such as accuracy, precision,
recall, or the F1-score.

Figure 3.19: IDS Pipeline.

The principal application runs the core program that carries out all the func-
tionalities of the proposed architecture. It curates the Smart City data, as
mentioned before.

Within the proposed architecture, the training and testing of data are conducted
within the D-Wave Leap Quantum Cloud (DLQC)22 (Figure 3.17.e), which is
external. The application further forms secure connections to DLQC instances
through token-based native API. For DLQC, D-Wave Python libraries are
harnessed to format data suitably for Quantum Machine Learning (QML),
with a focus on employing the QBoost [47] algorithm. After the training and
validation stages, QML models are preserved locally ready for use in real-time
predictions. When the main application initiates real-time predictions, the
prediction model is loaded into the Quantum Cloud.

The main application is capable of processing single or batch incident predictions

22https://cloud.dwavesys.com/leap/
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received from data sources. Quantum Cloud assumes responsibility for incident-
type predictions, leveraging QML algorithms to distinguish between normal
and malicious incidents. Classification results are relayed back to the main
application via the token-based API, subsequently updating the database with
the most recent attacks, threats, or security incidents.

To maintain the model’s effectiveness, the proposed system consistently trains
QML models using a diverse array of datasets, including those sourced from
reputable organizations or institutions. The best-performing model, determined
through multiple runs, is retained for real-time predictions. Ensuring secure
and efficient data access, our system employs a RESTful API interface, enabling
seamless communication with the database instance. This API features distinct
endpoints for data retrieval from various database tables and sources, converting
the data into the JSON format for easy data fetch by the dashboard.

The proposed application was developed using Python 3.8, while Flask 2.2.2
was employed to establish the RESTful API for the retrieval of database and
file data. The API’s capabilities can be seamlessly expanded to encompass ad-
ditional POST, PUT, PATCH, and DELETE operations in the future, allowing
for flexibility to accommodate specific database needs.

Database
Situated at the core of the proposed architecture, the database (DB) depicted in
Figure 3.17.d serves as the basis of our data management infrastructure. It acts
as the repository for the information streamed from our diverse data sources.
Each sector of the Smart City contributes its unique data, which is meticulously
organized into dedicated DB tables. These tables, akin to specialized vaults,
are tailored to accommodate the distinctive features and information inherent
to their respective sectors. This structured approach ensures not only efficient
data management but also facilitates quick retrieval.

In order to facilitate seamless data retrieval, we have implemented a RESTful
API that adeptly selects data from incident tables associated with each Smart
City sector. Serving as a route between the user interface and the database, this
API allows for the rapid and secure extraction of data. It acts as a vital link,
enabling the GUI to provide real-time insights into incidents occurring across
the Smart City’s diverse sectors. Furthermore, the main application actively
interacts with these DB tables, continuously updating them whenever an
incident unfolds within a specific sector. This dynamic interaction ensures that
the database remains dynamic, updating in real-time to reflect the continuously
evolving events in Smart City.

PostgreSQL 15.2 was chosen as the database technology for the system, which
offers the scalability and reliability required for the storage and retrieval of
critical information within our Smart City security architecture.

Quantum Cloud services
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The D-Wave Leap Quantum Cloud (DLQC) Service, as delineated in Figure
3.17.e, occupies a pivotal role within the proposed architecture affording access
to quantum computing capabilities via a secure native API mechanism, fortified
by robust token-based encryption for authentication. While DLQC operates as
an external service, its logical placement within the application tier is firmly
rooted in its role as a strategic enabler of decision-making processes. Within
this architectural context, DLQC takes receipt of meticulously pre-processed
data originating from the principal application, sending those to a quantum
computer encompassing data training and predictive analysis. DLQC harnesses
the computational prowess of Quantum Unconstrained Binary Optimization
(QUBO) algorithms, a cornerstone of quantum computing. This utilization
extends not only to the training of quantum models but also to predicting
outcomes, thus harnessing the computational supremacy intrinsic to quantum
paradigms. Subsequently, DLQC returns the results of its training and predic-
tion endeavors to the main application, which proceeds with further processing,
thereby culminating in a cohesive decision-making framework.

The strategic deployment of QBoost [47], a reputed quantum algorithm, sup-
ports the foundation of architectural design. This algorithm is deployed on the
QPU Hybrid Solvers residing on the Advantage_system5.3 platform (DWave
QPU solvers for the European region). Additionally, the Leap Quantum Cloud
service is available in diverse geographical locations, ensuring access to strate-
gically positioned quantum hybrid solvers on a global scale. The selection of
the most appropriate solver is executed judiciously, accounting for regional
distinctions and the availability of solvers.

Notably, the solver possesses distinctive characteristics deeply rooted in the
principles of quantum annealing, marked by its formidable ensemble of 5615
operational qubits. These qubits operate at an exceedingly low-temperature
threshold of 16.4±0.1 mK (millikelvin), a prerequisite for harnessing the unique
computational capabilities in quantum mechanical phenomena. In summation,
DLQC represents the veritable quantum computational powerhouse within our
architectural expanse, endowing our infrastructure with advanced capabilities in
data training and prediction, all emanating from the vantage point of quantum
computational paradigms.

QRadar - SIEM
IBM QRadar (Figure 3.17.f) forms another vital part of the main application,
where it effectively incorporates external threat intelligence data to bolster its
threat detection and incident response capabilities. It receives streams of data
from a multitude of external sources, including commercial threat intelligence
providers, open-source feeds, and customized data repositories. It also main-
tains reference data sets based on this external threat intelligence, which are
continually updated to reflect the latest threat information, ensuring that the
system operates with current knowledge. It correlates external threat intelli-
gence with internal security events and logs, identifying patterns, anomalies, or
matches that signify potential threats. Custom correlation rules trigger alerts
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when QRadar detects a potential threat or matches it with external threat
indicators.

Risk scores and severity levels are assigned to incidents based on this data,
helping security teams prioritize their responses effectively. The pattern and
rules-based risk and threat identification are shared with the users over a secure
API local to the QRadar implementation site. The use of the community
edition of QRadar enables the proposed architecture to exploit the API-based
data from both JSON dumps and local API.

QRadar’s API empowers users to leverage the platform’s rich security data and
capabilities in a flexible and customized manner to meet their organization’s
specific security needs. In the purview of the proposed architecture, the cured
and normalized data are fetched from the API to adapt the data to be displayed
in the dashboard. The same functionality can also be implemented by taking
JSON dumps at regular intervals and updating the dashboard via architecture-
side API.

3.2.4 Education Sector

The creation of secure software presents significant challenges, despite the
existence of numerous standards pertaining to secure software development,
as it necessitates a high level of expertise, comprehensive knowledge, and
substantial temporal investment. Practitioners and evaluators within the
industry cannot acquire such expertise instantaneously and, therefore, require
a structured framework and systematic training to facilitate development and
informed decision-making throughout the Software Development Life Cycle
(SDLC).

Emerging technologies have ventured into the realm of Quantum Computing
(QC) as a feasible and accelerated alternative to Machine Learning (ML), with
empirical evidence demonstrating its capability to address intricate problems
within a reasonable timeframe [260, 90]. Drawing upon this premise, we have
developed a vision model that incorporates Quantum Artificial Intelligence
(QAI) to establish a Computer Science education and training framework for
Developers and Testers, thereby equipping these professionals to make more
informed and judicious decisions throughout the Software Development Life
Cycle (SDLC), with the adaptability to be customized and executed across
various sectors or academic institutions.

Industrial Cyber Security Education with Quantum Artificial Intelli-
gence (ICSEQAI)

ICSEQAI is a high-level abstraction of a learning framework to support de-
velopers and testers during the SDLC (Figure:3.20). As per the ICSEQAI
(Figure:3.20) vision model, artefacts including but not limited to Company Pro-
prietary Security Guidelines, Industry Security Standards, previously analyzed
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solutions or reports, and vulnerable component data can be processed and
repurposed to support decision-making by the developers and testers during
the SDLC. These artefacts can be translated into specific rules necessary for
secure software development [245]. The rules can be mapped using industry
standards, for example, automotive industry standards or global application
standards like OWASP Application Security Verification Standard23 to generate
a robust model for decision-making. Quantum Artificial Intelligence (QAI) can
be trained for such a constrained model to provide an optimal solution, which
can be used to update existing security guidelines or standards and educate
the developers and testers regarding CS during SDLC.

Figure 3.20: ICSEQAI Vision Model to support Developers and
Testers during SDLC

The Industry Standard for Road vehicles — Cybersecurity engineering, ISO/SAE
21434:2021 [261], a high-level guideline for security solutions in the automotive
domain, does not provide concrete design ideas, making assimilation into SDLC
difficult. Therefore, the guide can be split into multiple rules for SDLC support.
Vulnerable Electronic Control Units (ECU), building blocks of a car’s internal
network, can provide invaluable information about specific attacks and details
about the vulnerabilities. Historical security analyses, solutions, and fixes for
previous ECU attacks and vulnerabilities are equally important as they contain
precious information about specific drawbacks and implemented fixes.

To understand the model, we present, as a case study, a secure software de-
velopment process to fix a vulnerable automobile component. A constrained
optimization problem can be formulated from the dataset of similar rules,
standards, data, and constraints based on ISO/SAE 21434:2021, OWASP, and
SDLC, which can be trained on QAI algorithms to perform Rule Optimization
(RO in Figure:3.20), generating optimal secure development rules for vulnera-
bility fixes. For example, ICSQAI would suggest the best K strategies among
N different actions suited to a specific developmental phase, where K is the

23https://owasp.org/www-project-application-security-verification-standard/
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constraint (rules to fix vulnerability). These rules can be translated to update
company security guidelines, propose updated standards, and educate and train
Developers and Testers to adjust to newer security requirements and standards
during SDLC.

The proposed ICSEQAI model is designed to effectively train and continuously
educate company personnel, including architects, developers, and testers, in
cybersecurity skills. For developers, the model can provide automated, context-
specific messages during the coding or unit testing phases, detailing secure
coding practices relevant to the specific module being worked on. For testers, it
offers comprehensive, on-screen guidance to facilitate effective testing of newly
implemented fixes.

Additionally, various QAI algorithms can be trained and applied in different
contexts to meet the model’s objectives. Quantum classification algorithms can
assist in identifying and classifying vulnerable components within the system.
Meanwhile, optimization algorithms, such as constrained quadratic models
(CQM) or discrete quadratic models (DQM), can be leveraged to generate rules
that guide training and education efforts. Moreover, reinforcement learning
techniques using variational quantum circuits can be employed to adapt and
integrate new development guidelines, ensuring the continuous improvement of
existing protocols [262].

Embedding privacy and security measures throughout development phases is
essential for maintaining trustworthiness. However, existing literature lacks
formal guidance on quantum-specific bugs and vulnerabilities, and the quantum
software development life cycle (QDLC) is insufficiently equipped for privacy-
centric development. As quantum computing advances, development teams
face challenges in implementing security measures, highlighting the need to
translate guidelines into the quantum domain and provide appropriate training.
Unique bugs from quantum characteristics, alongside classical bugs in hybrid
systems, complicate the QDLC stages.

Hereafter, we present the solutions to integrate Privacy By Design (PbD) and
Security by Design (SbD) principles into the QDLC, ensuring that privacy and
security are prioritized from the initial stages of development. This integration
not only enhances the robustness of quantum applications but also fosters trust
among users by safeguarding sensitive information against emerging threats
inherent in quantum computing environments.

3.2.5 Security and Privacy-Aware Quantum Software De-
velopment

As quantum computing (QC) gains traction, quantum development teams face
steep challenges in implementing security and privacy measures. Therefore, it’s
necessary to translate security and privacy guidelines into the quantum domain,
train and educate quantum development teams with the required skills, and
seamlessly integrate privacy and security into new and existing systems.
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Aligned with this objective, the research study attempts to confront these
challenges by employing the following frameworks:

(i) Quantum Privacy Knowledge Base (QPKB) which amalgamates five (5)
key elements, Quantum Privacy by Design (QPbD), Quantum Privacy
Design Strategies (QPDS), Quantum Privacy Patterns (QPP), Quantum
Vulnerabilities [1, 2], and Quantum Hybrid Context as essential solutions;

(ii) Quantum Privacy-Oriented Software Development (QPOSD) that sup-
ports quantum software development by integrating privacy and security
during the quantum software development life-cycle;

3.2.5.1 Quantum Privacy Knowledge Base

In the Noisy Intermediate-Scale Quantum (NISQ) era, where we are looking
towards Quantum Hybrid Software Development, it is imperative that Security
and Privacy concerns are aligned with both classical and quantum elements
of the system, encouraging us to propose Quantum Privacy Knowledge Base
(QPKB). It is constructed by directly applying the fundamental structure
of classical Privacy Knowledge Base (PKB) [263, 264] to quantum contexts,
thereby incorporating quantum counterparts of classical elements. Starting
from the discussion of the classical PKB elements in [245, 244], we translate
them into the quantum domain by carefully investigating and inferring the
underlying classical components into the quantum domain. QPKB revolves
around five (5) key elements, which are Quantum Hybrid Context, Quantum
Bugs and Vulnerabilities, Quantum Privacy by Design Principles, Quantum
Privacy Design Strategies, and Quantum Privacy Patterns, aiding in decision-
making, system development, and re-engineering processes. The relationship
among these elements has been formally presented in Figure 3.21.

Figure 3.21: Quantum Privacy Knowledge Base Relationship
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Quantum Hybrid Context:
At the core of quantum hybrid software development, maintenance, or re-
engineering lies the context, serving as the principal element, which is the basis
of the framework. It encompasses the below-mentioned key components that
apply irrespective of the paradigm of software engineering:

1. Architectural Requirements . Define how the information flow is managed
across the quantum hybrid system and its components, and define the
roles and responsibilities regarding the data.

2. Use Cases and Scenarios. Present the elemental interactions within the
system, leading to a thorough understanding of system architecture and
thereby helping establish a secure software system.

3. Quantum Hybrid Privacy Enhancing Technologies (QPETs). Collection
of tools and technologies to safeguard and uphold the privacy and secu-
rity of sensitive information throughout the quantum hybrid software’s
life cycle. Quantum computing offers technologies like Quantum En-
cryption/Quantum Homomorphic Encryption, where the user data is
secured against eavesdropping and interception by leveraging the princi-
ples of quantum mechanics, Quantum Key Distribution, which uses qubits
(quantum bits) to generate and distribute cryptographic keys securely,
and Quantum Random Number Generator(QRNG), which generates true
random numbers essential for cryptography [265, 266].

Quantum Bugs and Quantum Vulnerabilities:
A necessary consideration for this element is to accommodate both classical
and quantum vulnerabilities. Where vulnerability is defined as the loopholes
in the code that an attacker can exploit to gain unauthorized access to the
system, it can manifest in different ways in the quantum domain that are
not code-dependent. In a hybrid scenario, where both classical and quantum
bugs and vulnerabilities are considered, OWASP Top 10:2021 [267], a list of
the top 10 vulnerabilities based on industry data and practices, serves as a
critical knowledge base. In contrast, quantum bugs and vulnerabilities have not
yet been standardized and formalized in the Quantum Software Engineering
taxonomy. We rely upon the manually curated commit information from open-
source quantum computing projects. Quantum Computing (QC) has been a
research topic for decades, but major contributions in the area of Quantum
Software Engineering started only in the latter part of the past decade. We
know that there is a subtle connection between bugs and vulnerabilities, and
errors in codes or bugs can lead to severe vulnerabilities jeopardizing the
software system. Hence, analysis of both quantum bugs and vulnerabilities is
deemed critical.

Quantum bugs represent anomalies inherent in quantum computing systems,
arising from the idiosyncrasies of quantum mechanics. These aberrations
encompass challenges such as qubit coherence, entanglement, or measurement
inaccuracies, posing significant problems to the stability and reliability of
quantum algorithms and computations. In [1], 17 quantum bug patterns were
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summarized from among 223 bugs, of which 89 (39%) bugs were purely quantum.
Figure 3.22 presents the bugs categorized into different types and patterns. The
yellow-colored quantum-specific patterns are explicitly related to QC, whereas
the other recurring patterns (blue-colored) are applicable to both paradigms.

Figure 3.22: Recurring bug patterns in Quantum Hybrid
Software Development [1]

Here, we discuss some of the important and recurring bugs in the quantum
programs in publicly available repositories [1]:

• API Related

– API misuse: Passing incorrect parameters or using the wrong API
altogether.

– Outdated API client : Using expired third-party APIs.

• Incorrect application logic

– Intermediate representation:

- Missing Information: Error in integrating data into quantum
data structures like qubo24 or tape25

- Wrong Information: Failure to add attributes in quantum data
structures.

– Overlooked corner case: Ignoring rare data handling scenarios such as
semi-prime numbers during the development of quantum algorithms
for factoring large composites.

– Refer to Wrong Program Element :

- Wrong concept : Confusion among different programming ele-
ments like qubits and bits.

- Wrong identifier : Mix-up using the same variable names in
different contexts.

24https://support.dwavesys.com/hc/en-us/articles/360003684474-What-Is-a-QUBO
25https://docs.pennylane.ai/en/stable/code/api/pennylane.tape.QuantumTape.html
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– Qubit-related :

- MSB-LSB convention mismatch: Noncompliance with bit order
standards.

- Incorrect qubit order : Inaccurate mapping of qubit indices lead-
ing to issues like incorrect gate application and entanglement
error.

- Incorrect qubit count : Calculating the wrong qubit count leading
to gate operation failure.

– Incorrect scheduling : Unwanted execution of quantum instructions
at the wrong time.

• Math Related Bugs :

– Incorrect numerical computation: Uses incorrect mathematical cal-
culations to implement quantum events.

– Incorrect randomness handling : Errors in probability and randomness-
related code.

• Others :

– Misconfiguration: Configuration parameter errors.

– Type problem: Error in parameter or argument types.

– Typo: General typing errors.

– Incorrect string : Mismatched string literals or variables.

– GPU-related : Memory allocation errors in Graphics Processing Units
(GPU).

– Flaky test : Inconsistent or unpredictable test cases.

– Memory Leak : Improper memory management by the program.

Quantum vulnerability describes the susceptibilities found in quantum com-
puting code or setups, which can arise from factors like hardware constraints,
algorithmic issues, incorrect mathematical analysis, or security lapses, opening
doors for potential attacks. Given their theoretical foundation, most existing
quantum algorithms are not inherently vulnerable. Instead, potential attacks
or security issues typically stem from physical breaches or implementation
issues. Hence, its security is comparable to classical algorithms like Dijkstra’s,
the Euclidean, or any sorting algorithm that relies solely on mathematical
principles for security [67].

The major security concerns for a general quantum computing ecosystem are
presented in Figure 3.23 [2] at a high level, providing a comprehensive view of
security issues and vulnerabilities summarized below in detail:

• Vulnerabilities at the technology level
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Figure 3.23: Quantum Hybrid Recurring Vulnerabilities/Security
Patterns [2]

– Qubit lifetime and errors: Decoherence and dephasing [268] cause
loss of information and phase in qubits, for example, gate errors and
readout errors.

– Vulnerabilities in Trapped Ion (TI) & superconducting qubits: In-
creased trap vibration energy in TI qubits and crosstalk in super-
conducting qubits.

• Vulnerabilities at the device level

– Crosstalk: Unintended information transfer between qubits.

– Hardware variability: Differing gate error rates and decoherence
times due to inter-device differences.

– Quantum Computer Power Side-Channels: Risks from controller
electronics around the quantum core, for example, using RF pulse
to execute gate operations, can be rigged or eavesdropped.

• Vulnerabilities at the circuit level

– Coupling constraint: Limited qubit connectivity impacting gate
application.

– Problem encoding: Translation of classical programs into quantum
may expose sensitive information.

• Vulnerabilities at the system level

– Cloud-based access: Threats from rerouting traffic [219] and infor-
mation theft.

– Untrusted compilers & Untrusted hardware providers: Emergence
of efficient but untrusted compilers and hardware.

• Program agnostic vulnerabilities

– Hybrid-classical algorithms: Vulnerable to adversarial attacks and
third-party quantum services.
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– Quantum machine learning (QML): Vulnerable to circuit perfor-
mance, for example, barren plateaus and input data alterations or
temporal quantum-noise variation.

• Security issues in Quantum Computing

– Fault injection: Inducing failures via crosstalk or shuttle-induced
fault injection.

– Program rerouting to lower quality hardware: Redirecting quantum
programs to inferior quality hardware.

– Adversarial input/output manipulation: Insertion of malicious data
or manipulation of output data, sometimes without touching the
quantum circuit.

• Privacy issues in Quantum Computing

– Readout sensing: Exploiting qubit readout errors to steal user data.

– Reverse engineering: Exploiting the reversibility to attack the em-
bedded functionality of quantum circuits.

– Quantum Circuit Identification: Risks from physical and power-
based side-channel attacks on cloud-based quantum platforms.

Quantum Privacy by Design Principles:
Quantum Privacy by Design Principles(QPbD) is inspired by the seven(7)
foundational principles of Privacy by Design [64]. The principles present a high-
level privacy framework for application on programming agnostic platforms,
which are based on functionality and scope rather than the paradigm it is built
in; thus, they can be safely translated into the Quantum Software Engineering
domain. From the considerations about the impacts of quantum computing
on classical software development life-cycle in [129], we categorize the QPbD
principles in order of impact on Hybrid Software Development and list them
below.

• High Impact:

– Proactive not Reactive; Preventive not Remedial: Predict and
address quantum threats by integrating quantum-safe security mea-
sures into systems and protocols, ensuring proactive defense against
potential quantum attacks.

– Privacy as the Default Setting: Design quantum systems with
built-in privacy tools like quantum key distribution and quantum
encryption, ensuring that privacy remains default during communi-
cation and computation.

– End-to-End Security – Full Lifecycle Protection: Implement
thorough security measures throughout the quantum data lifecycle,
from generation to destruction, ensuring protection against quantum
threats at every step.
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• Medium Impact:

– Privacy Embedded into Design: Embed privacy considerations in
quantum system design, ensuring features that protect privacy are
foundational, not an afterthought, promoting user trust and security.

• Low/No Impact:

– Full Functionality – Positive-Sum, not Zero-Sum: Integration of
privacy and security in quantum systems to improve capabilities and
facilitate positive outcomes, avoiding constraints or compromises.

– Visibility and Transparency – Keep it Open: Promote trans-
parency in quantum privacy and security, ensuring all stakeholders
understand the measures in place and trust the reliability of quantum
data exchanges.

– Respect for User Privacy – Keep it User-Centric: Emphasize user
privacy in quantum security design, granting users control over data
and privacy settings to promote autonomy.

Quantum Privacy Design Strategies:
Privacy Design Strategies serve as a platform-agnostic roadmap for navigat-
ing ambiguous legal guidelines and high-level privacy frameworks [269, 270],
transforming them into clear design principles that transcend classical and
quantum domains and focus on conceptual implementation. Therefore, these
strategies can be safely translated into Quantum Privacy Design Strategies
(QPDS), where the data-oriented strategies may differ, but process-oriented
ones remain consistent. The eight(8) strategies are presented as Data and
Process oriented strategies.

• Data-Oriented Strategies:

– Minimize: Reduce the processing of personal data to the minimum
necessary. For instance, quantum secure communication channels
can be used to minimize the exchange of classical data.

– Separate: Keep personal data processing separate whenever possi-
ble. Employing quantum secure multiparty computation, ensuring
that personal data remains separate and inaccessible to unauthorized
parties.

– Abstract: Process personal data with minimal detail, such as
performing computations on quantum homomorphic encrypted data
without revealing underlying information.

– Hide: Protect personal data from being public or known. For
example, ensuring that data remains hidden from interception or
eavesdropping during transmission using technologies like quantum
teleportation.

• Process-Oriented Strategies:
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– Inform: Timely and adequately inform data subjects about personal
data processing.

– Control: Offer data subjects sufficient control over their personal
data processing.

– Enforce: Commit to privacy-friendly data processing and enforce
it effectively.

– Demonstrate: Provide evidence of privacy-friendly data processing
practices.

QPDS serves as a strategy that guides developers in effectively distinguishing
between process-oriented and data-oriented strategies, which helps break down
the application of QPETs into manageable modules. This approach introduces
modularity in the privacy-oriented development process, thereby ensuring that
the developers tackle complex situations with ease. Therefore, it not only
streamlines the development process but also ensures that privacy and security
elements are integrated seamlessly and efficiently.
Quantum Privacy Patterns:
In the context of the Privacy Knowledge Base (PKB), privacy patterns enforcing
privacy and security are adopted [271, 272] to address recurring privacy and
security issues. This is the bedrock of Quantum Privacy Patterns (QPP),
which are predefined templates within Quantum hybrid software development
that offer standardized solutions for common privacy concerns. They guide
decision-making processes regarding data security measures, such as encryption
and access control, ensuring compliance with privacy regulations and data
protection. By providing reusable solutions to recurring privacy challenges,
privacy patterns streamline development efforts and mitigate the risk of privacy
breaches. Eventually, they enhance the trustworthiness of quantum software
systems while boosting adherence to ethical and regulatory standards in data-
handling practices.

Contemporary literature does not contain any QPP that can directly support
developers during the Quantum Software Development Life Cycle. Although the
literature accounts for bugs and vulnerabilities [2, 1] in quantum hybrid systems,
standardized QPPs are still missing. Quantum Bugs and Quantum Vulnera-
bilities discuss in detail the current state of recurring bugs and vulnerabilities
in the quantum ecosystem. Starting from these annotations and definitions of
publicly available bugs and vulnerabilities, we can establish QPP that can be
followed during the Quantum Software Development Life Cycle (QDLC). For
example, in the case of the vulnerability related to Crosstalk-induced fault
injection, QPP can be represented as shown in Table 3.15.

3.2.5.2 Quantum Privacy-Oriented Software Development

Quantum Privacy-Oriented Software Development (QPOSD) presents a high-
level framework for integrating Security and Privacy primitives and imperatives
into Quantum Hybrid Software Development. Although security and privacy
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Quantum Circuit Integrity in Multi-Tenant Computing Envi-
ronment
Problem: Crosstalk, unintended and intermittent interaction between
two or more qubits, can be exploited to induce failure in the system,
causing an advantage to the adversary in a multi-tenant compute (MTC)
environment.
Solution: The quantum circuit errors should be monitored by test points
[273]. It is crucial to know beforehand the expected outcome of the
program, which increases the importance of test case selection. Two
isomorphic sub-graphs of the device are subject to running two copies of
the same circuit with test points to check the relative error rates. The
results show unexpected error rates if there is an anomaly.
Example: For an un-compute test, the expected output is the initial
state of the circuit. When the copies of the circuit are run on the device,
if there is an anomaly, the result would show different error rates for each
circuit, and the output would not be in the initial state, confirming the
claim.

Table 3.15: Quantum Privacy Pattern Template

are different concepts, implementing comprehensive privacy without security
leads to data breaches and loss of data integrity. Therefore, QPOSD provides
important operational and technical guidelines for incorporating both security
and privacy components into the software system. We present the QPOSD
framework in Figure 3.24 as a five (5) step sequential process that can be
integrated easily into the Quantum Software Engineering (QSE) framework.
Considering the current state of QSE, the proposed QPOSD framework can be
incorporated into the Waterfall model or AGILE in QSE [274, 123].

The proposed QPOSD framework can be implemented in forward and backward
modes, where the forward mode should be used while developing a new software
system while in general, the backward mode is more aligned with re-engineering
existing software systems or implemented with repetitions in the Quantum Agile
Development framework [274]. While integrating the elements of Quantum
Privacy Knowledge Base, we have presented the framework in forward mode in
this study. In each step of QPOSD, we have identified the input and output
elements, thereby defining the steps and how each step contributes to imbibing
security and privacy in Quantum Hybrid Software Development. We use an
example to propose the different steps of QPOSD, where we show how security
and privacy components relevant to the context are identified and addressed
with the help of this framework. Currently, in the Noisy Intermediate-Scale
Quantum (NISQ) era, where quantum computers are not fault-tolerant, and
the software-based evaluation tools for QSE are not standardized, we rely on
open-source and literature-based quality and vulnerability measurement tools.
Analysis
During the analysis phase, we conduct a thorough Quantum Privacy Impact
Analysis, incorporating QPbD principles, architectural requirements, and differ-
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Figure 3.24: Quantum Privacy-Oriented Software Development
Model

ent use cases/scenarios in the scope of Quantum Hybrid software development.
This comprehensive process involves defining the development context and
precisely outlining privacy-critical actors within the quantum software system.
Additionally, we pinpoint architectural necessities essential for robust privacy
and security measures.

By embedding QPbD Principles, we generate QPDS and QPP that are closely
associated with the current context. More specifically, the analysis step inves-
tigates the QPbD principles that must be implemented to make the software
system/application secure, and the output lists the QPDS applicable to the
given scenario and the QPPs that are directly involved in the scenario. These
strategic outcomes serve as key frameworks guiding the design phase of quantum
software development. They guarantee that privacy and security considera-
tions are recognized and intrinsically implemented by default into the software
architecture.
Design
In this phase, the output of the Analysis phase, Quantum privacy Design
Strategies (QPDS), and Quantum Privacy Patterns (QPP) are used as input
elements along with the Architectural Requirements to achieve the Quantum
Hybrid System Architecture as output. QPDS entails a higher level of abstrac-
tion, avoiding the imposition of specific structures or hard-binding frameworks
while still aligning with predetermined objectives and goals. The designer maps
the eight QPDS outlined in the subsubsection 3.2.5.1 to the appropriate areas
of the context in order to identify the privacy and security necessities.

QPDS aligns with architectural needs, integrating quantum techniques like
quantum homomorphic encryption or anonymization to minimize data expo-
sure, maintain data separation, conceal or abstract personally identifiable
information, and ensure data integrity by hiding sensitive information. Fur-
ther, process-oriented strategies are imbibed to implement policies in a timely
manner in the quantum hybrid application data flow. This helps the designer
to pinpoint the areas in the current context requiring protection Figure 3.25.
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The development teams use QPP on the existing architectural requirements
to incorporate data protection features during the design phase, where each
QPP effectively addresses common recurring issues encountered in existing
software systems. These patterns provide tailored solutions to support privacy
and security benchmarks, ensuring the development of robust and resilient
software applications. The standardization of QPP depends on the maturity of
Quantum Software Engineering and requires further investigation into quantum
privacy vulnerabilities.

Figure 3.25: Quantum Privacy Design Strategies

Coding
Quantum Privacy Enhancing Technologies (QPET) are crucial tools in prevent-
ing identity theft, fraud, and discriminatory profiling in the upcoming Quantum
Era. Integrating QPETs with the software system architecture makes it easier
to create secure code, ultimately improving data protection. This phase receives
Quantum Hybrid System Architecture and QPET as input elements and gener-
ates Secure Quantum Hybrid Software Code. The motive of calling the output
Secure Quantum Hybrid Software Code is in reference to the Quantum Privacy
by Design principle of End-to-End Security, which stipulates that "without
strong security, there can be no privacy". In classical software engineering, this
step includes the application of various PETs based on the necessary privacy
requirements like Anonymization, Encryption, Differential Privacy, Privacy
Preserving Data Mining, and Homomorphic Encryption. Quantum Hybrid
Software Development includes both classical as well as quantum components;
therefore, it encompasses QPETs, like Quantum Key Distribution (QKD),
Quantum Encryption (QE), Quantum Random Number Generation (QRNG),
and Quantum Walk (QW), among others. Overall, QPET can significantly
improve the coding phase by providing developers with tools and resources to
enhance security, protect data, ensure compliance, and detect vulnerabilities
related to privacy and data protection.

Extending from the design of Quantum Privacy-Oriented Software Develop-
ment (QPOSD), we see that Quantum Homomorphic Encryption assists in
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minimizing the use of sensitive information. Quantum data compression algo-
rithms like Quantum Singular Value Decomposition (QSVD) and Quantum
Principal Component Analysis (QPCA) can be used to compress the data while
preserving useful information and complementing the minimization of sensitive
data. Quantum secure multi-party computation (QMPC) helps computations
on encrypted data without the need to reveal the raw data to each party col-
laboratively, ensuring the segregation of sensitive data. Quantum Differential
Privacy (QDP), among others, adds controlled noise to quantum query results,
protecting the privacy of individuals while allowing aggregate information to
be extracted.

One of the most important pillars of quantum algorithms is the QKD, which
uses quantum superposition to design public keys for encryption. QKD can
use the QRNG to generate an actual random number and introduce real
randomness in the system. The key used for encryption is secure against
interception as the malicious listener, if at all, has access to the key, can only
decipher a small part of the key, and cannot decipher any valuable information.
Alternatively, quantum algorithms like quantum one-time pad (QOTP) or
Quantum Vernam Cipher can also be used to encrypt plaintext messages using
the shared cryptographic key.
Verification and Validation
During this phase, the Secure Quantum Hybrid Software code is subjected
to both static and dynamic code analysis to detect any potential security
vulnerabilities that may have arisen during the coding process. Similar to the
Coding phase, classical and quantum components require diverse tools and
techniques for verification and validation of the so-called secure code. For
example, Penetration testing is used to ascertain the security of the overall
classical system, whereas Quantum Bugs Report [1], or Quantum Vulnerability
Analysis report26 can be utilized to determine the quantum resiliency of the
quantum hybrid code.
Deploy
The deployment step necessitates a hardening phase of the Secure Quantum
Hybrid Software, where the major goal is to flush out any remaining defects
and vulnerabilities that have not been caught in the tests until now, such as
race conditions, deadlocks, compliance checks, and dependency analysis. The
systems are run at full scale to induce failures, sometimes with the help of
robot users. Important benchmarks such as CIS Benchmark [275] are used for
classical software components, whereas MQT Benchmark, or QC Application
Oriented Performance Benchmark are adopted for the quantum components.

3.2.6 Quantum Bug and Vulnerability Analysis in Quan-
tum Software Development

Extending from the previous subsection, we present a methodology, Quantum
Error (QError) to identify and analyze quantum software bugs that impact

26www.qcve.org
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privacy and security and potentially lead to vulnerabilities. By examining
bug patterns and their alignment with Privacy by Design (PbD) and Security
by Design (SbD) principles, we emphasize proactive mitigation to enhance
robustness. QError enhances the QPOSD framework by focusing on Quantum
Bugs and Vulnerabilities, providing insights for effective security guidelines.
By analyzing code commits across QDLC phases, we illustrate how privacy
and security measures can be seamlessly integrated into quantum software
development. We follow the Quantum Development Lifecycle phases as proposed
by [52], adopt the 7 Foundational Principles as proposed by Ann Cavoukian
(Table 3.10)[64] for Privacy by Design, and Security by Design principles as in
OWASP’s ten principles (Table 3.11)27.

The proposed QError methodology is designed to systematically identify, extract,
and analyze code commits that represent actual bug fixes, particularly those
related to privacy and security vulnerabilities. The methodology for analyzing
quantum bugs in open-source projects can be summarized in the following key
steps (Figure 3.26):

27https://github.com/OWASP/DevGuide/blob/master/02-Design/01-Principles%20of%
20Security%20Engineering.md
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Figure 3.26: Methodology of Code Commit extraction and
Analysis

Data & Code Commit Extraction
The data extraction process involved gathering code commits from several
open-source quantum software repositories hosted on GitHub. The next step
involved identifying and extracting all code commits from open-source quantum
projects on GitHub. The projects selected for extraction conformed to the
following conditions:
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• Keywords in ReadMe/Documentation: Repositories were filtered to in-
clude only those that explicitly mentioned keywords like "quantum",
"dwave", "cirq", "qml", and "qiskit" in their readme or other similar files
for documentation, ensuring selection of only quantum related reposito-
ries.

• Date Constraint : Only commits from repositories updated after January
1, 2023, were considered, guaranteeing that the commits are from active
repositories.

• Popularity Constraint : Projects with more than 50 stars were selected,
indicating a reasonable level of community activity, relevance, and impor-
tance.

Data Collection
Thereafter, the data collection step extracted repositories from open-source
quantum projects that matched the above criteria. The extracted data records
consist of relevant information like Owner, Repository, Commit Message, File-
name, Code Change, and UUID(Universal Unique Identifier), which helps to
analyze the code commits and annotate the code commits efficiently.

Annotation of Code Commits
Each code commit was then annotated with the following details. The Bug
Types were classified into Quantum and Classical.

• Symptom: Probable symptom of the problem that led to this code change.

• Description: Description of the code change.

• Bug Type: The nature of the bug - Quantum or Classical

• Bug Pattern: Identification of the underlying bug pattern.

• Vulnerability : Vulnerability introduced by the bug, if it exists.

Then, the code commits were filtered to remove Purely Classical Bug Types,
commits classified as purely classical bug fixes, which were not relevant to
quantum-specific analysis and Non-Bug Fix Commits, which are not related to
bug fixes like code version updates, enhancements, refactoring, and formatting,
which were excluded from further analysis.
Code Commit Analysis
The remaining code commits were then subjected to a thorough analysis to
detect key bug patterns, QDLC phases, vulnerabilities, and their implications
for privacy and security:

• Recurrent Bug Patterns : Identification of repeated issues across reposito-
ries.

• Vulnerabilities: Analysis to determine if bugs led to privacy or security
vulnerabilities, identify recurring vulnerability patterns, and assess if
similar issues can be resolved with analogous fixes.
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• QDLC Phase and PbD/SbD Relevance: The commits were mapped to
specific phases in the Quantum Software Development Lifecycle (QSDLC)
and evaluated for relevance to Privacy by Design (PbD) and Security by
Design (SbD) principles.

Mapping and Analysis
Finally, the identified bug patterns, vulnerability patterns, QDLC phases, and
their relevance to Privacy by Design (PbD) and Security by Design (SbD)
principles were systematically mapped to uncover insights into bug and vulner-
ability resolution within QDLC. These insights are invaluable for mitigating
vulnerabilities proactively throughout the QDLC lifecycle.

• Mapping Bug Patterns to Vulnerability Patterns: Identifies how specific
bug patterns can lead to potential vulnerabilities.

• Mapping Bug Patterns to QDLC Phases : Determines which QDLC phases
are affected by specific bugs or identifies the stages where particular bugs
originate.

• Mapping QDLC Phases to Vulnerability Patterns: Assesses how different
phases of the QDLC contribute to various vulnerabilities.

• Mapping QDLC Phases to PbD/SbD Principles : Aligns each phase of the
QDLC with relevant privacy and security guidelines.

• Mapping Bug Patterns to PbD/SbD Principles : Evaluates how bugs relate
to Privacy by Design and Security by Design principles.

Tools and Techniques
The study leveraged several tools for data extraction, commit filtering, and
bug analysis:

• GitHub API : Extracted commit data programmatically from quantum
software repositories.

• Keyword Matching and Filtering Scripts: Python scripts were used to
filter out irrelevant commits.

• Manual Review : Each commit was reviewed manually to annotate and
confirm its relevance to privacy or security by design principles.

• Bug Analysis Framework : A custom framework was employed to analyze
bug patterns and their impact on privacy and security.

– Bug Pattern Recognition: Utilized manual and algorithmic ap-
proaches to detect and classify recurring bug patterns across code
commits, highlighting common sources of errors.

– Privacy and Security Evaluation: Evaluated each identified bug to
determine its impact on privacy and security, incorporating Privacy
by Design (PbD)(Table 2.1) and Security by Design (SbD)(Table 2.2)
principles to assess potential vulnerabilities.
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– Mapping : Categorized each bug pattern by their impact on various
QSDLC phases, providing a comprehensive view of vulnerabilities
in the development lifecycle. Sankey diagrams were used to present
the mappings and relationships among the elements 28.

– Heatmap Visualization: Generated heatmaps to illustrate the fre-
quency of specific bug patterns across different QSDLC phase iden-
tifying areas that require stronger privacy and security measures.

– Manual Review Integration: Besides automated analysis, manual
review plays a crucial role in ensuring the accuracy of bug classifica-
tion, particularly for subtle or complex bugs that may significantly
affect quantum algorithms and hybrid quantum-classical systems.

3.3 Agile in QSE

Agile software development practices is known for their iterative and incremen-
tal approach and therefore, have the potential to address many challenges in
quantum software development. Agile methodologies promote team collabo-
ration, quick iterations, and continuous delivery, which are beneficial for the
evolving nature of QSE [276]. However, the adoption of agile practices in QSE
faces several challenges, including a lack of quantum-specific knowledge and
skills, the need for quantum-aware tools and technologies, and the difficulty of
scaling agile practices sustainably and ethically in the quantum domain [276].

To effectively incorporate agile practices in QSE, there is a need for quantum-
specific agile methodologies. These include developing agile toolkits tailored
for quantum software, establishing quantum domain-specific expertise, and
creating a technical infrastructure dedicated to quantum software development.
Presently, QSE processes are often based on hybrid (quantum and classical)
concepts. Agile methodologies are being adapted to fit the unique requirements
of quantum software development, with a focus on continuous quantum-classical
hybridization and the development of quantum-enabled simulators [123]. The
integration of agile practices in QSE has significant industrial and regional
impacts.

Having said that, there is no dedicated literature regarding the integration of
security and privacy in QSE in Agile development methodologies. Although
there are emerging discussions around the importance of incorporating security
measures from the outset, it remains critical to establish frameworks that
effectively address these concerns within agile methodologies. Scrum, the most
popular agile methodologies, is well-suited for fostering collaboration among
cross-functional teams, enabling rapid iterations and adaptations to evolving
security requirements throughout the quantum development lifecycle.

28https://sankeymatic.com/
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3.3.1 DevSecOps and MLOps enabled Quantum Scrum

We present each of the important concepts in brief here to understand the
applicability of these in integrating privacy and security in Quantum Develop-
ment Lifecycle [52].
Scrum
Scrum29 is an agile project management framework designed to enhance team
collaboration and efficiency, particularly in software development. It breaks
down complex projects into manageable chunks, known as sprints, which are
iterative and incremental work cycles that allow teams to deliver software
continuously and adapt to changes quickly [277, 278]. The framework involves
key roles: the product owner, who prioritizes tasks; the scrum master, who
facilitates the process; and the development team, which executes the tasks
[279, 280].

Figure 3.27: Scrum Methodology(From scrum.org website)

Scrum’s structure includes a product backlog, sprint backlog, and regular
meetings such as daily scrums, sprint reviews, and retrospectives to ensure
continuous improvement and alignment with project goals [280] (Figure 3.2730).
The methodology is widely adopted across various domains beyond software,
including education and IT development, due to its ability to handle uncertainty
and tight deadlines while fostering a creative and productive work environment
[279]. Effective implementation of Scrum requires disciplined adherence to
its principles and clear role definitions to avoid overloading responsibilities
on individuals, which can enhance team motivation and customer satisfaction
[281].
DevSecOps
DevSecOps framework (Figure 3.2831) integrates security practices into the

29https://www.scrum.org
30https://www.scrum.org/resources/what-scrum-module
31https://www.pagerduty.com/blog/devsecops-ops-guide/
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DevOps pipeline, ensuring robust and secure applications without compro-
mising the speed and agility of development processes. This methodology
emphasizes breaking down silos between development, security, and operations
teams, fostering a culture of collaboration and shared responsibility for security
throughout the software development lifecycle [282, 283, 284]. By embedding
security measures from the outset, DevSecOps aims to proactively identify
and mitigate vulnerabilities, thus reducing the risk of security breaches that
traditional DevOps practices might overlook [283, 284]. Automation plays a
crucial role in DevSecOps, streamlining security processes through continuous
integration and continuous deployment (CI/CD) pipelines and employing tools
like SAST and DAST for early vulnerability detection [285].

Figure 3.28: DevSecOps Framework (From
https://www.pagerduty.com/blog/devsecops-ops-guide/)

This approach is particularly beneficial in dynamic environments such as cloud
computing, which leverages cloud provider tools to enhance security measures.
The adoption of DevSecOps not only accelerates delivery times and improves
application quality but also aligns with regulatory compliance and builds cus-
tomer trust by ensuring a security-first mindset across the organization [284].
As cyber threats become increasingly sophisticated, DevSecOps is paramount
in maintaining resilient and secure software systems, making it an essential
strategy for quantum software engineering.
MLOps
Machine Learning Operations (MLOps) (Figure 3.2932) integrates machine
learning model development with continuous software engineering processes,
similar to DevOps, to streamline AI model deployment and management in
production. It addresses challenges like scaling, reliability, and responsible AI

32https://ubuntu.com/blog/what-is-mlops
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development [286, 287]. MLOps includes data engineering, model development,
CI/CD pipelines, and governance, which optimize the machine learning model
lifecycle from data ingestion to monitoring [286, 288]. Implementing MLOps
is crucial for organizations to leverage AI effectively, enhancing productivity
and innovation while ensuring regulatory compliance. However, MLOps faces
challenges such as talent shortages, interoperability issues, and the need for
explainable AI (XAI) to improve model trust [286, 289]. By integrating XAI,
MLOps can enhance error identification and model accuracy, critical for indus-
trial applications [289]. Overall, MLOps represents the intersection of people,
processes, and platforms, providing a structured approach to derive business
value from machine learning through robust model deployment and operation
[290].

Figure 3.29: MLOps Framework (From
https://ubuntu.com/blog/what-is-mlops)

3.3.2 Scrum for Iterative Quantum Development

We present an adapted Scrum framework that prioritizes security and privacy
considerations throughout the development lifecycle of quantum algorithms
and models.

Sprint Planning and Backlog Development
The application of Scrum methodology in the realm of quantum algorithm
and model development necessitates a tailored approach to sprint planning
and backlog creation. This adaptation involves the integration of security and
privacy considerations directly into user stories, ensuring that these critical
aspects are prioritized from the outset of the development process [291]. By
embedding security and privacy requirements within the backlog, teams can
effectively address potential vulnerabilities and privacy concerns throughout
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the iterative development cycle.

Daily Standups and Sprint Reviews
Daily standup meetings serve as a vital mechanism for maintaining alignment
among the various components of quantum development, including quantum
algorithms, machine learning models, and security tasks. These brief, focused
gatherings facilitate the sharing of progress related to the implementation of
quantum features, particularly those that involve privacy validations [292]. Fur-
thermore, sprint reviews provide an opportunity for teams to collectively assess
the outcomes of each sprint, ensuring that all aspects of quantum development
are cohesively advancing towards the project goals while adhering to security
protocols.

Retrospectives
The retrospective phase of the Scrum process is crucial for evaluating the
effectiveness of quantum iterations, especially from a security and privacy
perspective. This reflection allows teams to identify areas for improvement
in their development practices and to implement strategies that enhance the
privacy-oriented aspects of quantum software development [293]. By facilitating
a culture of continuous improvement, teams can better adapt to the unique
challenges posed by quantum technologies, ensuring that security and privacy
remain integral to their development efforts.

Although it is the responsibility of the product owner to maintain the product
backlog updated with the security and privacy requirements, it is imperative
that the cross-functional team in concern is responsible for updating the product
manager about the security and privacy compliancy of the product during
sprint planning, daily standups, sprint reviews, and retrospectives. In sum-
mary, adopting Scrum for quantum development emphasizes the importance of
integrating security and privacy considerations throughout the iterative process.
By doing so, development teams can create robust quantum algorithms and
models that not only meet performance standards but also safeguard user data
and privacy.

Integrating DevSecOps in QSE
Integrating robust security and privacy practices into the Quantum Development
Life Cycle (QDLC) emphasizes the incorporation of such measures at every stage
of the development process. By embedding security and privacy considerations
from the outset and throughout the lifecycle, developers can mitigate potential
vulnerabilities that may arise during the quantum algorithm’s lifecycle [65].

A critical component of this integration is the automation of security testing
for quantum algorithms, circuits and gates. As quantum computing systems
become increasingly complex, it is imperative to establish automated testing
mechanisms capable of identifying vulnerabilities in quantum software. This
includes assessing hybrid integrations that combine classical and quantum
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computing elements, which can introduce unique security challenges [53].

Furthermore, establishing Continuous Integration/Continuous Deployment
(CI/CD) pipelines is critical for the timely detection and mitigation of security
nad privacy vulnerabilities in quantum software. These pipelines should be
configured to perform automated quantum security assessments, enabling
developers to identify and address weaknesses in real-time before the deployment
of quantum/hybrid softwares. Tools designed for automating noise resilience
testing and validating quantum state security are essential for ensuring that
quantum systems can withstand external interferences and maintain their
integrity during computations.

Continuous monitoring and feedback mechanisms play a pivotal role in safe-
guarding quantum systems against evolving threats. Regular testing for side-
channel attacks, decoherence, and entanglement vulnerabilities is necessary to
maintain the security posture of quantum applications. Additionally, practices
derived from DevSecOps can be employed to ensure data integrity throughout
quantum computations, thereby enhancing the overall security framework of
quantum software development.

In conclusion, the integration of security and privacy measures within the
QDLC through SbD and PbD principles, automated testing, CI/CD pipelines,
and continuous monitoring is crucial for addressing the security challenges
posed by quantum computing. By adopting these practices, developers can
create resilient quantum algorithms that are better equipped to withstand
potential threats.

Integrating MLOps in QSE
Integrating Machine Learning Operations (MLOps) within Quantum Software
Engineering (QSE) enhances the capabilities of quantum computing through
the application of hybrid quantum-classical models. Therefore, contextually,
machine learning algorithms facilitates various quantum computing tasks, like
quantum-enhanced optimization, quantum feature mapping, and the implemen-
tation of variational quantum circuits.

One of the primary functions of MLOps in this domain is the management of
the data lifecycle associated with quantum-generated data. This encompasses
the automation of processes related to the collection, versioning, and monitoring
of data, which is crucial for maintaining the integrity and usability of quantum
datasets. Furthermore, MLOps ensures that privacy concerns are addressed
during the training of machine learning models, especially when dealing with
sensitive quantum data. This aspect is vital, as the unique nature of quan-
tum data can pose significant challenges to conventional privacy-preserving
techniques.

Additionally, automated deployment of machine learning models is a critical
component of MLOps in quantum workflows, which integrates ML models
into quantum computing processes through the implementation of automated
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Continuous Integration/Continuous Deployment (CI/CD) pipelines. Such
automation not only enhances efficiency but also reduces the potential for
human error during model deployment.

Moreover, inclusion of security testing of machine learning models is essential
to safeguard against adversarial attacks, particularly in hybrid quantum sys-
tems where vulnerabilities may be exploited. The proactive identification and
mitigation of these risks would be crucial for maintaining the robustness and
reliability of quantum-enhanced machine learning applications. For example,
if a quantum classifier is being used to analyze encrypted data, DevSecOps
practices ensure that data privacy remains intact while the model’s robustness
is verified through MLOps processes.

In summary, the convergence of MLOps and quantum computing offers a
transformative approach to leveraging machine learning in the quantum realm,
with significant implications for data management, model deployment, and
security. This integration not only advances the field of quantum computing
but also opens new avenues for research and application in various domains.

3.3.3 Unified Framework for Agile Privacy and Security
in QSE

We present a unified framework combining DevSecOps, MLOps, and SCRUM
for Quantum Software Engineering, which exploits the principle ideas of the
aforementioned frameworks and proposes a framework that continuously in-
tegrates security and privacy requirements throughout the lifecycle of the
application.

Figure 3.30 presents a high-level representation of the unified framework that
shows how Agile principles, particularly Scrum, can be adapted to integrate
DevSecOps and MLOps ideas into Quantum Software Engineering (QSE). The
process begins with a comprehensive Product Backlog that explicitly includes
security, privacy, and machine learning (ML) requirements alongside other
functional tasks. Security concerns, such as threat modeling or compliance
requirements, and ML-specific needs like model retraining or hyperparameter
tuning, are treated as first-class priorities, ensuring their iterative development
throughout the lifecycle.

During Sprint Planning, the team collaboratively selects items from the backlog
to create the Sprint Backlog, defining clear sprint goals. This step emphasizes
cross-functional collaboration among quantum developers, security experts,
and ML engineers, enabling the seamless integration of quantum and classical
components. As the Sprint progresses, the Cross-Functional Scrum Team works
to deliver incremental improvements, embedding security features and refining
ML models while maintaining the robustness of the hybrid quantum-classical
system.

Once tasks are completed, the Sprint Increment undergoes rigorous validation
through security testing, ML performance evaluations, and integration testing,
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Figure 3.30: Unified Framework

ensuring that both quantum and classical components work cohesively. During
the Sprint Review, stakeholders evaluate the deliverables, providing feedback
on the implemented security measures and the performance of ML pipelines.
This feedback informs the Sprint Retrospective, where the team reflects on
successes and areas for improvement, including any overlooked vulnerabilities
or inefficiencies in ML workflows. These insights feed back into the Product
Backlog, refining future iterations.

The process seamlessly integrates into a CI/CD Pipeline, automating the
deployment and validation of quantum applications. Security testing tools
and ML model monitoring ensure that each deployment is robust and repro-
ducible. Before production, the increment undergoes Penetration Testing to
verify its security posture in real-world scenarios. Finally, the increment is
deployed to Production, where runtime monitoring safeguards security and ML
performance over time. Feedback from production use cycles back into the
development process, ensuring continuous improvement in security, privacy,
and ML integration.

This cyclical approach ensures that Agile principles adapt effectively to the
unique needs of QSE, embedding security and privacy by design while leverag-
ing MLOps to address the complexities of hybrid quantum-classical systems.
Through iterative refinement, this framework fosters resilient, high-quality
quantum software development
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Shifting Security and Privacy Left
The contemporary approach to quantum software development is the tradi-
tional waterfall model, which is particularly inefficient in the domain of QSE
as redesigning and redoing quantum software are extremely cost and resource-
intensive. Therefore, it is necessary to incorporate security and privacy measures
from the initial phases of the Quantum Development Life Cycle (QDLC). This
proactive methodology, often referred to as "shifting left," emphasizes the
importance of embedding security checks and privacy considerations into the
developmental framework right from the onset. A principal aspect of this
approach is the application of SbD and PbD principles, which advocate for the
integration of security privacy considerations into the architecture of quantum
data encoding and processing systems. To effectively manage security and
privacy requirements, it is essential to update the product backlog at the com-
mencement of the project and to continue this practice iteratively throughout
the development process. This ensures that evolving security and privacy
concerns are consistently addressed. Furthermore, security testing should be
an integral part of the unit testing phase during each development sprint. This
collaborative effort between developers and security teams fosters a culture of
shared responsibility for security, thereby enhancing the overall robustness of
the software.

Unified CI/CD Pipeline for Quantum, ML, and Security
A unified CI/CD pipeline represents a best practice for the integration of
quantum software, machine learning (ML) components, and security protocols.
This holistic approach ensures that security checks are seamlessly incorporated
throughout the development lifecycle. Tools such as Qiskit, PennyLane, and
TensorFlow serve as exemplary resources for implementing these practices,
enabling teams to automate security testing within the CI/CD framework.
With the automation of these security assessments, organizations can effectively
identify vulnerabilities early in the development process, thereby mitigating
potential risks before they escalate. For example, if a quantum machine learn-
ing model is used for quantum data classification, the model’s updates and
enhancements (e.g., retraining with new data) can be automatically validated
within the pipeline without the need for manual intervention, consistent with
Scrum’s iterative approach and DevSecOps checks for security validation.

Threat Modelling and Risk Analysis
The identification and mitigation of privacy and security vulnerabilities are
crucial in the context of hybrid quantum-machine learning models. Conducting
thorough threat modeling exercises allows teams to systematically analyze
potential security threats to both quantum and classical components of the
system. This proactive analysis not only aids in recognizing vulnerabilities but
also facilitates the development of a comprehensive risk assessment framework.
To maintain an agile response to emerging threats, it is imperative to regularly
update the product backlog with revised threat models and associated risks.
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This iterative approach ensures that the development team remains vigilant
and responsive to new security challenges, thereby fostering a resilient and
secure software environment. By embedding these practices into the QDLC,
organizations can better safeguard their quantum applications against evolving
security threats.

The frameworks and models discussed in this section establish structured ap-
proaches for embedding security and privacy into quantum software engineering.
These methodologies aim to strengthen resilience against evolving threats and
enhance secure development practices. However, their practical implementation
and effectiveness require thorough testing and validation. The next section
focuses on the experimental setup, evaluation techniques, and results, providing
a detailed analysis of how these models perform in real-world quantum software
development scenarios.



Chapter 4

Experiments and Results

This chapter presents the experimental evaluation, results, and discussions on
the proposed models and frameworks, assessing their effectiveness in addressing
security and privacy challenges in quantum software engineering. The analysis
is structured around key areas where specific models or frameworks have been
introduced, ensuring a focused assessment of their impact. Systematic experi-
mentation, validation techniques, and comparative analysis provide insights
into their strengths and limitations, guiding potential refinements for practical
adoption. In line with the goals outlined in section 1.2, this chapter aims to
empirically evaluate the proposed models and their applicability in real-world
quantum software development.

The chapter is organized into different domains where quantum technologies
were applied as validation tools for integrating security and privacy into quantum
software engineering. These include the automotive sector and smart cities
where the proposed frameworks were assessed in distinct real-world contexts.
Each domain highlights how quantum-enhanced methodologies contribute to
securing software development processes and mitigating potential threats.

Beyond these sector-specific validations, the chapter also explores case studies
focusing on privacy-oriented quantum software development, providing concrete
examples of how privacy principles are embedded into quantum systems. Addi-
tionally, it examines quantum software bugs and vulnerabilities, analyzing their
implications in Quantum Software Development. These discussions contribute
to a broader understanding of the challenges and solutions in secure quantum
software engineering, reinforcing the need for proactive security and privacy
integration. We take a similar approach as before and present the experiments,
results and the corresponding discussions related to all the sectors and areas
mentioned earlier.

120



CHAPTER 4. EXPERIMENTS AND RESULTS 121

4.1 Automotive Sector

To evaluate the effectiveness of quantum-based intrusion detection in the
automotive sector, a series of experiments were conducted comparing a hybrid
quantum-classical approach with traditional machine learning models.

4.1.1 Quantum-based Intrusion Detection System

The initial study aimed to assess the applicability of quantum annealing for
detecting malicious activity on the CAN bus, a critical component of in-vehicle
communication. Using QBoost, a quantum ensemble learning algorithm, and
a classical Support Vector Machine (SVM) implementation, the experiments
analyzed their performance on two distinct datasets—DoS and Fuzzy attacks.
The IDS pipeline employed in this study facilitated data preprocessing, feature
extraction, model training, and prediction, ensuring a structured evaluation.
The following present the experimental setup, results, and comparative analysis
of these models, highlighting the advantages and challenges of integrating
quantum computing into automotive cybersecurity.

We evaluate the performance of classifiers proposed in this sector by utilizing
the state-of-the-art Car-Hacking Dataset [4, 5] for intrusion detection. This
dataset was created by logging CAN traffic through the OBD-II port of a real
vehicle, specifically a Hyundai YF Sonata. Two custom Raspberry Pi devices
were employed: one for recording the traffic from the OBD-II port and another
for injecting fabricated messages to simulate an attack node.

The dataset is divided into five sub-datasets based on the type of attack: (i)
DoS, (ii) Fuzzy, (iii) Gear Spoofing, (iv) RPM Spoofing, and (v) Attack-Free.
Each subset contains 300 instances of intrusions caused by injected messages.
These intrusions were executed for durations ranging from 3 to 5 seconds, while
the CAN traffic for each subset was logged over a period of 30 to 40 minutes
[239]. The Car-Hacking dataset is structured as follows:

1. DoS Attack: Messages with ID "0x0000" are injected every 0.3 millisec-
onds.

2. Fuzzy Attack: Random IDs and payloads are injected every 0.5 mil-
liseconds.

3. Gear Spoofing Attack: Messages corresponding to certain CAN IDs
related to gear information are injected every one millisecond.

4. RPM Spoofing Attack: Messages corresponding to certain CAN IDs
related to RPM information are injected every one millisecond.

5. Attack-free: Normal CAN traffic without any injected attack messages.

The structure of the messages within the dataset comprises the following five
attributes:

• Timestamp: The time (in seconds) when the message was recorded.



CHAPTER 4. EXPERIMENTS AND RESULTS 122

• CAN ID : The identifier of the message in HEX format.

• DLC : The number of data bytes (ranging from 0 to 8) sent on the CAN
bus.

• DATA[0-7] : The byte values expressed in HEX format.

• Flag : Indicates whether the message is injected (T) or normal (R).

Attack Type
Total number

of messages

Number normal

messages

Number of

injected messages

DoS attacks 3,665,771 3,078,250 587.521
Fuzzy Attacks 3,838,860 3,347,013 491,847
Gear Spoofing 4,443,142 3,845,890 597,252
RPM Spoofing 4,621,702 3,966,805 654,897
Normal mes-
sages

988,871 988,871 -

Table 4.1: Car-Hacking Dataset [4, 5] overview for Intrusion
Detection.

Table 4.1 provides a summary of the distribution across the four distinct sub-
sets. Each row represents a subset associated with a particular type of attack,
except for the subset containing normal messages, which does not include any
attack-related data.

Data Pre-processing & Experiments
For this study, we used two sub-datasets: DoS and Fuzzy. A DoS attack
comprises injection messages with a dominant arbitration ID (0000) and a null
Data payload. The messages were injected every 0.3 milliseconds. This attack
could flood the CAN bus because, in the arbitration phase, the dominant bit
has a higher priority than the recessive bit (1-bit). Instead, in a fuzzy attack,
spoofed random CAN ID and data values are injected every 0.5 milliseconds,
which causes unusual behavior in the vehicle. We applied One-Hot-Encoding1

on CanId and binary encoding2 on Data. The one-hot-encoding technique
creates a new binary variable for each unique category, extracting N features
out of N categories, where 0 and 1 indicate the absence or presence of that
category in each row. The total number of features was 43, including Frequency.

The Fuzzy database has a more complex structure than the DoS since malicious
messages are randomly sent to the CAN bus using all the 2017 unique CanIds,
37 of which also transmit normal traffic. Binary encoding was applied to both
CanId and Data, which returned 11 and 20 features, respectively, making 32
features in total with Frequency. The classifiers trained to detect a specific type
of attack perform better than generic ones. Therefore, the two binary classifiers,

1https://scikit-learn.org/stable/modules/generated/sklearn.preprocessing.
OneHotEncoder.html

2https://contrib.scikit-learn.org/category_encoders/binary.html
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SVC and QBoost, were trained for each dataset. The datasets were split into
80% training and 20% testing sets before training. To reduce bias and balance
the ratio of CanIds between the two splits [228] [294], every dataset was shuffled.

DoS Dataset Results
The results of two binary classifiers, QBoost and SVC, are shown in Table
4.4. Both classifiers could distinguish between malicious and non-malicious
messages, reaching 100% Accuracy, Precision, Recall, and F1-score in each of
the 10 rounds of testing. As data shuffling before every round didn’t affect
the metrics, and the training and testing set metrics were always the same,
we might safely assume these to be good indicators of low overfitting. The
confusion matrices of SVC and QBoost in Figure 4.1 show that each attack
(label 0) and normal message (label 1) in the testing set was correctly classified.
The confusion matrices shown in Figure 4.1 refer to the results from the last
run of the test set.

QBoost showed a considerable improvement in the execution times. Table 4.2
compares the performance in seconds between the two classifiers. We can see
that we have a high gain in execution time in both the training and prediction
phases, with gains of 62% and 99%, respectively.

Table 4.2: Average time performance of the Binary classifiers on
DoS dataset. Grey shows the best performance

Classifier
Average training
time (s)

Average predic-
tion time (s)

SVC 68.6735 2.5609
QBoost 26.1415 0.0275

-42.532 -2.5334

Table 4.3: Average time performance of the Binary classifiers on
Fuzzy dataset. Gray shows best performance

Classifier
Average train-
ing time (s)

Average train-
ing time (h)

Average pre-
diction time
(s)

Average pre-
diction time
(m)

SVC 5933.2840 1.6481 431.4609 7.191
QBoost 25.7134 0.0071 0.1462 0.0024

- 5907.5705 -1.641 - 431.3146 -7.1886

Fuzzy Dataset Results
The Fuzzy database has a more complex structure compared to the DoS since
malicious messages are randomly sent to the CAN bus using all the 2017 unique
CanIds, 37 of which also transmit normal traffic. Binary encoding was applied
to both CanId and Data, which returned 11 and 20 features, respectively,
making 32 features in total with Frequency. The results of two binary classifiers
are shown in Table 4.4. Considering the recall metric, we can see that the
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Figure 4.1: SVC and QBoost Confusion matrix on DoS & Fuzzy
datasets. "0" malicious; "1" normal messages. TN-True Negative,

FP-False Positive, FN-False Negative, TP-True Positive

SVC performed slightly better than QBoost. From the viewpoint of time
performance, Table 4.3 shows the average results obtained from 10 runs, and
it can be seen that QBoost clearly outperformed SVC in terms of execution
time during both training and prediction phases, with 99% gain in both cases.
The confusion matrices for SVC and QBoost shown in Figure 4.1 confirm the
precision and recall metrics presented in Table 4.4. For the fuzzy attack, the
confusion matrices also refer to the last run of the testing set. The training
time for SVC was closer to that of QBoost for DoS dataset results. On the
other hand, with the Fuzzy set being more complex in comparison to DoS, the
acquired results prove that the quantum annealing-based algorithm successfully
managed to optimize a complex problem.

Concluding, inclusion of quantum technologies in this study shows impressive
improvements in time performance while maintaining similar quality for CAN
bus attack classification.

4.1.2 Quantum Powered Developer Support for Automo-
tive Security

The subsequent study in the same domain evaluates the performance of tra-
ditional and quantum machine learning algorithms in detecting cyber threats
within automotive systems. Adaptive Boosting (AdaBoost) and Random For-
est (RF) were compared against the quantum-based QBoost algorithm for
attack detection on the CAN bus. Using the Car-Hacking Dataset, the pro-
posed methodology classified various attack types and mapped them to a
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(a) Binary classifier performance: Train & Test sets for DoS dataset.

Set Type Classifier Accuracy Precision Recall F1-score

Train
SVC 1.0 1.0 1.0 1.0

QBoost 1.0 1.0 1.0 1.0

Test
SVC 1.0 1.0 1.0 1.0

QBoost 1.0 1.0 1.0 1.0

(b) Binary classifier performance: Train & Test sets for Fuzzy dataset. (Grey shows best)

Set Type Classifier Accuracy Precision Recall F1-score

Train
SVC 0.9858 0.9945 0.9891 0.9918

QBoost 0.9778 0.9988 0.9757 0.9871

Test
SVC 0.9716 0.9785 0.9892 0.9838

QBoost 0.9756 0.9959 0.9760 0.9858

Table 4.4: Performance of Binary Classifiers

comprehensive taxonomy, aiding developers in mitigating vulnerabilities. Multi-
class classification was implemented using the One-vs-Rest (OvR) strategy for
QBoost. The following sections present the experimental setup, evaluation
metrics, and results, demonstrating the role of quantum computing in enhancing
automotive cybersecurity.

Data Pre-processing & Experiments
The experiments are carried out using an Intel(R) Core(TM) i7-1065G7,
1.30GHz Processor, and 12 GB RAM for AdaBoost [295] and RF [296]. Instead,
for QBoost [47, 297], the program runs from the same system as mentioned
before, but the QML part runs on the D-Wave Leap Quantum Cloud (DLQC)
platform. AdaBoost or Adaptive Boosting [295] is a boosting technique that
combines multiple weak classifiers to build one strong classifier. It is an en-
semble learner where multiple weak classifiers are grouped with each other,
progressively learning from past misclassifications to generate strong models.
Random Forest [296] is also based on another ensemble learning called bagging.
It consists of a large number of individual decision trees that operate as an
ensemble, where each tree predicts a class, and the most voted one becomes
the model’s prediction.

To evaluate multiclass classifications, the Car-Hacking Dataset [238, 239] was
used. The dataset was pre-processed by transforming the CAN ID and DATA
from hexadecimal to decimal. The timestamp and DLC were removed as they
did not contribute to the classification. A random under-sampling for the major-
ity class was performed to account for the unbalanced dataXPERIMENTSset.
The features were scaled using the standard deviation (MinMaxScaler3), and the
Principal Component Analysis (PCA) was used to reduce feature dimensionality
using four components. Finally, the dataset was split into 70% training and
30% testing parts. Considering Figure 3.14, the attack labels in the "Attack

3https://scikit-learn.org/stable/modules/generated/sklearn.preprocessing.
MinMaxScaler.html
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Prediction" phase are four (DoS, Fuzzy, Spoofing Gear, and Spoofing RPM)
because the Car-Hacking Dataset contains typology for four attacks.

Results
It should be noted that where AdaBoost and RF are multi-class classifiers,
QBoost is inherently a binary classifier. As mentioned before One-vs-Rest
(OvR) methodology was adopted to transform it into a multi-class classifier,
where one class is fitted against all the other classes to determine its efficiency.
After the transformation of QBoost using OvR, it functions exactly similarly
to any other multi-class classification algorithm. Therefore, we present the
aforementioned quality metrics for each of the models. We also present the time
efficiency of all those models to study the training and testing times required
by each of them. The quality metrics of all the models are almost similar, with
both AdaBoost and RF showing the same measures, whereas QBoost performed
marginally lower, differing only in the thousandth place. Figure 4.2 clearly
shows the quality metrics for the three ML algorithms on the Car-Hacking
dataset. Although AdaBoost and RF perform slightly better than QBoost,
the quality metrics for all these ML algorithms are very much similar. The
accuracy scores for QBoost, RF, and AdaBoost are 0.994, 0.999, and 0.999,
respectively. The scores for the other metrics are almost similar, for example,
0.997, 0.999, and 0.999 for Precision. We can clearly observe that the scores
are very similar.

Figure 4.3 presents the time efficiency for training and prediction time for
all three machine learning algorithms. AdaBoost outperforms both RF and
QBoost in training and prediction times. AdaBoost, in general, outperforms
RF since it consists of a forest of trees stumps rather than full-sized trees.
Again, QBoost, inherently being a binary classifier, may not achieve the same
effectiveness when it is implemented as a multi-class classifier.

In the mapping phase, after the classification of the attack typology as DoS,
the result is mapped with level one of the Sommer et al. taxonomy [240]. This
mapping, which is based on Attack Class, filters out other attack types and
returns the list of different types of DoS attacks (12 DoS attacks). Level two
of the taxonomy provides the probable attack types related to the identified
attack, which are Distributed DoS and Jamming. Based on the Attack
Consequence, which is Engine doesn’t start, we pinpoint the exact attack
to the description. From level three of the taxonomy, we get the attack term of
the publication, and thus, we extract the Vulnerability (Improper Adherence
to Coding Standards, Violation of the CAN standard), Attack Path (Access to
CAN via OBD port, Continuously sending CAN messages with high priority),
Interface (OBD), and Exploitability (CVSS 2.84). The CWE-ID provides
a further mapping to the global Common Weakness Enumeration (CWE)4

scores, allowing detailed information on the vulnerability discovered. This
generates guidelines for the developer, which suggests the developer to: 1)

4https://cwe.mitre.org/data/definitions/710.html
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Figure 4.2: Quality of the ML models.

document the implementation and 2) closely follow coding standards
during Architecture and Design, and Development phases. Additionally,
it also suggests the usage of automated tools to enforce the standards
during both the testing and implementation phases.

Summarizing the results above, the study presents clearly that quantum tech-
nologies can be used to boost security concerns in sectors like automotive, if
implemented carefully, which however depends on the performance of quantum
systems. Having said that, the results prove that quantum technologies perform
with similar quality but with limited versatility, until now.

4.1.3 Quantum Artificial Intelligence in Extending Devel-
oper Support

This study evaluates the SeQuADE (Secure Quantum Automotive Development
and Engineering) methodology Figure 3.16, which integrates quantum-based
intrusion detection with a structured developer support system. Using QBoost
for attack classification on the CAN bus and an extended taxonomy derived
from Sommer et al. [240], the methodology maps detected attacks to relevant
vulnerabilities and remediation strategies. A natural language processing (NLP)
model retrieves additional vulnerability information from the NVD to support
developers in mitigating security risks.

To evaluate QBoost in a multi-classification problem with the OvR technique,
the state-of-the-art dataset called Car-Hacking Dataset [238, 239] was used. The
dataset was pre-processed similarly to the initial study of the automotive doamin.
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Figure 4.3: Time Efficiency of ML Classifiers.

The CAN ID and the DATA attributes were transformed from hexadecimal
to decimal, and the timestamp and the DLC were removed because they did
not contribute to the classification. Thereafter, a random under-sampling
was performed for the majority class to balance the dataset. After the pre-
processing phase, the features are scaled using the Min-Max scaler into a range
of [0,1]. Then, the Principal Component Analysis (PCA) was used using four
components. Finally, the dataset was split into 70% and 30% for training and
testing data, respectively.

Finally, the DoS, Fuzzy, Spoofing RPM, and Spoofing Gear were concate-
nated to perform a multi-classification. Since QBoost performs only a binary
classification, the OvR technique was used, where one class is fitted against
the others. Since the numbers of the classes are four (Normal, DoS, Fuzzy,
Spoofing Gear, Spoofing RPM), four QBoost classifiers are used. Then, to
obtain a multi-classification, each calculates a score, and the QBoost model
that obtained the best score was taken for the specific class. In the fitting
phase, for each model, 35 weak classifiers were used with a tree depth of 3
and a lambda factor of 0.5. It is important to note that QBoost implements
a Decision Tree as a weak classifier, so, in this case, 35 Decision Trees were
fitted. For the Binary Quadratic Model, the following parameters were used
num_reads: 3000, auto_scale: True, and num_spin_reversal_transforms: 10.

NLP Model
From NVD, 86 automotive vulnerabilities were obtained using the scraping
process. In addition, the CVE ID, the description, references, CVSS score,
CWE ID, and CWE description are also saved for each vulnerability. When one
of the four QBoost models with the best score detects an attack (DoS, Fuzzy,
Spoofing RPM, or Spoofing Gear), we can obtain the description for each attack
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from the taxonomy using the attack class category. After this, the Sentence
Transformers is used to get similar sentences using the cosine-similarity. The
cosine-similarity is a score in an interval of [−1, 1] where −1 and 1 signify
dissimilarity and similarity between the two sentences, respectively.

The top three similar sentences, between the description obtained from the
taxonomy and the NVD, were used, employing the cosine-similarity score.
Finally, for each of these sentences, several fields are shown:

• CVE ID : the CVE identifier.

• CVE Description: the description about the CVE.

• References : the links that provides a PoC about the attacks.

• CVSS Score:the severity score about a vulnerability.

• CWE ID : a unique identifier about the CWE assigned to the CVE.

• CWE Description: the description about the CWE.

These reference fields are significant because they provide a PoC about the
attack. In other words, they show how the attacks have been conducted and,
in general, the research(es) that found the vulnerability usually provide infor-
mation on how to exploit and fix it. On the other hand, the CWE ID and the
CWE description are essential because they can support the developer in fixing
the vulnerability and understanding the attack consequences.

Figure 4.4: The top three sentences most similar to the
description derived from the taxonomy. For brevity, CWE and
their descriptions have been excluded from the final sentence.
Highlighted terms, with yellow and green underlines, indicate

similar words.
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Results
The IDS was evaluated using the accuracy, precision, recall, and F1-Score
metrics. In addition, the time performance of the training and testing were
evaluated. Table 4.5 shows the results of QBoost using the OvR technique to
obtain a multi-classification. It shows that the values of Precision are almost
comparable, with Spoofing Gear and RPM showing the best metrics (1.0),
followed by DoS (0.99), Fuzzy (0.99), and Non-attack (0.98) types. The Recall
and F1-Scores are very much similar, mostly around 0.99− 1.0. Only for the
Fuzzy attacks, Recall dropped to 0.83 and F1-Score to 0.91, probably because
of the randomness of the CAN IDs of the messages. For the Spoofing Gear and
Spoofing RPM, QBoost reached 1.0 because the RPM injected by the CAN
IDs are always 0316 instead of the RPM that the CAN IDs are 043f. For the
DoS attack, the CAN IDs injected are 000. For this reason, it is simple for
QBoost to identify these attacks. Only for the Fuzzy attacks, Recall dropped
to 0.83 and F1-Score to 0.91 because of the randomness of the CAN IDs of the
messages. The training time was about 338.26 seconds, whereas the testing
time was about 7.15 seconds.

Figure 4.4 shows the results of the NLP process to support the developers. In
the figure, some words have been underlined to show the similarity between
the query (the description obtained from the taxonomy) and the description
obtained from the NVD. In this particular case, the description from the
taxonomy refers primarily to DoS, and also, Spoofing attacks. In addition, the
query refers to an attack using the RollJam (a crafted hardware component)
that consists of jamming the transmission between the key and the car to
obtain the code to open the car door. RollBack is another attack that, unlike
RollJam, is time-agnostic.

The obtained references can support the developer in understanding these
attacks and what strategies can be applied to increase the vehicle’s security or
fix the vulnerability. For example, considering the CVE-2022-36945 and the
Blackhat’s reference link5 provides several mitigations and descriptions about
not only for the RollBack attack but also RollJam.

The CVSS, instead, can help the developer to prioritize the attacks based on
the score. The CWE and the CWE description add an additional detail to
resolve the identified attack. For example, the CWE description "Capture-
replay attacks are common and can be difficult to defeat without cryptography."
suggests adding cryptography solutions to avoid this attack.

Finally, by using the taxonomy developed by Sommer et al. [240], it is possible
to identify other similar attacks by using open-source vulnerability databases
like the NVD. In addition, the SeQuADE can be used with other taxonomy
that provides an attack class and a description.

The results demonstrate the potential of quantum technologies in enhancing

5https://www.blackhat.com/us-22/briefings/schedule/#rollback---a-new-time-agnostic-
replay-attack-against-the-automotive-remote-keyless-entry-systems-27185



CHAPTER 4. EXPERIMENTS AND RESULTS 131

Table 4.5: Results obtained with QBoost in a multi-class
strategy.

Label
Accuracy
(%)

Precision
(%)

Recall
(%)

F1-Score
(%)

Normal

0.9941

0.9871 0.9907 0.9889
DoS 0.9999 1.0 0.9999
Fuzzy 0.9998 0.8291 0.9065
Spoofing
Gear

1.0 1.0 1.0

Spoofing
RPM

1.0 1.0 1.0

automotive cybersecurity by integrating quantum intrusion detection with
structured developer support. By leveraging QBoost for attack classification
and an extended taxonomy for vulnerability mapping, the proposed methodol-
ogy provides actionable insights for mitigating security risks. The successful
application of quantum computing in both threat detection and remediation
highlights its viability as a tool for strengthening automotive security, ensur-
ing proactive defense mechanisms, and supporting developers in addressing
vulnerabilities effectively.

4.2 Smart City Sector

Building on the evaluation of quantum technologies in the automotive sec-
tor, this study extends the investigation to the smart city domain to assess
the feasibility and accuracy of quantum-enhanced security solutions across
different environments. The proposed Quantum as a Service (QaaS) architec-
ture Figure 3.17(subsection 3.2.3) integrates quantum computing into smart
city security through a hybrid quantum-classical methodology. It leverages
Quantum Machine Learning (QML) algorithms for real-time threat detection,
enhancing the capabilities of existing Security Operations Centers (SOCs) and
Intelligent Operations Centers (IOCs). The system combines IBM QRadar, a
rule-based SIEM, with the D-Wave Leap Quantum Cloud to accelerate incident
classification and response. A multi-layered architecture processes smart city
data sources, applying QBoost for intrusion detection and utilizing structured
dashboards for security monitoring. The following sections detail the exper-
imental setup, evaluation metrics, and results, demonstrating how quantum
computing can enhance cybersecurity in interconnected urban infrastructures.

The validation of the proposed architecture was done through rigorous testing
of the architecture using various state-of-the-art datasets.
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4.2.1 Datasets

TON-IoT
A state-of-the-art publicly available telemetry IoT weather dataset was used for
validation, which is a subset of the TON-IoT dataset, [298, 299, 300, 301, 302,
303, 304, 305]6. The Cyber Range and IoT Labs of the School of Engineering
and Information Technology (SEIT), UNSW Canberra(ADFA), developed
the datasets using realistic and large-scale networks. The attributes of the
dataset (Table: 4.6) contain the date and time of the recorded data, respective
temperature, atmospheric pressure, and humidity. The data are labeled as 0
and 1 for normal and attack/threat incidents and categorized among various
attack categories such as normal, DoS, DDoS, Password, and backdoor attacks.

ID Feature Type Description
1 date Date Date of logging IoT telemetry data

2 time Time
Time of logging IoT telemetry
data

3 temperature Number
Temperature measurements of a
weather sensor linked to the net-
work

4 pressure Number
Pressure readings of weather sen-
sor linked to the network

5 humidity Number
Humidity readings of weather sen-
sor linked to the network

6 label Number
Tag normal and attack records,
where 0 indicates normal and 1
indicates attack

7 type Number
Tag attack categories, such as nor-
mal, DoS, DDoS, and backdoor
attacks

Table 4.6: IoT Weather Data Attributes

MQTTset
MQTTset [3] is a state-of-the-art dataset focusing on the widely used Message
Queue Telemetry Transport (MQTT) protocol in IoT devices. MQTT serves
as a lightweight, publish-subscribe protocol and facilitates machine-to-machine
communication within a network. Specifically designed for environments with
limited network bandwidth or devices with resource constraints, such as those
found in the IoT, MQTT enables connections to remote locations7.

The MQTTset dataset consists of readings of eight IoT sensors connected
to an MQTT broker based on Eclipse Mosquitto v1.6.2. The network was
created to simulate a smart home environment (Figure 4.5). The sensors
uniquely identified by IP addresses acquire information from the IoT sensors

6https://research.unsw.edu.au/projects/toniot-datasets
7https://mqtt.org/
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like Temperature, Light intensity, Humidity, Motion sensor, CO-Gas, Smoke,
Fan speed controller, Door lock, Fan sensor, and Motion sensor at different
time intervals [306].

Figure 4.5: Sensors in MQTTset Scenario [3].

The attack on the MQTTset data includes different attack signatures, flooding
denial of service, MQTT Publish flood, SlowITe, malformed data, and brute
force authentication. For this research, we considered a reduced version of the
dataset with 330936 rows and 34 data variables. The dataset consists of 33
features/independent variables and one target/dependent variable called target.
For the sake of brevity, we have not provided the details of the features in this
paper. Further details about the dataset can be acquired from the MQTTset
paper.

CICIoT2023
The CICIoT2023 dataset [307] is an IoT dataset that consists of seven attack
categories: DDoS, DoS, Recon, Web-Based, Brute-Force, Spoofing, and
Mirai. For each of these categories, the authors have performed different types
of attacks. For example, for DDoS, they performed attacks like UDP Flood
and HTTP Flood. These attacks are generated with different tools like nmap,
hping3, and golang-httpflood.

To perform these attacks, the researchers utilized an IoT platform comprising
105 IoT devices. Of these, 67 were directly involved in the attacks, while the
remaining 38 Zigbee and Z-Wave devices were connected to five hubs [307].
The network topology is divided into two parts. In the first part, an ASUS
router links the network to the Internet, and a Windows 10 machine shares this
connection. A Cisco switch is placed between this computer and a VeraPlus
access point, connecting seven Raspberry Pi devices responsible for the attacks
in the experiments. Traffic is captured using Wireshark via the Cisco switch
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that is connected to the second part of the network through a Gigamon Network
Tap.

The CICIoT2023 has 46.686.579 rows of data with 46 independent variables
(features). The dataset is 13.8 Gigabytes (GB) in size. The dataset is made
available as a set of 169 different CSV files, which need to be concatenated
before experimentation with the full dataset. The data are labeled with 33
attack types: DDoS-ICMP_Flood, DDoS-UDP_Flood, DDoS-TCP_Flood,
DDoS-PSHACK_Flood, DDoS-SYN_Flood, DDoS-RSTFINFlood,
DDoS-SynonymousIP-Flood, DoS-UDP_Flood, DoS-TCP_Flood, DoS-SYN_Flood,
Mirai-greeth_flood, Mirai-udpplain, Mirai-greip_flood, DDoS-ICMP_Fragmentation,
MITM-ArpSpoofing, DDoS-ACK_Fragmentation, DDoS-UDP_Fragmentation,
DNS_Spoofing, Recon-HostDiscovery, Recon-OSScan, Recon-PortScan, DoS-
HTTP_Flood, VulnerabilityScan, DDoS-HTTP_Flood, DDoS-SlowLoris, Dic-
tionaryBruteForce, BrowserHijacking, SqlInjection, CommandInjection, XSS,
Backdoor_Malware, Recon-PingSweep, Uploading_Attack ; and one normal data
label, BenignTraffic.

In the context of ML algorithms, the dataset is extremely unbalanced, which
means that the distribution of classes or categories is significantly skewed or
imbalanced. For example in a more granular level the dataset has about 15.5%
records labeled as DDoS-ICMP_Flood, 11.6% of records labeled as DDoS-
UDP_Flood, and 9.7% records labeled as DDoS-TCP_Flood, whereas there are
only 0.002%, 0.005% and 0.006% records labeled as Uploading Attack, Recon-
PingSweep, and Backdoor_Malware. Further, normal messages (BenignTraffic)
consist of only 2.3% of the dataset, which makes prediction difficult using ML
classification algorithms.

4.2.2 Data Pre-processing & Experiments

All experiments were carried out on a Ubuntu SMP 20.04 server with 64-bit
architecture, AMD Ryzen Threadripper PRO 3975WX CPU with a clocking
speed of 4368MHz with 32-Cores and 64 GB of RAM. Quantum Annealing-
based QBoost classifier algorithm was executed on D-Wave8 Leap Solvers.
Whereas the IBM Qiskit-based QML algorithms were run on Ubuntu SMP
with 8 cores CPU of speed 2.1 GHz and 32 GB RAM, the quantum parts were
run on the Qiskit backend.

Model Accuracy, Precision, Recall, and F1-score have been considered as the
quality metric to ascertain the quality of classification rendered by the different
QML models and traditional ML models in the proposed architecture. Further,
time efficiency for training and prediction was also taken into consideration for
comparison of the models.

On TON-IoT Dataset
Some features of the TON-IoT dataset, date and time, were removed from

8https://www.dwavesys.com/
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the IoT telemetry weather dataset since they did not contribute to the results,
and temporal analysis was not carried out in this case. The attack typology
feature(Type) was also removed owing to binary classification. Further, there
were no NaN or null values in the dataset. As the Temperature, Pressure, and
Humidity values were in different measurement units, those were scaled using
MinMaxScaler [308] into the range of 0 and 1.

The TON_IoT dataset contains 650242 records, with 559718 normal records(label
0) and 90524 attack records(label 1). The dataset has only 16.17% attack
records, making it unbalanced, which is undesirable as this might lead to biased
predictions. To handle data imbalance, it was downsampled using Rando-
mUnderSampler 9 library based on the number of records in the minority class
so that the train and test data have the same number of normal and attack
data. Moreover, all 0 value labels(normal) were converted to -1 to fit QBoost
requirements, as it can classify strictly between 1 and -1 only. Then the pro-
cessed and scaled data were split into a ratio of 80% and 20% for training and
testing, respectively, and consequently were fed to different quantum machine
learning classification algorithms.

QBoost [47] and VQC [309] were used to validate the proposed architecture.
Although the proposal discusses the usage of Quantum as a Service in the
context of Smart City Security, for the sake of completeness and fairness, a
comparison with Random Forest [296], a state-of-the-art traditional machine
learning algorithm, was also carried out. After multiple rounds of testing hyper-
parameters considered for QBoost are 〈NUM_WEAK_CLASSIFIERS : [35]〉,
〈TREE_DEPTH : [3]〉, 〈lmd(lambda): [0.5]〉, 〈DW_PARAMS : num_reads =
[3000], auto_scale = [True], num_spin_ reversal_transforms = [10]〉. For
VQC, the hyperparameters considered are 〈loss : [cross_entropy]〉, 〈optimizer :
[COBY LA(maxiter = 30)]〉, where the feature map was generated with a
ZZFeatureMap using [reps = 1] and the ansatz with RealAmplitudes using
[reps = 3]. The hyperparameters for RF are 〈n_estimators: [400]〉 and
〈max_depth: [30]〉.

On MQTTset Dataset
The MQTTset dataset was checked for categorical features, missing values,
NaN values, or infinity values. There were six categorical features in the dataset,
which were removed since using any encoding schemes like one-hot encoding or
binary encoding would greatly increase the number of features. For example, if
the IP address is encoded using one hot encoder, it generates 32 new features.
Keeping in mind that we are using QML algorithms, we try to keep the number
of features to as minimum as possible, as the number of features impacts the
number of qubits to be used, particularly in IBM Qiskit. The dataset had
12 features, where each had the same values for all records. Therefore, these
features had no impact whatsoever on the data analysis and were also removed.
The MQTTset did not have NaN, missing, or infinity values. Further, the

9https://imbalanced-learn.org/stable/
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target variable has six different labels, legitimate, DoS, malformed, bruteforce,
slowite, and flood, where legitimate was converted into -1, and the rest into 1
for classification. The dataset, after all these processings, is left with only 15
features. MinMaxScaler [308] is then applied to the dataset to scale the data
into the range of 0 and 1. The dataset is balanced, having an equal number
of attack and non-attack scenarios, so there is no need to balance the dataset.
Finally, the dataset was split into a ratio of 70% and 30% for training and
testing, respectively.

Moreover, to reduce the dimensionality of the data, Principal Component
Analysis (PCA) was applied to the dataset [308]. The QML models were tested
with different numbers of reduced features. QBoost works with a varied range
of features, small or large, and does not have a large impact on the number of
qubits for small changes in the number of features. On the other hand, IBM
QMLs like VQC and PegaSoS QSVC use as many qubits (simulated) as there
are features. Therefore, the complexity of the model increases exponentially
and becomes nonviable for systems in laboratory settings with limited RAM
or GPU RAM. Although there are no bars for the size of the dataset, the
problem’s scalability can rapidly deteriorate with the increasing number of
features. Moreover, the Qiskit [310] QML algorithms cannot reap benefits from
GPU RAM and are dependent on regular RAM for execution.

The proposed architecture was validated by QBoost [311, 312, 47], VQC [309],
and PegaSoS QSVC [310, 313]. The experiments were carried out with two,
four, six, and eight features for all QML algorithms. Although QBoost and
PegaSoS QSVC finished code execution with all features (15), VQC has a
serious limitation, and it requires extremely large RAM and a long running
time for processing datasets with a large number of features. VQC exhausted
the available memory (64GB) of the laboratory server while training the dataset
with more than eight features, that is, with more than eight qubits, and stopped
processing. Thus, experimentation with a higher number of features for VQC
was not possible in this case.

The hyperparameters considered for QBoost are Num Weak Classifiers: 35, Tree
Depth: 3, lmd (lambda): 0.5. The DWave parameters are: Num Reads: 3000,
Auto Scale: True, Num Spin Reversal Transforms: 10. For VQC, the hyperpa-
rameters considered are 〈loss : [Cross Entropy]〉, 〈optimizer : [COBYLA(maxiter=30)]〉,
where the feature map was generated with a ZZFeatureMap using [reps=1]
and the ansatz with RealAmplitudes using [reps=3]. For PegaSOS QSVC, the
hyperparameters considered are 〈Quantum Kernel=[qkernel]〉, 〈C : [1000]〉, and
〈num_steps : [100]〉, where the qkernel was created with FidelityQuantumKernel
using a feature_map, which is in turn generated with a ZFeatureMap with
[Feature Dimension=num_qubits] and [reps=2].

On CICIoT2023 Dataset
The CICIoT2023 dataset underwent the following preprocessing steps to
prepare it for machine learning analysis using the QBoost QML algorithm from
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DLQC:

1. Categorical Feature Removal : Non-numeric, categorical features were
excluded from the dataset to lower its dimensionality, as high-dimensional
data can negatively impact the accuracy of prediction models.

2. Redundant Feature Removal : Features with identical values across all
instances were eliminated. Since such features do not contribute meaning-
ful information to the prediction process, their removal helped simplify
the dataset.

3. Handling Missing Values: Instances containing Infinity or NaN (Not-a-
Number) values were addressed by replacing them with the median of
their respective feature values. This step ensured a complete dataset,
suitable for analysis.

4. Target Variable Transformation: The dependent feature, serving as the
target variable, was transformed. Non-attack messages were assigned
a value of -1, while attack messages were assigned a value of 1. This
transformation ensured compatibility with quantum machine learning
algorithms.

5. Data Normalization: Independent variables were normalized using the
MinMaxScaler 10 from the Scikit-Learn library. This normalization scaled
the values of the features to the range [0, 1], promoting consistency in
the feature space.

6. Balancing the Dataset : Addressing class imbalance was critical. Tech-
niques such as Synthetic Minority Over-sampling Technique (SMOTE)11

and Random Under-Sampling, both implemented using the imblearn
library, were employed. The optimal parameters for balancing were
determined through CrossValidation using mean recall scores of the Deci-
sionTree classifier. These methods ensured a more balanced representation
of attack and non-attack classes. Post-balancing, the dataset was reduced
to 10, 257, 385 rows.

7. Dimensionality Reduction: To address challenges posed by the dataset’s
high dimensionality (46 features), Principal Component Analysis (PCA)12

from the scikit-learn library was applied. PCA reduced the feature set
while retaining the most informative components. The threshold method,
based on the explained variance ratio, retained the 13 most relevant
features.

8. Data Splitting : The preprocessed and normalized data were divided into
training and testing sets, with an 80% to 20% split [307]. This split was

10https://scikit-learn.org/stable/modules/generated/sklearn.preprocessing.
MinMaxScaler.html

11https://imbalanced-learn.org/stable/references/generated/imblearn.over_sampling.
SMOTE.html

12https://scikit-learn.org/stable/modules/generated/sklearn.decomposition.PCA.html
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essential for evaluating the model’s performance and ensuring its ability
to generalize to unseen data.

Within the proposed architecture, particular emphasis was placed on the
deployment of the QBoost [47] QML algorithm as the primary model for
validation purposes. The operationalization of QBoost involved an iterative
process that entailed training the model on the meticulously preprocessed and
balanced dataset, which had previously undergone dimensionality reduction
via PCA. In the interest of comprehensiveness and impartiality, a comparative
analysis was also conducted. To this end, the performance of QBoost was
compared with that of Random Forest (RF) [296], a state-of-the-art traditional
machine learning algorithm. This comparison aimed to provide a holistic view
of the strengths and weaknesses of both quantum and classical approaches in
the context of Smart City Security.

To ensure thoroughness and reproducibility, it is essential to record the hy-
perparameters used in the previously mentioned experiments. The relevant
hyperparameters are detailed below.:

1. SMOTE Hyperparameters:

(a) sampling_strategy: 0.1, specifying the preferred proportion of syn-
thetic samples to produce for the minority class in relation to the
majority class.

(b) k : 7, specifying how many nearest neighbors are taken into account
for generating synthetic samples.

2. Random Undersampling Hyperparameters:

(a) sampling_strategy: 0.8, indicating the preferred proportion of in-
stances to be kept for the majority class relative to the minority
class.

3. RepeatedStratifiedKFold Configuration:

(a) n_splits: 10, specifying the number of splits or folds in the cross-
validation process.

(b) n_repeats: 3, indicating the number of times the cross-validation
process was repeated.

(c) n_jobs: −1, allowing parallel processing when calculating cross-
validation scores.

4. PCA Configuration:

(a) Threshold method : Depends on the explained variance ratio.

(b) Threshold value: 0.99, specifying the variance proportion that the
selected principal components should collectively account for.

5. QBoost λ value (lam): 0.085, introduced as a means to manage model
complexity and mitigate the potential for overfitting.



CHAPTER 4. EXPERIMENTS AND RESULTS 139

Finally, several key performance metrics, as mentioned before, were computed
to evaluate and compare the effectiveness of the algorithm within the proposed
architecture.

IBM QRadar SIEM Rules
The following subsection describes the rules created with QRadar to identify
the considered attacks. This section brings out the novelty of the methodology
reagrding the adoption of hybrid quantum-classical approach.

DDoS
A Distributed Denial of Service (DDoS) attack is a malicious attempt to disrupt
the normal functioning of a network, service, or website by overwhelming it
with a flood of traffic. The goal of a DDoS attack is to make the target system
or network unavailable to its intended users. A large number of compromised
computers typically carry out DDoS attacks, often referred to as a "botnet", that
are controlled by the attacker. In the CICIoT23 dataset, the authors utilized
multiple Raspberry Pi devices in an SSH-based master-client configuration to
execute these attacks [307].

To create the rules that identify a DDoS attack, we first use a series of building
blocks, and then we create the main rule that aggregates the building blocks in
order to identify the attack. A building block (BB) group commonly uses tests
to build complex logic so that it can be used in rules.

(a)

(b)

(c)

(d)

Figure 4.6: The figures depict the rules for identifying an HTTP
Flood attack categorized as DDoS. Figure (a) displays the main

rule, and if any of the conditions outlined in (a) are met, an
offense will be triggered. Figure (b) presents the rules for two or

more IP Sources. Figures (c) and (d) show the BB rules.

Figure 4.6 shows the rules created to identify an HTTP Flood attack with the



CHAPTER 4. EXPERIMENTS AND RESULTS 140

Figure 4.7: Identification of DDoS attack offense.

category DDoS. Figure 4.6d and Figure 4.6c show the BB rules. In particular,
Figure 4.6d is used to filter the flow network based on the TCP protocol and
port 80 since the HTTP Flood is performed by sending a GET request on
port 80. Figure 4.6c shows the Superflow characteristics. IBM QRadar groups
the individual flows into a Superflow. There are three types of Superflow: A
(Network Scan), B (DDoS), and C (Port Scan) [314]. QRadar looks for flows
where many hosts send data to one destination host and flags this activity as
Superflow B.

Figure 4.6b is used to identify two or more source IPs that send a high number
of data to a single destination IP in two minutes. Finally, the rule IoT: DDoS
Attack (Figure 4.6a) aggregates the Superflow and the "Probable DDoS". In
particular, if one of those rules is true, an offense will raised. An important
consideration is that it is possible to modify the rule in Figure 4.6b to be a
DoS and not a DDoS. For example, we could modify the source IP from two(2)
to one(1).

Figure 4.7 shows the offense generated when IBM QRadar SIEM identifies
an HTTP Flood attack with a DDoS category. In the generated offense, it
is possible to see that we have multiple Offense Source and Source IPs that
correspond to the Raspberry Pi that performs the attack to one Destination
IP. The events column indicates the number of event flows where a DDoS
attack was identified. Since the CICIoT2023 does not provide the list of IP
devices but only the Media Access Control (MAC) addresses, we have used
this information to understand the attack messages by analyzing the PCAP
file. A PCAP (short for Packet Capture) file is a type of file format used to
store network traffic data. It is commonly associated with network analysis
and troubleshooting tools.

Cross-Site Scripting (XSS)
Cross-Site Scripting (XSS) is a web security vulnerability that arises when a web
application permits users to inject malicious scripts into web pages, which are
subsequently viewed by other users. XSS attacks are among the most common
security vulnerabilities in web applications and can lead to severe consequences,
such as data theft, session hijacking, and website defacement [315]. To carry
out this attack, the researchers utilized DVWA [316], a deliberately vulnerable
PHP/MySQL web application commonly used for educational purposes or to
practice penetration testing techniques.

To create the rule that identifies an XSS attack, we first analyzed the PCAP
file. We have seen that most of the messages are related to basic XSS injection
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Figure 4.8: XSS attack identification rule.

techniques, such as using the tag script with alert. Figure 4.8 shows the rule
that matches several tags generally used to perform an XSS attack with a
regular expression.

(a) Offense information when XSS attack is detected

(b) More offense information

Figure 4.9: XSS attack and Offense detection information.

Figure 4.9a and Figure 4.9b show the generated offense when an XSS attack is
identified by QRadar using the rule in Figure 4.8.

SQL Injection
SQL injection is a web application security vulnerability that occurs when
attackers exploit input fields to inject malicious SQL queries into a web appli-
cation’s database. This exploitation can result in unauthorized data access,
data manipulation, or the extraction of sensitive information from the database
[317]. Like the Cross-Site Scripting (XSS) attack, the researchers conducted
the SQL injection attack using DVWA.

Figure 4.10: SQL Injection attack identification rule.

The initial analysis of the PCAP file associated with the SQL Injection at-
tack revealed that the attack was executed using fundamental SQL Injection
techniques, such as UNION and SLEEP commands, among others. Based on
these observations, a rule was created to identify SQL Injection attempts by
incorporating the most frequently used SQL keywords associated with such
attacks. Figure 4.10 shows the rule, including the regular expression designed
for detection.

The offense generated is shown in Figure 4.11. The field Local (4) specifically
refers to the number of destination IPs involved in the attack. By double-
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Figure 4.11: Offense generated by SQL Attack.

Figure 4.12: SQL Injection with destination IPs involved in the
attack.

clicking on the generated offense, as illustrated in Figure 4.12, these IPs and
additional information can be accessed.

(a)

(b)

(c)

Figure 4.13: The images depict the rules used to detect a port
scan. Figure (a) displays the primary rule, which triggers an
offense if any of the rules outlined in (a) are met. Figure (c)

illustrates a BB rule.

Port Scan
A port scan is a reconnaissance technique used to identify which network ports
on a target system are open and listening for incoming connections [318]. While
network administrators frequently use port scanning for legitimate purposes
such as troubleshooting and security assessments, attackers may exploit it
to detect vulnerabilities in a target system. For the port scan analysis, the
researchers utilized the tool Nmap [319].

To create the rules (Figure 4.13) for detecting port scans in conjunction with
XSS and SQL Injection attacks, the PCAP file corresponding to the port scan
attack was analyzed. Specifically, it was observed that most messages sent
using Nmap have a byte length of 64. Based on this finding, the first rule was
developed (Figure 4.13c), designed to match only if the port scan targets the
TCP protocol. Additionally, a second rule (Figure 4.13b) was created to detect
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flow traffic where a device sends scanning packets (SYN, SYN-ACK, RST) to
the same destination IP for over 10 seconds. Finally, the SIEM system (Figure
4.13a) generates an offense when the rule Port Scanning: Over 10 Seconds
evaluates to true.

(a)

(b)

Figure 4.14: Figure (a) shows the offense generated when a Port
Scan attack is detected. Instead, Figure (b) shows the offense

generated but with more details.

Figure 4.14 illustrates the offense generated upon detecting a Port Scan at-
tack. The figure shows a single Source IP carrying out the attack on a single
Destination IP.

4.2.3 Results

TON-IoT Outcomes
Figure 4.15 shows the quality results of the experiments on the dataset with
Random Forest, QBoost, and VQC. Random Forest and QBoost achieved
comparable and good classification quality, whereas the performance of VQC
was lower. The low performance of VQC can be attributed to the limited
number of qubits and noise in current quantum devices. We also have to
take into consideration that the IBM quantum computer-based QMLs run on
simulators rather than actual qubits. Although, running any complex algorithm
on real qubits would result in very low-quality results owing to the probabilistic
and noisy nature of the qubits.

Algorithm Training Time (s) Prediction Time (s)
QBoost 24.62 0.068

Random Forest 51.7 0.94
VQC 20406.25 179.67

Table 4.7: Time Performance based comparison of Classifiers

Table 4.7 presents the training and prediction times for the algorithms men-
tioned above. VQC took almost 5.6 hours for training, and about 3 minutes for
prediction, whereas QBoost took 24.6 seconds and 0.068 seconds for training
and prediction, respectively. On the other hand, Random Forest took 51.7 and
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Figure 4.15: Quality metrics based comparison of Classifiers

0.94 seconds on average for training and prediction, respectively. In this case,
QBoost emerged as the best classifier in this domain among other quantum-
based classifiers, both with respect to quality and time.

MQTTset Outcomes
The comparison of the quality of the classification performed by the QML
algorithms has been presented in Figure 4.16 for model training using PCA
with the number of features as two, four, six, and eight, respectively. Evidently,
QBoost, the quantum annealing-based classifier, outperforms the rest of the
IBMC Qiskit’s quantum gate-oriented simulator-based classifiers like VQC and
PegaSoS QSVC. When the number of features/number of qubits is two, we can
see that there is a substantial difference in the quality of the results between
QBoost, PegaSoS QSVC, and VQC. With the increase in the number of features
to four and subsequently, to eight, the difference between the results decreases.
This is due to the fact that with more features VQC and PegaSoS QSVC learns
more, and thus, the model’s quality gradually increases. Whereas, in the case
of QBoost there are no visible improvements with the increase in the number
of features. It is interesting to notice that with n = 4, VQC presented the
best quality metrics. For the sake of brevity, we only present the results of
QBoost and PegaSoS QSVC, which are also available for VQC. For the sake of
completeness, when the number of features was increased to 14 QBoost and
PegaSoS QSVC only achieved 2.4% and 0% gains in quality.
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Figure 4.16: Quality metrics using PCA.

Table 4.8 presents the time taken by the QML algorithms for training and
prediction of the MQTTset dataset in the proposed architecture. The prediction
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Table 4.8: Time Performance (PCA n=2,4,6,8).

PCA (n) Algorithm Training Time (s) Prediction Time (s)

n=2
QBoost 13.24 0.097

PegaSOS 2.65 5405.17
VQC 14075.14 194.18

n=4
QBoost 13.79 0.095

PegaSOS 4.27 9347.38
VQC 34478.57 460.9

n=6
QBoost 16.47 0.11

PegaSOS 6.78 13781.99
VQC 62182.18 859.68

n=8
QBoost 19.66 0.12

PegaSOS 10.71 22589.22
VQC 110296.37 1575.01

times for QBoost for any number of features (2, 4, 6, or 8) are the fastest among
the three proposed quantum classifiers. PegaSoS QSVC’s training times are the
fastest among the classifiers, but unfortunately, the prediction is extremely slow
and takes a lot of time, 1.5, 2.7, 3.8, and 6.28 hours for two, four, six, and eight
features, respectively. The training times for VQC are the slowest among the
three, with 3.9, 9.5, 17.3, and 30.63 hours for two, four, six, and eight features.
The long training and prediction times for VQC can be attributed to the fact
that VQC is a special variant of Neural Network Classifier with a SamplerQNN
[310] and thus employs quantum neural networks for classification.

QBoost, in this case, has performed reasonably well over the other QML algo-
rithms based on both quality and time efficiency. However, Quantum Machine
Learning is in its nascent stage, and any advantage achieved thereof should be
treated with caution. In this light, further investigation is always necessary to
find out the general applicability of QML algorithms in the proposed architec-
ture.

CICIoT2023
Figure 4.17 summarizes the experimental results obtained from the dataset,
showcasing the performance of RF and QBoost classifiers. Both algorithms
demonstrated similar and impressive classification performance. While RF
achieved outstanding results, QBoost—a quantum machine learning algo-
rithm—also performed competitively, highlighting its potential for data analysis
and predictive tasks in the context of Smart Cities. The findings suggest that
as quantum computing technology continues to mature and becomes more ac-
cessible, it could provide innovative solutions for addressing complex challenges
associated with Smart City systems.

Table 4.9 details the training and prediction times for the two algorithms,
providing valuable insights into their computational efficiency. Although the
primary goal of this study is not to directly compare RF and QBoost, the
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Figure 4.17: Quality metrics of Classifiers.

results confirm that QBoost is a feasible option for integration into Smart
City frameworks. Both classifiers produced very similar results in terms of
quality metrics, indicating that QBoost can serve as a credible alternative to
RF. Specifically, RF achieved a classification accuracy of 99%, while QBoost
attained an accuracy of 96%, resulting in a marginal difference of just 3% across
all quality metrics.

Algorithm Training Time (s) Prediction Time (s)
QBoost 554.5 2.24

Random Forest 2667.5 7.83

Table 4.9: Time efficiency: QBoost and Random Forest.

However, what sets QBoost apart is its notable advantage in terms of com-
putational efficiency. Specifically, we observed an impressive reduction of
approximately 80% in training time and a substantial 71% decrease in predic-
tion times when comparing QBoost with RF. This substantial improvement in
efficiency is particularly evident in the case of prediction times, where QBoost
achieved a remarkable processing speed of just 2.24 seconds. Even when dealing
with datasets containing over a million data entries, the rapidity of QBoost’s
predictions remains a standout feature.

QRadar SIEM Outcomes
With IBM QRadar SIEM, we note that the time between the identification of
an attack and the offense alert varies from about 2 to 3 minutes. This depends
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on whether we are using a version deployed on a virtual machine and not in a
cloud environment. By using more efficient hardware, this time could decrease.

The coexistence of QML (QBoost) models and QRadar SIEM suggests the
possibility of hybrid approaches. Future research could explore the synergy
between classical and quantum computing to harness the strengths of both
paradigms for improved Smart City solutions. It is evident from the results of
the experiments that a hybrid approach of using QML, QBoost in this case,
IBMQ in couple of other scenarios, and IBM QRadar reinforces the security
aspects of Smart City incidents by detecting offenses or security incidents in
real time.

The results demonstrate that quantum technologies, particularly Quantum
Machine Learning, offer promising enhancements for smart city security by
significantly improving threat detection speed while maintaining comparable
accuracy to classical methods. The successful integration of QBoost with IBM
QRadar highlights the potential of hybrid quantum-classical architectures in
augmenting real-time security monitoring and incident response. These findings
suggest that quantum computing can not only strengthen existing security
infrastructures but also pave the way for more resilient security frameworks in
future quantum-powered smart city ecosystems.

4.3 Security and Privacy-Aware Quantum Soft-

ware Development

The Quantum Privacy Knowledge Base (QPKB) and Quantum Privacy-Oriented
Software Development (QPOSD) frameworks were proposed to systematically
integrate security and privacy into quantum software engineering. These
frameworks aim to address quantum-specific vulnerabilities, incorporate privacy-
enhancing techniques, and provide structured methodologies for secure quantum
software development. To assess their usability and feasibility, a case study
was conducted, evaluating their practical integration into quantum software
engineering. The results examine key aspects such as quantum vulnerabilities,
privacy-enhancing techniques, and quantum software verification. Additionally,
the study explores the implementation of Quantum Privacy by Design principles
and Privacy Design Strategies, demonstrating how these frameworks can be
applied to enhance the resilience of quantum software systems.

4.3.1 Results and Discussion

Let us visit a scenario where Quantum Privacy-Oriented Software Development
(QPOSD) is implemented in a Quantum Hybrid Software Development sce-
nario. We present an example scenario of a larger quantum hybrid application
involving data transmission between organizations or between API (application
programming interface) endpoints or other data transmission channels between
software entities.
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• Context: The data transmission between two software entities is secured by
the asymmetric Advanced Encryption Standard (AES), which guarantees
the privacy, security, and integrity of the data.

• Problem: Application of QPbD principles like Proactive not Reactive;
Preventive not Remedial, and Privacy as the Default Setting, followed by
the application of QPDS and QPP related to Encryption provides a clear
guideline for the development of secure data transmission. Under classical
computational circumstances, AES or RSA (Rivest-Shamir-Adleman) en-
cryption is strong enough to protect the data. But, theoretically, quantum
computers have the potential to break certain cryptographic algorithms,
including AES (Advanced Encryption Standard), using quantum algo-
rithms such as Shor’s algorithm, when executed on a sufficiently powerful
quantum computer.

• Mitigation: Data transmission is implemented over either quantum or
classical using Quantum Key Distribution. QKD guarantees that there are
no malicious listeners in the channel, and if found, aborts the connection
at startup, thereby providing unconditional security.

Implementing the QPOSD methodology successfully identified vulnerabilities
and implemented security measures to address them, leveraging their under-
standing of the issues. Additionally, it supports making design decisions related
to privacy elements, even if there is a lack of specific privacy expertise. Im-
portantly, the adoption of QPOSD did not disrupt the existing development
processes by any means and integrated privacy-friendly directions by default.

The results of the experimental prototype generated a privacy-oriented quantum
hybrid secure code that successfully handles intruders in data transmission.
Figure 4.18a and Figure 4.18b show the functionality of the secure data trans-
mission channel using Quantum Key Distribution (QKD). We can see that
the prototype notifies if or note there is an intruder in the channel. If there
are no intruders, the key exchange process is followed by data transmission.
If there is an intruder, the current transmission channel, either quantum or
classical, is discarded, and a new channel is constructed for the data transmis-
sion. Unlike classical eavesdroppings like packet sniffing or man-in-the-middle
attacks, the data is transformed in QKD when an intruder intercepts the
messages. This is attributed to the property of quantum entanglement and
Heisenberg’s uncertainty principle, which ensures that any attempt to read or
measure, in quantum computing sense, disturbs the quantum state of the qubit
(quantum bit), thereby invalidating the channel. So, it is evident that QPOSD
can seamlessly complement the Quantum Software Development Life Cycle
(QDLC) by integrating privacy and security considerations into the software
development process from the start. This approach ensures that privacy and
security requirements are addressed early on in the development of quantum
software, leading to reduced cost overheads and a shorter time to market for the
target software. By merging QPOSD with QDLC, developers can proactively
mitigate potential risks and vulnerabilities, enhancing the overall robustness
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(a) Data transmission - No Intruder.

(b) Data transmission - Intruder.

Figure 4.18: Data transmission security over quantum/classical
channel
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and security of quantum software applications while gaining useful insights and
invaluable training.

Nevertheless, developing tools for Quantum Privacy Impact Analysis is one
of the principal challenges for identifying privacy-critical actors and architec-
tural necessities during system analysis. Integration of advanced Quantum
Privacy Enhancing Technologies (QPET), such as Quantum Key Distribution
(QKD) and Quantum Encryption (QE) into quantum software systems requires
optimization for performance and compatibility. Further research is needed
to devise novel verification and validation techniques tailored for quantum
software, including classical and quantum components. Real-world implemen-
tations and case studies are necessary to validate quantum privacy-oriented
software development methodologies across diverse application domains. Ad-
dressing these challenges will advance quantum privacy and develop secure,
privacy-preserving quantum software systems.

4.3.2 Limitations/Threats to Validity

The present study has primarily three main limitations and threats to validity.
Firstly, the QPOSD methodology has not yet been experimented with on
real-world quantum hybrid applications and quantum development teams in
any organization, which can be left as a future research endeavor. Secondly,
the scenario presented above regarding data transmission was carried out on
IBM Qiskit Simulator13, and not on the real IBM quantum backend, and also,
the data transmission was not carried out on quantum channels. Practical
data transmission in quantum channels might introduce noise and quantum
decoherence-related issues in data quality, but the privacy and security integra-
tion in the software development process can be seen to have been established
from applying QPOSD across the Quantum Software Development life cycle.
Finally, the literature still does not have standardized Quantum Privacy Pat-
terns, which is a major issue during the implementation of QPOSD, although
QPOSD can still be implemented based on different bugs and vulnerability
scenarios that have been proposed until now.

Having said that, universal quantum computing, relying on quantum gates and
quantum annealing, operates differently in development and execution. While
some patterns, bugs, and vulnerabilities may overlap between the two, their
specific manifestation and mitigation strategies may differ. Therefore, where
Quantum Privacy by Design Principles and Quantum Privacy Design Strategies
apply seamlessly with paradigmatic changes, further investigation is necessary
to assess the applicability of the proposed Quantum Privacy Patterns across
diverse quantum technologies.

13https://quantum-computing.ibm.com/
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4.4 Quantum Bug and Vulnerability Analysis in

Quantum Software Development

The proposed methodology in subsection 3.2.6 systematically identifies and
analyzes quantum software bugs that impact privacy and security, emphasizing
proactive mitigation through the integration of Privacy by Design (PbD) and
Security by Design (SbD) principles. By mapping bug patterns, vulnerabilities,
and QDLC phases, this approach enhances the Quantum Privacy-Oriented
Software Development (QPOSD) framework, providing structured insights into
securing quantum software. To evaluate its applicability, five case studies were
conducted, assessing the usability and feasibility of the framework across differ-
ent quantum software development scenarios. The following section presents
the results and discussions derived from these evaluations, highlighting key
findings and implications for secure quantum software engineering.

4.4.1 Results and Discussion

The results provide a strong basis for evaluating the effectiveness of study-
ing quantum software bugs and vulnerabilities and mapping bug patterns in
implementing the QPOSD methodology. Empirical evidence from analyzed
code commits supports integrating PbD and SbD principles throughout the
QDLC. This section comprehensively reviews different bug types, areas of
occurrence, patterns, and their alignment with vulnerabilities, QDLC phases,
and PbD/SbD principles, presented via diagrams that enhance understanding
of quantum software challenges and opportunities.

Figure 4.19 illustrates the distribution of bug types identified in the data
extracted from GitHub open-source quantum software project code commits.
Overall, 5044 code commits were extracted from the repositories based on the
search keywords and applied conditions(subsection 3.2.6). Two main categories
are represented as:

• Classical Bugs: These comprise 80% of the total, with 4056 instances.
These are typical classical software system issues, such as logical errors,
incorrect function calls, or incorrect input format.

• Quantum Bugs : Representing 20% of the total, with 988 instances, these
bugs are specific to quantum computing. They include errors like quantum
gate operations, improper use of quantum algorithms, and issues affecting
the accuracy of quantum state manipulations.

Figure 4.20 provides a visualization of the number of bug instances across
different areas of quantum software development before the filtering step. A
total of 988 bugs were categorized into 32 bug patterns based on the typology
and characteristics of the bugs as per the code changes. The categories are
ranked by their frequency, as follows:

• Enhancement (213 instances): The most common category refers to
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Figure 4.19: Data collected from Github

changes aimed at improving functionality or performance rather than
correcting errors.

• Documentation (88 instances): These bugs relate to incomplete or incor-
rect information in project documentation.

• Version (70 instances), Gate (69), and Operator (61) are next concerning
the frequency of Bug Patterns.

Less common but still noteworthy are API bugs (six instances), Observables
(five instances), and Terminology (one instance).

After filtering and curation, Figure 4.21 depicts the distribution of 233 bug
patterns, indicating which areas are most prone to issues. The bugs were
analyzed and filtered based on the methodology, and only quantum-specific
bug fixes were allowed. Key findings include:

• Logic Bugs (35 instances): The highest frequency, representing errors in
coding logic that affect functionality.

• Calculation and Circuit Bugs (24 instances each): These are prominent,
involving errors in mathematical calculations or circuit-level operations.

• Gate Bugs (20 instances): Errors related to quantum gates, which are
fundamental to quantum algorithms, are frequent, underscoring their
complexity.

• Operator and Qubit/Qutrit Bugs (16 and 13 instances, respectively):
These relate to handling quantum operations or qubit management,
which present significant challenges.

Bug patterns like state, test, backend, and measurement are less frequent but
still notable. Issues related to Syntax, Configuration, and Compatibility are
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Figure 4.20: Code Commits before Filtering

rarer but critical, as they can affect the overall system functionality. This
reveals that quantum-specific components like logic, calculations, circuits, and
gates are more susceptible to errors, highlighting areas that need more rigorous
debugging and verification.

The Sankey diagram Figure 4.22 illustrates the relationship between bug
patterns and the vulnerabilities they can introduce, showing how different types
of bugs contribute to weaknesses in quantum software systems.

• Logic Bugs: Contribute to multiple vulnerability patterns, particularly
those affecting accuracy, states, gate, and circuit operations.

• Gate and Circuit Bugs: Significantly impact operational vulnerabilities
and also impact vulnerabilities like code maintenance and configuration.

• Calculation Bugs : Impacts mostly mathematical vulnerabilities like the ac-
curacy of operators, gradient and probability calculations, transformation
accuracy, and Hamiltonian management.

• Qubit/Qutrit Bugs: Mostly leads to qubit management and handling
vulnerabilities.

Some other patterns, such as operator, output, consistency, testing, and state,
contribute to various important vulnerabilities, such as state and operator
accuracy, initialization issues, configuration handling, and code efficiency and
maintenance.
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Figure 4.21: Bug Patterns

Figure 4.23: Mapping of Bugs Patterns with QDLC Phases
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Figure 4.22: Mapping of Bugs Patterns with Vulnerability
Patterns

The mapping between the bug patterns and the Quantum Software Development
Lifecycle (QDLC) phases is presented in Figure 4.23. This mapping shows
the life cycle phases during which the bugs denoted by the bug patterns are
introduced into the code. The key findings include:

• Development Phase: Responsible for most bugs, indicating that most
issues originate in the initial code construction. This suggests a need for
better development practices to reduce vulnerabilities early on.

• Testing Phase: A substantial number of bugs, highlighting the importance
of comprehensive testing and validation.

• Requirements / Design Phase: Although fewer, some bugs have also been
attributed to these phases, suggesting the importance of privacy and
security-oriented quantum software development.

This mapping helps pinpoint when specific bug patterns are most likely to be
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introduced, allowing the development teams to focus their quality assurance
efforts on the most vulnerable phases of the quantum software development
lifecycle.

Figure 4.24 expands on the previous one, mapping QSDLC phases to the
vulnerabilities in each phase. The key observations include:

• Development Phase: It is the primary contributor to quantum-specific
challenges, accounting for 147 instances, contributing to issues related to
quantum state and operator accuracies, gate and circuit operation issues,
mathematical accuracies, code efficiency, and configuration issues, among
others.

• Testing Phase: With 62 instances, these vulnerabilities are frequently
linked to issues such as quantum gate accuracy, optimization challenges,
clarity in quantum circuit representation, and quantum testing-related
issues.

The interconnected nature of vulnerabilities is evident, with issues originating
in the development phase cascading into other stages, such as testing and
implementation. This highlights the importance of addressing vulnerabilities
early to prevent them from dispersing throughout the lifecycle. Implementing
stringent quality checks and integrating privacy and security measures from
the design phase can help minimize quantum vulnerabilities throughout the
QDLC.

Figure 4.25 provides a comprehensive view of how different phases of the QDLC
align with specific Privacy by Design (PbD) and Security by Design (SbD)
principles. It illustrates which phases are most involved in implementing these
principles and highlights areas where more attention is needed to enhance
privacy and security in quantum software development.
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Figure 4.24: Mapping of QDLC phases with Vulnerability
Patterns

The key insights include:

• Development Phase: The development phase is strongly connected to
multiple PbD and SbD principles, with 147 instances indicating significant
challenges in aligning with privacy and security best practices during
code construction.

• Testing Phase: Accounting for 62 instances suggests that this stage is
important in ensuring that privacy and security measures are properly
validated and enforced throughout the QDLC lifecycle.

• P5 (End-to-End Security): P5 or End-to-End Security – Full Lifecycle
Protection is the most frequently represented principle, with 87 instances,
highlighting the need for maintaining strong security from start to finish
throughout the QDLC.

• S2 (Establish secure defaults): The frequent representation of S2 em-
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phasizes ensuring that all default settings are secure in the application,
especially during phases like development, where changes are more fre-
quent and could inadvertently introduce risks.

This analysis emphasizes integrating PbD and SbD principles throughout
all QSDLC stages to ensure robust quantum software development. Both
development and testing phases reveal inconsistent application of PbD and SbD
principles, indicating that stronger adherence to these principles is required to
improve privacy and security during development and testing.

Figure 4.25: Mapping of QDLC phases with PbD and SbD
Principles

The heatmap in Figure 4.26 illustrates the relationship between various quantum
bug patterns and their violations of Privacy by Design (PbD) principles, offering
insights into privacy compliance challenges in quantum software development.
The principal points include:

• Logic Bugs : Logic Bugs show the highest frequency of violations, particu-
larly against P5 (End-to-End Security) with 19 instances, suggesting the
importance of addressing logic issues for maintaining strong security.

• Gate Bugs : Gate Bugs are frequent, especially linked to P5 and P2 (Pri-
vacy as the Default Setting), highlighting gate operations as a vulnerable
area that needs attention for maintaining privacy and security.

• Calculation Bugs : Calculation Bugs also pose significant concerns, with 10
instances affecting P5, underscoring the need for secure implementation
of quantum calculations.

• Consistency Bugs: Consistency Bugs frequently violate P1 (Proactive
not Reactive; Preventive not Remedial), emphasizing the importance of
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consistency in ensuring proactive privacy measures.

• State Management Bugs and Test Bugs : These bugs contribute notably
to violations of P2 and P5, showing that improving state handling and
implementing failsafe testing mechanisms are crucial for better privacy
compliance.

The heatmap identifies which bug types pose the greatest risks to privacy
compliance, providing actionable insights for enhancing quality across the
software lifecycle. The findings from the PbD heatmap highlight areas where
privacy measures need strengthening in quantum software development. By
focusing on bug patterns that frequently violate P5 (End-to-End Security) and
P2 (Privacy as the Default Setting), developers can ensure privacy protections
are systematically integrated. Prioritizing gate operations, logic management,
and calculation handling will help improve compliance with privacy principles,
ultimately enhancing user trust and reducing the risk of privacy issues in
quantum systems.

Figure 4.26: Heatmap of PbD in Bug Patterns

Figure 4.27 illustrates how different quantum bug patterns correspond to
violations of Security by Design (SbD) principles. It offers insights into which
bug types are most commonly associated with non-compliance, helping to
prioritize areas for security enhancement. The key observations include:

• Logic Bugs : Logic bugs are highly associated with violations across several
SbD principles, particularly S5 (Fail securely), with six instances, and
S1 (Minimize Attack Surface Area), with 11 instances. This suggests
strengthening defensive measures and reducing attack surfaces when
handling logic.
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• Calculation Bugs : These have eight instances linked to S1 and seven to S2
(Establish Secure Defaults), indicating a need for secure configurations
and minimizing risks during quantum calculations.

• Gate Bugs : Gate-related bugs frequently violate S1, S2, and S4 (Defence
in depth), with 5, 6, and 5 instances, respectively. This underscores the
challenges associated with quantum gate operations and the importance
of robust defenses.

• Import Bugs: 7 instances of import bugs violate S2, suggesting that
improper imports can lead to insecure defaults, which need careful man-
agement.

• Operator and Qubit Bugs: These are often associated with S4 and S5
(Fail Securely), highlighting issues in safely managing quantum outputs
and operations.

• Testing Bugs: Testing-related bugs have three instances tied to S1 and
S5, indicating a need for secure testing processes to ensure resilience.

These findings have significant practical implications for quantum software
development. Ensuring compliance with S1, S2, S4, and S5 at different stages
of development can reduce the risk of security breaches and operational failures.
Moreover, the emphasis on secure defaults, defense in depth, and secure testing
helps facilitate a proactive security culture, ultimately leading to more robust
quantum systems that can withstand evolving threats.

Figure 4.27: Heatmap of SbD in Bug Patterns

In Summary, the analysis reveals significant relationships between bug patterns,
vulnerabilities, QDLC phases, and PbD/SbD principles. For instance, the
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development phase contributes heavily to vulnerabilities, especially those tied
to End-to-End Security, Minimization of attack Surface Area, or Establishing
secure defaults underlining the need for early, proactive measures in the Quan-
tum Development Lifecycle(QDLC). These findings offer crucial insights for
development teams to preemptively address issues throughout the Quantum
Development Life Cycle (QDLC), minimizing vulnerabilities before they be-
come problems in the product. Moreover, these insights can help implement
Quantum Privacy-Oriented Software Development (QPOSD) [65] by leveraging
the interrelationships among quantum bugs, bug patterns, and vulnerabilities
to build secure and privacy-conscious quantum systems.

4.4.2 Case Studies

In this section, we explore five case studies drawn from different quantum soft-
ware projects on GitHub. Our goal is to showcase the practical implementation
of privacy and security principles using real code examples. For each case, we
created a testing scenario to assess the code both before and after applying the
proposed fix. The case studies illustrate the value of integrating privacy and
security considerations early in the development process, ultimately enhancing
software reliability and trustworthiness.

Case Study 1: Logic check for unsupported orbital configurations
In the before-fix version, error messages were generic, failing to clarify unsup-
ported scenarios specifically, which could lead to misinterpretation. The after-fix
implementation introduces precise error messages that provide context, clearly
indicating why certain configurations are invalid. We present a screenshot
(Figure 4.28) demonstrating the enhanced validation in action, showcasing how
the updated logic effectively flags unsupported orbital configurations during
the development phase, providing developers with immediate and actionable
feedback. (UUID - https://github.com/qiskit-community/qiskit-nature/...)

Test Scenarios

• Scenario 1 : Both particle counts are equal to num_spatial_orbitals,
which should raise the first ValueError in the updated logic.

• Scenario 2 : One of the particle counts exceeds num_spatial_orbitals,
triggering the second ValueError in the updated logic.

Expected Output:

• Before fix : Scenario 1 might not raise an error or raise generics error as it
doesn’t handle fully occupied configurations explicitly, whereas Scenario
2 should raise an error due to the particle count exceeding the orbitals.

• After fix : Both scenarios should raise appropriate errors with specific
messages according to the updated checks.



CHAPTER 4. EXPERIMENTS AND RESULTS 163

Figure 4.28: Logic check for unsupported orbital configurations

PbD Principle P5: End-to-End Security
The fix ensures that error handling is robust and covers all possible configuration
issues, which helps prevent issues from occurring at runtime.

SbD Principle S1: Minimize Attack Surface
By checking for unsupported configurations early, the fix prevents the system
from reaching potentially insecure states due to invalid configurations. The code
change fixes error handling by adding validation checks for specific configurations
in the Unitary Coupled Cluster (UCC) circuit.

This change enhances code robustness during the development phase by adding
precise validation to flag unsupported configurations with a clear ValueError.
By proactively preventing incorrect orbital setups, it allows developers to
efficiently identify and resolve issues, contributing to a more reliable UCC
ansatz. These checks ensure the code handles all possible scenarios gracefully,
improving security, functionality, and overall reliability.

Case Study 2: Dependency support fix for custom gate sets
The bug fix introduces a basis_gates parameter to limit allowed gates, pre-
venting unsupported gates from being used. It also inlines initialization gates
and converts control-flow operations into secure "mark and jump" instructions,
enhancing configurability and security in circuit compilation. We provide a
screenshot (Figure 4.29) showing the application of the basis_gatesparameter
in action, demonstrating how unsupported gates are filtered during circuit
assembly. (UUID - https://github.com/Qiskit/qiskit-aer/...)

Test Scenarios

• Scenario 1 : Basic compilation without any restrictions on gates or inline
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initialization.

• Scenario 2 : Compilation restricted to only h and x gates using basis_gates.
The circuit contains a cx gate, so this should fail.

• Scenario 3 : Compilation allowing h, x, and cx gates using basis_gates,
which should succeed.

• Scenario 4 : Full test with all features enabled, including inline initial-
ization and control-flow handling, but with restricted gates to verify
flexibility.

• Scenario 5 : Full test with all gates allowed, verifying the functionality of
inline initialization and control-flow conversion.

Expected Output

• Scenario 1: Succeeds with no gate restrictions.

• Scenario 2: Fails because cx gate is not in basis_gates.

• Scenario 3: Succeeds as all gates in the circuit are permitted.

• Scenario 4: Demonstrates inline initialization and control-flow handling,
but will fail if unsupported gates are used.

• Scenario 5: Succeeds with all features enabled and no gate restrictions.

Generalized Fix

• Basis Gate Filtering : Added support for an optional basis_gates parame-
ter to the assemble_circuit method. This enables defining an allowed set
of gates for the circuit, which enhances control and ensures incompatible
gates are filtered out. This results in more precise gate usage during
compilation.

• Inline Initialization and Control Flow Conversion: The fix includes inlin-
ing gate initialization and converting high-level control-flow instructions
into simpler ones. This approach allows the compiler to manage com-
plex circuit features more effectively, making the circuit compatible with
backends that do not support high-level features.

PbD Principle P3 - Privacy Embedded into Design
Introducing basis_gates and inline initialization helps embed privacy by al-
lowing the restriction of circuits to necessary operations, reducing unnecessary
exposure during compilation.
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Figure 4.29: Dependency support fix for custom gate sets

SbD Principle S1 - Minimize Attack Surface Area
Limiting the allowed gates and simplifying control flow helps reduce the attack
surface, decreasing vulnerability risks by focusing only on essential operations.

The updated functionality allows specifying a restricted set of basis gates when
assembling quantum circuits, adding flexibility and accuracy to the process.
Developers can now control which gates are used, ensuring compatibility with
the Aer simulator. This change is crucial in the development phase to meet
functional requirements and ensure robustness by controlling circuit configura-
tions precisely. The added flexibility aids in avoiding unsupported gate setups,
improving both the code’s reliability and maintainability.

Case Study 3: Circuit handling fix for better measurement and reuse
The code commit resolved an issue related to quantum circuit handling in
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the SamplerQNN class. Previously, the class copied the circuit and applied
measurements if it lacked classical bits, which could lead to discrepancies,
especially for reparameterized circuits. The fix introduces _org_circuit to
preserve the original circuit, while a reparameterized version (_circuit) is
created only when needed for calculations, ensuring consistency throughout
the computation process. In the case study, a screenshot is provided to show
how the _org_circuit remains intact, while _circuit is used for processing,
effectively demonstrating the fix’s impact on maintaining the original circuit’s
state (Figure 4.30). (UUID - https://github.com/qiskit-community/qiskit-
machine-learning/...)

Test Scenarios

• Initial Circuit without Measurement: Display the original circuit to verify
no modifications or measurements are present.

• Circuit After Measurement Addition: Check how measurements are added
without affecting the original circuit.

• Circuit Modification: Apply a Hadamard gate to the circuit, verifying that
modifications affect only the reparameterized circuit while the original
remains intact.

• Output Shape Calculation: Confirm that the output shape calculation
uses the correct circuit based on the number of qubits.

Expected Output:

• Initial Circuit without Measurement

– Before Fix: The circuit does not preserve its original state before
modifications.

– After Fix: _org_circuit retains the original, unaltered circuit.

• Circuit After Measurement Addition

– Before Fix: Measurements are added to the only reference available,
altering the original circuit.

– After Fix: Measurements are added to _circuit, but _org_circuit
remains unchanged.

• Circuit Modification:

– Before Fix: Modifications apply directly to the single reference
available.

– After Fix: Changes affect _circuit only, leaving _org_circuit un-
changed.

• Output Shape Calculation: Before and After Fix: The output shape is
calculated based on whether the circuit is measured or unmeasured.
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PbD Principle P3 - Privacy Embedded into Design
The change enhances circuit handling by embedding privacy-conscious design,
keeping the original circuit intact. Treating the original circuit as immutable
minimizes risks of unintended manipulation, aligning with P3 by maintaining
data integrity.

SbD Principle S2 - Establish Secure Defaults
Preserving the unmodified circuit as _org_circuit establishes a secure default,
ensuring the original data is not inadvertently changed. This aligns with S2 by
reducing the risk of unintentional modifications.

This update improves circuit handling in Qiskit Machine Learning by in-
troducing a dedicated _org_circuit attribute, which preserves the original
configuration while allowing changes to be made on a reparameterized ver-
sion (_circuit). This separation is crucial during the Requirements Phase,
where defining and preserving initial configurations is essential to ensure circuit
integrity for later design and testing stages.
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Figure 4.30: Circuit handling fix for better measurement and
reuse

Case Study 4: Circuit optimization fix with consistent functional transforma-
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tions
The changes involve updating the syntax for Cirq functions used to optimize
and process quantum circuits. Specifically, the code now uses functions that
return a modified circuit rather than modifying it in place. In the case study, a
screenshot (Figure 4.31) is included to demonstrate the functional transforma-
tion of circuits before and after applying the fixes, showing the clear distinction
in circuit handling. (UUID - https://github.com/quantumlib/ReCirq/...)

Test Scenarios

• Scenario 1: Initial Circuit without Optimization; display the original
circuit before any optimizations.

• Scenario 2: Optimize the Circuit (Merge single-qubit gates, remove empty
moments, align measurement at the end)

• Scenario 1: The circuit remains unchanged before any optimizations, both
before and after the fix.

• Scenario 2: Gates are merged using a functional transformation, empty
moments are removed, and measurements are aligned correctly; the circuit
is fully optimized.

PbD Principle P5 - End-to-End Security – Full Lifecycle Protection
The updated functions ensure consistent circuit optimizations throughout the
development process, minimizing errors during both compilation and runtime
phases.

SbD Principle S2 - Establish Secure Defaults
The revised methods set secure optimization defaults during compilation,
ensuring reliable circuit processing using secure configurations.

SbD Principle S4 - Defense in Depth
Switching from in-place modifications to functional transformations improves
control over quantum circuit states. This aligns with a layered security approach,
adding verification and reducing unexpected behaviors, making circuits more
resilient to errors and improves robustness during execution.

The Testing Phase linked changes provide a structured framework for validating
functions and ensuring circuit integrity before deployment. This approach
reduces runtime errors and ensures consistent quantum gate operations and
measurements, leading to more reliable quantum systems.

Case Study 5: Fix logic for improved circuit decomposition control
The fix enhances the compilation transformation process by replacing the expand
method with the decompose function and refining the stopping criteria. In the
case study, we provide a screenshot (Figure 4.32) demonstrating the circuit trans-
formations before and after applying the changes, highlighting the difference in
decomposition handling. (UUID - https://github.com/PennyLaneAI/pennylane/...)

Test Scenarios
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Figure 4.31: Circuit optimization fix with consistent functional
transformations

• Scenario 1: Compile a Circuit Using a Custom Basis Set - Compile
a circuit using a basis set that only allows certain gates (e.g., CNOT,
RX, RY). Check if the compiler respects this basis set and the final
circuit contains only the specified basis gates, with others decomposed
appropriately, while undecomposable gates are left intact.

Expected Output

• Original Circuit Creation: Create the original circuit using qfunc(x, y, z).

• Before Fix: The compiled circuit remains unchanged, reflecting no opti-
mizations.

• After Fix: The compiled circuit shows an optimized structure, possibly
with reduced or reordered gates.

PbD Principle P2 - Privacy as the Default Setting This fix ensures
that circuit compilation respects privacy by restricting transformations to a
defined basis set and stopping decomposition for operators that should remain
unchanged, offering control and predictability over the process.

SbD Principle S2 - Establish Secure Defaults By introducing a stopping
condition, the fix sets a secure compilation default, safeguarding operations
that cannot be decomposed, thus restricting modifications to those that are
safe.

During the Design Phase, this fix refines circuit compilation at a foundational
level, influencing the behavior of all circuits compiled with this method. By
adding conditions and constraints, it ensures that design requirements for
controlled decompositions are consistently met.

These findings offer crucial insights for development teams to preemptively
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Figure 4.32: Fix logic for improved circuit decomposition control

address issues throughout the Quantum Development Life Cycle (QDLC),
minimizing vulnerabilities before they become problems in the product. More-
over, these insights can help implement Quantum Privacy-Oriented Software
Development (QPOSD) by leveraging the interrelationships among quantum
bugs, bug patterns, and vulnerabilities to build secure and privacy-conscious
quantum-hybrid systems.



Chapter 5

Conclusion, Limitation, and Future

Work

This chapter presents the conclusions of the aforementioned models, frameworks
and experiments based on them, and delineates its limitations and probable
future research directions.

5.1 Conclusion

Quantum Software Engineering (QSE) represents an emergent and rapidly evolv-
ing discipline that leverages the foundational principles of quantum mechanics
to offer fundamentally distinct and efficient resolutions to extant challenges,
utilizing quantum computing through established software engineering method-
ologies for the development, validation, and maintenance of quantum software
systems. Nevertheless, the swift evolution of these paradigms is accompanied by
intrinsic security and privacy dilemmas. As a wholly novel paradigm, Quantum
Computing is exceptionally susceptible to errors and hardware-related issues,
such as side-channel energy leakage, shuttling, and decoherence. Additionally,
the adaptation of quantum technologies to align with classical systems poses sig-
nificant challenges, rendering them vulnerable to cyber threats. Consequently,
this thesis seeks to investigate and critically analyze the current QSE frame-
works concerning security and privacy while proposing innovative strategies to
mitigate risks and threats associated with quantum and hybrid systems.

We presented the frameworks and models developed in the purview of the
comprehensive investigation in the area of implementing QSE for security
and privacy, we well as security and privacy in QSE following the Research
Questions 1.1, 1.2, and 1.3. We presented an extensive systematic literature
review investigating the existing empirical evidence regarding the definition
and implementation of Quantum PbD and SbD that fulfills the guidelines of
privacy and security provided in the Talavera Manifesto [59]. We analyzed
the existing state-of-the-art Quantum PbD and SbD in the area of QSE and
identified the challenges in the area. We collected empirical evidence from
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all studies in Quantum Software Engineering published until now. The most
popular empirical strategy was experimentation, the technology/methodology
was Quantum Key Distribution, the software engineering implementation phase
was design and development, and the applied research area was computer science.
For researchers and practitioners, these observations likely stem from the need
to test and validate hypotheses, methods, or technologies. The emphasis on
the design and development phases of software engineering, especially within
computer science, signifies the attention to the area where most practical and
theoretical efforts are concentrated.

The results of this step led to establish QuIPS framework, a structured approach
to integrating Privacy by Design (PbD) and Security by Design (SbD) in QSE,
emphasizing their role in the Quantum Development Lifecycle (QDLC). QuIPS
provides a roadmap for developing quantum-secure software that aligns with
emerging security standards.

We followed the QuIPS framework to explore Research Questions 2.1, 2.2, and
2.3 by presenting methodologies for integrating security and privacy in QSE. In
the automotive sector, we present a comparison of QBoost and SVC in terms
of classification and time performance using an advanced automotive cyberse-
curity dataset. QBoost, a quantum boosting algorithm, significantly enhances
training and testing times, even with complex datasets like Fuzzy, compared to
SVC. The research addresses the real threat of fuzzing attacks on in-vehicle
CAN bus systems and proposes a Quantum Intrusion Detection System (IDS)
for rapid attack identification. QBoost employs One-vs-Rest techniques for
multi-classification, and the IDS can query the automotive attack taxonomy,
AAD, to retrieve attack descriptions using a pre-trained Sentence Transform-
ers model. This model extracts key details from the National Vulnerability
Database (NVD), aiding automotive developers in addressing vulnerabilities.
Additionally, a vision model is introduced for classifying cyberattack types in
the automotive sector, offering strategies to support developers throughout the
software development lifecycle.

We introduce a Hybrid Quantum-Classical Architecture for Smart Cities that
combines D-Wave Leap Quantum Cloud (DLQC) with IBM QRadar SIEM
for enhanced security surveillance. The framework features an Integrated
Security Dashboard for real-time insights on security incidents from both
systems. Performance metrics show that the Quantum Machine Learning
algorithm QBoost outperforms the Random Forest algorithm, detecting threats
over 70% faster. The Intrusion Detection System (IDS) implemented here
also demonstrated versatility across different urban scenarios. A comparative
analysis of QML algorithms, including QBoost, Variational Quantum Classifier
(VQC), and PegaSoS Quantum Support Vector Classification (QSVC), indicates
QBoost as the most effective classifier within the proposed framework.

To bolster cybersecurity education, we presented ICSEQAI, a vision model
where industry rules, standards, and information about existing vulnerable
software components can be formulated as optimization problems and trained on
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QAI models to support the development and testing phase in the organization.

Further, we also present two extremely important works on the proposal of
security and privacy oriented quantum software engineering. We presented
Quantum Privacy-Oriented Software Development (QPOSD), a method that in-
tegrates privacy and security into the Quantum Development Lifecycle (QDLC).
QPOSD comprises five key components: QPbD Principles, Quantum Privacy
Design Strategies, Quantum Privacy Patterns, Quantum Bugs/Vulnerabilities,
and Context, which together form the Quantum Privacy Knowledge Base
(QPKB) to guide development. Extending from that we also presented a
methodology for analyzing code commits from major open-source quantum
projects on GitHub is included, showing links between bug patterns, vulnerabil-
ities, QDLC phases, and privacy/security principles. The results suggest that
the development phase greatly affects vulnerabilities, particularly concerning
End-to-End Security, Minimization of Attack Surface Area, and Establishing
Secure Defaults, highlighting the need for early proactive measures in the
QDLC.

Finally, we presented a unified framework combining DevSecOps, MLOps, and
SCRUM for Quantum Software Engineering, which exploits the principle ideas
of the aforementioned frameworks and proposes a framework that continuously
integrates security and privacy requirements throughout the lifecycle of the
application. The framework emphasizes the importance of collaboration among
cross-functional teams, ensuring that security considerations are continuously
integrated at every step of the developmental process.

5.2 Limitation

Despite the significant advances introduced by the QuIPS framework, there
are inherent limitations in integrating Privacy by Design (PbD) and Security
by Design (SbD) principles into Quantum Software Engineering (QSE).

Firstly, the constraints of current quantum hardware present considerable
challenges. Quantum systems are still in their nascent stages, with instability,
error-prone qubits, and limited quantum error correction capabilities mak-
ing reliable implementation of PbD and SbD difficult. Issues such as qubit
decoherence and side-channel vulnerabilities add additional layers of complex-
ity, requiring further technological advancements to achieve stable security
solutions.

Secondly, the integration of quantum and classical systems results in hybrid
architectures that are susceptible to security vulnerabilities on both sides.
Classical bugs can easily propagate into quantum operations, compromising the
entire system. Maintaining consistent security measures across these disparate
paradigms is an ongoing challenge that requires specialized tools and approaches.

Additionally, adapting classical security and privacy models to quantum contexts
is not straightforward. The differences in data representation, quantum state
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evolution, and the probabilistic nature of quantum algorithms complicate
the direct application of classical frameworks, often necessitating extensive
modifications or entirely new models.

Furthermore, the evolving quantum threat landscape means that security and
privacy concerns must constantly adapt. Quantum systems are characterized
by rapidly changing technology, which leads to continuous shifts in the asso-
ciated vulnerabilities. As quantum hardware and algorithms evolve, security
frameworks must be agile enough to evolve in tandem, which adds to their
maintenance complexity.

Lastly, there is a lack of empirical validation and standardization in current
QSE practices for integrating PbD and SbD. Without comprehensive validation
across different quantum hardware platforms and diverse application domains,
establishing consistent and effective security and privacy measures remains
challenging.

These limitations highlight the need for continued research, adaptation of
existing models, and the development of new frameworks to fully realize secure
and privacy-preserving quantum software systems.

Moreover, some of the datasets utilized in this research contain synthetic data,
which might have adverse impacts on the attained quality and time efficiency.
Therefore, further research on real datasets is suggested for validation. Some
experiments on quantum circuits and quantum machine learning algorithms
were performed on simulated location machines, which might have given ideal
solutions. However, real solutions on quantum backends are noisy and error-
prone.

5.3 Future Work

The future research directions stem from the outcomes of the research carried
out henceforth and from the limitations. Firstly, in the future a secure data
communication between various data sources and the proposed Quantum
as a Service (QaaS) architecture can be implemented using quantum key
distribution (QKD). This advanced cryptographic technique leverages the
principles of quantum mechanics to create secure communication channels
that are theoretically immune to eavesdropping. Diving deeper into quantum
security, it becomes increasingly pertinent to explore the potential for enhancing
Intrusion Detection Systems (IDS) by incorporating a wider array of attack
scenarios, such as zero-day attacks. By integrating diverse range quantum
solutions into these systems, we can significantly bolster their resilience against
sophisticated cyber threats, thereby creating a more robust security framework.

Moreover, by utilizing datasets from various domains such as mobility, envi-
ronmental monitoring, economic trends, and governance, we can investigate
whether quantum models can be generalized across these diverse fields. This
interdisciplinary approach could unveil insights into the applicability of quan-
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tum algorithms, particularly in classification and optimization tasks, across a
spectrum of sectors and real-world situations.

Additionally, the development of Privacy Patterns for quantum software rep-
resents a critical area of focus. These patterns could encompass a range of
strategies aimed at safeguarding user privacy within quantum systems. For
instance, privacy-preserving optimizations of quantum circuits could ensure
that sensitive data remains confidential during processing. Secure handling of
quantum gate operations would mitigate risks associated with unauthorized
access, while privacy-conscious measurement techniques could prevent the leak-
age of information during the quantum measurement process. By embedding
these privacy and security measures into the fabric of quantum software, we
can create a more secure and trustworthy environment for the deployment of
quantum technologies.
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Appendix A

Quantum and Quantum-Resilient

Protocols

A.1 Algorithms and Security Aspects

As quantum algorithms continue to advance, they introduce both unprecedented
capabilities and critical security and privacy challenges. While some algorithms
pose threats to traditional cryptographic systems, others expose vulnerabilities
in quantum and hybrid software architectures.

A.1.1 Shor’s Algorithm

Capable of efficiently factoring large integers, Shor’s algorithm [34, 82] threatens
the security of RSA and other public-key cryptosystems that rely on the
difficulty of factorization. Shor’s algorithm solves the factorization problem
using quantum mechanics principles, specifically through the use of quantum
bits (qubits) and quantum entanglement. We present a simplified overview of
how it works below:

• Quantum Superposition: Begins by placing qubits into a superposition
of states, allowing the algorithm to explore multiple possibilities simul-
taneously, unlike classical algorithms that process one possibility at a
time.

• Period Finding : The core involves finding the period of a specific function
related to the number to be factored. This is done using quantum Fourier
transform, which enables the extraction of periodicity efficiently.

• Measurement : The qubits are then measured. This measurement collapses
the superposition into a definite state, revealing information about the
period of the function.

• Classical Post-Processing : Once the period is determined, classical algo-
rithms are used to derive the prime factors from this information. This
step is significantly faster than classical factorization methods.

206



APPENDIX A. QUANTUM/RESILIENT PROTOCOLS 207

A.1.2 Grover’s Algorithm

Provides a quadratic speedup for unstructured search problems, impacting
symmetric key cryptosystems like AES by reducing their effective key length
[35]. This algorithm fundamentally changes how we approach searching through
unsorted databases or solving certain types of problems. Presented below is a
simplified overview of how Grover’s algorithm works.

• Unstructured Search Problem: In classical computing, searching for a
specific item in an unsorted database of N items requires, on average,
N/2 queries to find the target item, and in the worst case, N queries.
Grover’s algorithm, however, allows a quantum computer to find the
target item in about

√
N queries, providing a quadratic speedup.

• Quantum Superposition: Grover’s algorithm leverages the principle of
superposition, and initializes a set of qubits into a superposition state
that represents all possible entries in the database.

• Oracle Function: The core of Grover’s algorithm is the Oracle function,
which is a black-box function that can identify the correct answer. When
the algorithm queries the oracle, it marks the correct solution by flipping
the sign of its amplitude. This operation does not reveal the solution
directly but allows the algorithm to distinguish the correct answer from
incorrect ones.

• Amplitude Amplification: After marking the correct answer, Grover’s
algorithm amplifies the probability amplitude of the marked state. This
is done through a series of operations that involve:

o Inversion about the mean: This step increases the amplitude of the
correct solution while decreasing the amplitudes of the incorrect
ones.

o Repeating the process: The marking and amplification steps are
repeated approximately π

4

√
N times. With each iteration, the prob-

ability of measuring the correct solution increases.

• Measurement : Once the iterations are complete, the algorithm measures
the qubits. Due to the amplification process, the measurement will yield
the correct answer with high probability.

Impact on Cryptosystems: The implications of Grover’s algorithm extend
to symmetric key cryptosystems, such as the Advanced Encryption Standard
(AES). Since Grover’s algorithm can effectively reduce the key length needed for
security, it poses a significant threat to the strength of symmetric encryption.
For instance, if a symmetric key length is k, Grover’s algorithm would allow
an attacker to find the key using 2k/2 operations instead of 2k. This effectively
halves the security level of the encryption, meaning that a 128-bit key would
offer security comparable to a 64-bit key against a quantum adversary.
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A.1.3 Quantum Annealing

This approach can transform cryptographic problems into QUBO formats that
quantum annealers can solve more efficiently, posing risks to algorithms like
SHA-256 and AES [83]. The process can be summarized as follows:

• Representation as Boolean Expressions: Cryptographic algorithms fre-
quently encompass a series of intricate Boolean operations. The initial
phase in the transformation process entails articulating these operations
as Boolean expressions. For instance, operations within algorithms such
as AES incorporate substitutions and permutations that can be delineated
in terms of Boolean algebra.

• Linearization of Boolean Expressions: The Boolean expressions are sub-
sequently linearized. This process involves the conversion of Boolean
operations into algebraic forms that can be articulated as linear equations.
This phase is pivotal as it transposes the non-linear characteristics of
cryptographic operations into a format that can be processed by quantum
annealers.

• QUBO Formulation: Ultimately, these equations are converted into a
QUBO problem. It is designed to minimize a quadratic function of
binary variables, which precisely corresponds to the type of problem that
a quantum annealer can resolve with efficiency. This phase frequently
necessitates the introduction of penalty terms to guarantee that the
resolution of the QUBO problem aligns with a solution to the original
cryptographic problem.

A.1.4 Quantum Key Distribution (QKD)

Quantum Key Distribution (QKD), a seminal technology in data transmission
secuiryt, leverages quantum mechanics to establish secure communication
channels that are theoretically immune to eavesdropping, offering a promising
solution for future-proof encryption [60]. QKD systems utilize the principles
of quantum entanglement and superposition to enable two parties to share
encryption keys securely, ensuring that any attempt at interception can be
detected immediately [84].

Quantum Key Distribution was used as a principal research component on
numerous occasions like a cloud-based Smart Grid Advanced Metering Infras-
tructure system model utilizing QKD cryptography to enhance cloud-based
SG AMI security [175], a scalable QKD-based system enabling secure multi-
site communication compatible with various QKD technologies [171], and a
real-time JAVA implementation of the software needed to complete a QKD
protocol along with a modified version of Cascade algorithm [152].

The essence of QKD lies in its ability to securely distribute cryptographic keys
between two parties, commonly referred to as Alice and Bob, over an insecure
channel. Eavesdropping attempts by a third party (Eve) can be detected due
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to the unique properties of quantum mechanics, particularly the no-cloning
theorem and the measurement disturbance principle.

QKD protocols typically rely on transmitting quantum states, such as photons,
which encode information in properties like polarization or phase. The security
of these protocols arises from the fact that any attempt to measure or copy
these quantum states disturbs them, thereby alerting Alice and Bob to potential
eavesdropping.

The mathematical foundation of QKD is rooted in quantum information theory
and linear algebra. Several protocols have been developed, each with unique
approaches to secure key distribution.

The BB84 Protocol, introduced by Bennett and Brassard in 1984, is a simple
yet widely used QKD protocol [85]:

• Quantum States: Information is encoded in qubits using two comple-
mentary bases, such as the rectilinear (|0ð and |1ð) and diagonal (|+ð and
|−ð) bases.

• Key Distribution:

– Alice randomly chooses a basis for each bit and prepares qubits
accordingly.

– Bob also randomly chooses a basis to measure each received qubit.

– Due to the principles of quantum mechanics, Bob’s measurement
outcomes are accurate only when his chosen basis matches Alice’s
preparation basis.

• Error Detection:

– After transmission, Alice and Bob publicly compare a subset of their
basis choices. If the bases match, those bits are kept; otherwise,
they are discarded.

– Any discrepancies indicate potential eavesdropping, prompting Alice
and Bob to discard the key.

• Privacy Amplification: To mitigate information leakage to Eve, Alice,
and Bob perform privacy amplification using hash functions to generate
a shorter, secure key.

The B92 protocol, proposed by Bennett in 1992, simplifies BB84 by using
only two non-orthogonal quantum states for encoding information:

• Quantum States: The states used are |0ð and |+ð.
• Key Distribution:

– Alice prepares qubits using one of the two states (|0ð or |+ð) and
sends them to Bob.
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– Bob uses a single measurement basis to detect the states. If Bob
detects a definitive state (e.g., |0ð or |+ð), he records the bit; if his
measurement results in ambiguity, the bit is discarded.

• Eavesdropping Detection: As in BB84, Alice and Bob compare a
subset of the transmitted bits to detect errors caused by potential eaves-
dropping.

The simplicity of B92 reduces resource requirements while maintaining the core
principles of QKD security. However, it relies heavily on accurate detection of
the quantum states to ensure robustness [86].

The E91 protocol, developed by Ekert in 1991, leverages quantum entangle-
ment to establish a secure key:

• Quantum Entanglement: Alice and Bob share entangled pairs of
qubits, generated by a trusted source or through quantum communication
channels.

• Measurement Correlations:

– Each party independently performs measurements on their respective
qubits using randomly chosen bases (e.g., rectilinear or diagonal).

– Due to entanglement, the measurement outcomes exhibit strong
correlations that can be used to generate a shared secret key.

• Eavesdropping Detection: To detect eavesdropping, Alice and Bob
test the violation of Bell’s inequalities. If the correlations deviate from
expected quantum predictions, the presence of an eavesdropper is inferred.

E91 is significant because it ties the security of QKD to fundamental tests of
quantum mechanics, providing both practical key distribution and a tool to
explore the nature of entanglement [87].

Security Guarantees
The security of QKD protocols like BB84, B92, and E91 is based on quantum
mechanics rather than computational assumptions. Even a quantum eavesdrop-
per cannot intercept or replicate the transmitted qubits without introducing
detectable errors. The no-cloning theorem, which states that it is impossible to
create an identical copy of an unknown quantum state, ensures the integrity of
the transmitted key [89].

Real-World Implementations
QKD has transitioned from theoretical frameworks to practical implementations
using optical fiber and satellite-based systems. For instance:

• The Micius satellite successfully demonstrated QKD over long distances,
paving the way for global quantum communication [88].

• Companies like ID Quantique and Toshiba have developed commercial
QKD systems for secure enterprise communication [89].
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Challenges and Future Directions
Despite its promise, QKD faces practical challenges:

• Cost and Scalability: Implementing QKD requires specialized hardware,
such as single-photon sources and detectors.

• Distance Limitations: Signal loss in optical fibers limits the effective
range of QKD, although solutions like quantum repeaters are being
explored.

• Integration with Classical Networks: Seamlessly integrating QKD
into existing communication infrastructures is an ongoing area of research.

Future advancements in quantum technologies and protocols are expected to
address these challenges, making QKD a cornerstone of secure communication
in the quantum era.

A.2 Quantum-Resistant Cryptography

As quantum computing progresses, traditional cryptographic systems face
an existential threat, particularly those relying on factorization and discrete
logarithm problems. To safeguard digital security in the quantum era, quantum-
resistant cryptographic approaches are being actively researched and standard-
ized. These methods leverage mathematical problems believed to be intractable
for quantum algorithms, ensuring long-term security. Lattice-based, hash-
based, multivariate, and code-based cryptography offer viable alternatives, each
with distinct strengths and challenges. As global initiatives like NIST’s post-
quantum cryptography standardization continue, developing efficient, scalable,
and quantum-secure cryptographic solutions remains critical for the future of
secure communication and digital infrastructure.

• Lattice-Based Cryptography: Offers strong resistance to quantum
attacks by relying on the hardness of lattice problems, which are believed
to be secure against quantum algorithms [100]. It supports essential
cryptographic primitives such as encryption, digital signatures, and key
exchange, making it vital for secure communication in a quantum context
[101, 102]. Notable schemes like NTRU, Ring-Lizard, and Kyber have
demonstrated significant potential in safeguarding digital infrastructures
and enhancing blockchain privacy through linkable ring signature schemes
[103, 102, 104]. Ongoing research and NIST’s standardization efforts
highlight its importance for future secure digital communication. Its
versatility and efficiency make it suitable for both small embedded systems
and large-scale cloud computing, positioning it as a leader in cryptographic
research amidst the rise of quantum computing [102].

• Hash-Based Cryptography: Utilizes secure hash functions to cre-
ate secure digital signatures, providing a quantum-resistant alternative
to traditional methods [105]. It addresses vulnerabilities in traditional
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systems, such as those based on integer factorization and discrete loga-
rithms, which are susceptible to quantum algorithms like Shor’s algorithm
[103]. Notably, the SPHINCS+ scheme is a stateless hash-based signature
recognized for its quantum resistance and is a candidate in the NIST post-
quantum cryptography competition [106]. These cryptographic methods
ensure security against quantum chosen message attacks and are appli-
cable in various contexts, including digital signatures and designated
verifier signature schemes, enhancing privacy in sensitive applications like
electronic voting [107, 108]. Despite its advantages, hash-based cryptog-
raphy faces challenges in implementation complexity and computational
efficiency, however, it plays a crucial role in developing secure systems for
the quantum era [109, 110].

• Multivariate and Code-Based Cryptography: Multivariate and
code-based cryptography are two promising approaches in the realm of
quantum-resistant cryptography, designed to withstand the computa-
tional power of quantum computers. These approaches exploit complex
mathematical structures to ensure security against quantum threats [105].
Multivariate cryptography is based upon the complexity of solving sys-
tems of multivariate polynomial equations considered NP-hard. This
approach is particularly appealing for environments with limited resources,
although it may not offer the same level of security as lattice-based or
code-based cryptography [101]. However, some multivariate cryptosys-
tems, such as those based on extended clipped Hopfield neural networks,
have been shown to be vulnerable to quantum attacks, indicating that not
all multivariate approaches are equally secure against quantum threats
[111]. Code-based cryptography, on the other hand, as in McEliece and
Niederreiter cryptosystems, exploits the difficulty of decoding certain
error-correcting codes for its security. This method has been extensively
studied and is considered a robust candidate for post-quantum cryptogra-
phy due to its resistance to both classical and quantum attacks [101, 112].
Despite its strong security guarantees, the practical deployment of code-
based cryptography is hindered by the large key sizes required, although
recent advancements aim to reduce these sizes without compromising
security [112]. Code-based cryptography is also being explored for ap-
plications in multi-party computation and digital signatures, offering
competitive performance and strong security compared to other post-
quantum schemes [113]. Both multivariate and code-based cryptography
are part of the broader effort to develop quantum-resistant cryptographic
protocols, alongside lattice-based and hash-based methods, to ensure
secure communication in a future dominated by quantum computing.
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