UNIVERSITA

DEGLI STUDI DI BARI
ALDO MORO

UNIVERSITA DEGLI STUDI DI BARI ALDO MORO

COMPUTER SCIENCE DEPARTMENT

PHD PROGRAMME IN COMPUTER SCIENCE AND MATHEMATICS

XXXVII CyCLE

SCIENTIFIC DISCIPLINARY AREA IINF-05/A

A FRAMEWORK FOR MITIGATING TRUSTWORTHY Al ISSUES IN

PRACTICE
Coordinator: PhD Candidate:
Prof. Francesca MAZZIA Domenico GIGANTE

mﬂmﬂﬂﬂﬂﬁlg
ST
Data: 30/01/2025 2{):02:28 Ei(r)nlcllaéol\l(ljiog(i)ta(laTSRt'\el-rdEa,
Tutor: E’IAA‘LRE')AASTSEEFfsé 30/01/2025 17:04:39 +0100
. powered by cheFirma!
Prof. Maria Teresa 30.01.2025
BALDASSARRE 15:54:44
GMT+02:00
Firmato digitalmente da:

Co-Tutor: Bruno Giovanni
Dr. Giovanni BRUNO Firmato il 30/01/2025 16:45

Seriale Certificato: 4217120
Valido dal 30/01/2025 al 30/01/2028

InfoCamere Qualified Electronic Signature CA

FINAL EXAM 2025



ABSTRACT i

Abstract

The speed of the digitalization process, also due to the ongoing pandemic crisis, is leading to an
exponential growth of threats to the privacy and security of software systems and a significant
widening of the attack boundaries.

An additional significant trend is the rise of "Al-enabled systems," referring to software
systems heavily reliant on Artificial Intelligence. This encompasses, for instance, autonomous
and semi-autonomous vehicles, where vulnerabilities extend beyond application issues to include
potential inadequacies of algorithms in accurately handling unusual and unforeseen behaviors.
Moreover, vulnerabilities may stem from the integration of software systems with physical
components, such as sensors.

The objective of this thesis is to propose processes and tools capable of operating in
conventional and unconventional scenarios, supporting the software engineer in the development
of secure systems.

Specifically, the objectives pursued are:

« Goal 1: Proposal of guidelines and tools to support the development process of conventional

software systems.

o Goal 2: Proposal of guidelines and tools to support the development process of Al-enabled

systems in a company;

o Goal 3: Formularization of a theoretical framework which encopasses all above guidelines
and tools and provides support for both technical and non-technical stakeholders who

participate in a corporate project.
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Chapter 1

Introduction

1.1 Motivations

Nowadays, organizations are undertaking increasingly complex projects in globalized, uncertain
and dynamic environments. Some of the factors that increase or generate project complexity
are the proliferation of multi-organizational international programs, the emergence of new
technologies, the growing sophistication of projects’ scope characterized by challenging technical,
time and cost requirements and the increasing number of stakeholders involved [12].

Complexity influences project planning, coordination, and control; hinders the clear iden-
tification of goals and objectives of major projects; can affect the selection of an appropriate
project organization form and experience requirements of management personnel; can be used
as a criteria in the selection of a suitable project management arrangement; can affect different
project outcomes such as time, cost, quality, security, etc. [13].

Moreover, the speed of the digitalisation process, also as a consequence of the just passed
pandemic crisis, is leading to an exponential growth of threats to the privacy and security of
software systems and a significant widening of the attack perimeter, due to the huge number of
technologies used nowadays within a software project.

Another relevant trend is represented by the increase of “Al-enabled systems”, i.e. software
systems strongly based on Artificial Intelligence, e.g., autonomous, and semi-autonomous driving
vehicles, in which vulnerabilities are not only of an applicative nature but may also arise from
the inability of the algorithms used to correctly analyze atypical and unexpected behavior or,
again, emerge from the combined use of software systems and physical devices (e.g. a sensor).

In these new complex and dynamic environments, project managers must rethink the
traditional definition of a project and the ways to manage it [13] [14]; moreover, they must
consider a new fundamental aspect: the trustworthiness of the system.

Trustworthiness is a complex and vague term, for which the literature has not yet found
a unique and globally-accepted definition. A lot of concepts are involved when dealing with

trustworthiness, privacy and security among them [15].
1
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This imposes — see for example the provisions on the subject dictated by the "General Data
Protection Regulation” (GDPR) [16] — the adoption of organizational structures, processes
and tools to mitigate the risks related to security and data privacy. Other than the traditional
vulnerabilities that can arise from the source code of a software system, in software development
projects software errors can be introduced by disconnects and miscommunications during the
planning development, testing and maintenance of the components [17]. Moreover, in Al-enabled
systems, the vulnerabilities are not only of an applicative nature but may also arise from the
inability of the algorithms used to correctly analyse atypical and unexpected behaviour or,
again, emerge from the combined use of software systems and physical devices.

So, in order to satisfy security and privacy requirements, it becomes necessary to identify
the threats, vulnerabilities and risks that may arise in the whole life cycle of a system (and not
only in the development phase), in all the software components — even if of different nature —
that compose the system; vulnerabilities could directly or indirectly damage (e.g. economic,
political, social, reputation) an organization or individual and, in general, project stakeholders.

Therefore, starting from these considerations, the objective of this industrial research is
to propose and experiment evolved software guidelines and tools capable of operating in
both traditional and Al-enabled scenarios, for supporting both technical and non-technical
stakeholders in the development of secure software systems. Specifically, the objectives to be

achieved are:

o Goal 1: Proposal of guidelines and tools to support the development process of conventional

software systems.

o Goal 2: Proposal of guidelines and tools to support the development process of Al-enabled

systems in a company;

e Goal 3: Formularization of a theoretical framework which encopasses all above guidelines
and tools and provides support for both technical and non-technical stakeholders who

participate in a corporate project.

To achieve Goal 1, I conducted a literature review of the existent frameworks in the literature,
selected the one with the lowest number of inefficiencies and then enhanced it with a number
of experiments and field studies. To achieve Goal 2, as well I conducted a literature review
of the existent frameworks in the literature. In this case, I found very few frameworks in the
literature and no one fitted my research needs. For this reason, and to achieve Goal 3, I designed,

implemented and evaluated a new framework specific to Al-enabled systems.

1.2 Main contribution

The main contributions of the work are summarized here:
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o Contribution 1: Literature review of the existent frameworks that enable the security-

and privacy-oriented development of traditional and Al-enabled software systems;

o Contribution 2: Empirical validation of the most comprehensive existent framework for

security- and privacy-oriented development of traditional software systems;

o Contribution 3: Design, implementation and evaluation of a new framework for security-

and privacy-oriented development of Al-enabled software systems, named POLARIS.

Here is a graphical scheme about how goals and contributions relate to each other:

Contribution 1 Contribution 2 Contribution 3

Figure 1.1: Goals vs Contributions relation.

1.3 Thesis Outline

The following thesis is organized as follows:

« Chapter 1: Introduction. The first chapter (current) gives an overview of the thesis,

showing the motivations, research goals and contributions,

o Chapter 2: Background and Preliminary Research. This chapter encompasses
some preliminary definitions needed to understand the context of this work, as well as the

state of the literature prior to this work,

o Chapter 3: Conventional Systems. This chapter describes the author’s research

conducted in the conventional systems field and the resulting contribution to the literature,

o Chapter 4: Al-based Systems. This chapter describes the author’s research conducted

in the Al-based systems field and the resulting contribution to the literature,

o Chapter 5: Conclusions and Future Works. This chapter ends the thesis with an

outline of conclusions, research results, and prospects for future works.






Chapter 2

Background and Preliminary Research

2.1 Famous software failures

A system failure could lead to an expensive and difficult resolving process, as well as bad
customer reviews, unexpected costs for the fixing and competition loss. In order to avoid
this situation, the use of error monitoring solutions has become very common in recent years.
Anyway, a lot of companies still view monitoring as a costly optional extra, ignoring the fact
that poor quality software costs a lot of money, e.g. US organizations spend over $2 trillion
annually to fix faulty code’.

There are a number of factors behind the financial cost of software errors. First of all, there
is the direct cost of paying developers and software engineers to fix the problem in the source
code. Secondly, there is the (eventual) cost associated with downtime and lost data (with its
privacy consequences). Finally, there may be the cost of reputational damage - in case a lot of
competitors exist. This happens because an organization in which a catastrophic software error
happens may lose credibility with its customers and suppliers; in some cases, also violates the
promised Service Level Agreement (SLA). All these factors end up in long-term financial losses.
Anyway, there are not only monetary losses: there may also be negative outcomes related to
users, such as human rights violations like privacy and even safety.

Some common reasons behind software failure are:
« Bad architecture definition and low-level design.
» Too strict schedule and/or milestone dates without enough background analysis.
« No incremental updates and adjustments for the requirements.
» Use excessive personnel to achieve unrealistic schedule compression.

o Miscommunication, egos and negative attitudes.

Ihttps://www.it-cisq.org/pdf/CPSQ-2020-report . pdf
5
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In the following paragraphs, there is a list of software incidents, which can help have an overview

of causes and losses due to software failures.

The Mariner 1 Spacecraft - 1962

This failure is related to the NASA mission which launched a data-gathering unmanned space-
craft to fly past Venus, named "The Mariner 1".

What happened is that the Mariner 1 space probe just managed to leave Cape Canaveral; then,
the rocket immediately veered dangerously off course. Since there was the risk of crash-landing
on Earth, NASA engineers issued a self-destruct command. The craft self-destroyed about 290
seconds after launch.

A post-mortem investigation revealed the cause was a combination of two failures: an antenna
hardware failure and an onboard guidance system software failure. The guidance antenna
performed below its specification. So, the spacecraft had to rely on its onboard guidance
system, which had a bug in it. Specifically, a programmer incorrectly transcribed a formula
into computer code, missing a single hyphen, which was necessary to obtain the n-th smoothed
value of the time derivative of a radius R. Without this smoothing function the software treated
normal variation of velocity as if they were problematic, causing vague corrections that sent the
spacecraft off course.

The overall cost of the omission has been $18.5 millions?2.

Hartford Coliseum Collapse - 1978

In 1978, some hours after thousands of visitors had left the Hartford Coliseum, the steel-latticed
roof collapsed under the weight of wet snow.

This happened because the programmer of the CAD software - used to design the coliseum
- incorrectly assumed the steel roof supports would only face pure compression. Also, the
computer model assumed all of the top chords were laterally braced, but in fact only the interior
frame met the criteria. As a consequence, dead loads were underestimated by more than 20%.
When one of the supports unexpectedly buckled from the snow, it set off a chain reaction that
brought down the other roof sections.

This cost $70 million of damage, plus another $20 million damage to the local economy.

Soviet Gas Pipeline Explosion - 1982
The Soviet gas pipeline explosion is considered to be an example of excellent cyber espionage,
carried out by the CIA.
In 1982, during the Cold War between the USA and the USSR, the Soviet government built a
gas pipeline based on advanced automated control software. Initially, the Soviets planned to
steal this software from a Canadian company that specialized in this kind of software.

Anyway, the CIA was informed and began a counter-espionage action. CIA worked with

’https://nasa.fandom.com/wiki/Mariner_1
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the Canadians to place intentional bugs in the software (also known as a Trojan Horses) to
compromise the Soviet pipeline.

The Soviets went ahead, stealing the compromised software and applying it to the pipeline. In
June 1982, an explosion occurred with a force which was visible from space. Of course, this
explosion irremediably damaged the pipeline, which cost tens of millions of dollars to construct

and should have produced $8 billion in natural gas revenue.

Soviet missile detection system failure - 1983
The Soviet early warning system erroneously warned the United States had launched five ballistic
missiles. The Soviet duty officer stated he had a “funny feeling in my gut” and reasoned if the
U.S. were really attacking, they would have launched more than five missiles; so he manually
reported the apparent attack as a false alarm.
This failure happened due to a bug in the Soviet software, which failed to filter out false missile
detections because of sunlight reflecting off cloud-tops.
In this case, there were no economic or financial losses but human lives - in case of a third world

war.

Medical Machine Kills - 1985

In 1985, Canada’s Therac-25 radiation therapy machine failed and delivered lethal radiation
doses to patients. The cause was concurrent programming errors (also known as race conditions),
which sometimes gave the patients radiation doses that were hundreds of times greater than
normal, resulting in death or serious injury. This happened due to two software errors. One
emerged when the operator incorrectly selected the X-ray mode before quickly changing to
electron mode, allowing the electron beam to be set for X-ray mode without the X-ray target
being in place. The second fault allowed the electron beam to activate during the field-light
mode, during which no beam scanner was active or target was in place.

Previous models had hardware interlocks to prevent such faults, but these were absent in
Therac-25, which depended only on software checks for safety.

Totally, this cost radiation poisoning to six patients; in three cases, the injured patients later

died as a result of the overdose.

Wall Street Crash - 1987
During the famous “Black Monday” - on October 19, 1987 - the Dow Jones Industrial Average
plummeted 508 points, losing 22.6% of its total value. The S&P 500 dropped 20.4%. This was
the greatest loss Wall Street ever suffered in a single day. The cause was particular. First of all,
a long bull market was halted by a series of investigations made by the SEC on insider trading.
So investors started selling their stocks: computer trading programs generated a flood of sell
orders which resulted in a overwhelm of the market, crash of systems and immobilization of the

investors.
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The overall cost was $500 billion in just one day.

AT&T Lines Interruption - 1990
In 1990, a single switch in one of AT&T’s 114 switching centers had a minor mechanical problem
and resulted in shutting down the center. Once the centre came back up, it sent a message to
other switching centres, which in turn caused them to shut down. This chain of events led to a
down of the entire AT&T network for 9 hours.
The cause behind the fact that each centre, in turn, went off was a single line of buggy code in
a complex software upgrade implemented to speed up callings.

The overall cost was 75 million phone calls missed and 200 thousand airline reservations lost.

Patriot Fails Soldiers - 1991

During the first Gulf War, an American Patriot Missile system in Saudi Arabia failed to intercept
an incoming Iraqi Scud missile. On the contrary, the missile destroyed an American Army
barracks. The problem was an inaccurate calculation of the time since boot, due to computer
arithmetic errors. More in detail, the time was measured in tenths of a second by the system’s
internal clock; then, multiplied by 1/10 to return the time in seconds. This calculation was
performed using 24 24-bit fixed point register. That means 1/10 value cut at 24 bits after
the radix point. This led to a significant error, causing the missile to travel more than half a
kilometre. So, the root cause is a rounding error.

This time, the overall cost was the death of 28 soldiers and the injury of 100 other soldiers.

The Morris Worm - 1988

This software bug was caused by a Cornell University student, who created a worm as part
of an experiment. Anyway, the worm started replicating on all other machines and led them
to crash because of a coding error. This is considered also the first computer virus since all
the computers were connected through an early version of the internet. The student, Robert
Tappan Morris, was flagged as a criminal hacker and fined $10,000%, even if the cost of the
damage was estimated to be between $10000 and $10 million®.

This incident is now known because exposed a vulnerability and consequently improved the
cyber-security posture. Nowadays, the worm’s source code is kept as a museum piece on a

floppy disk at the University of Boston.

Phobos 1 malfunction - 1988
On 2 September 1988, the expected transmission from Phobos 1 was not received. This was
traced to a faulty key command that was sent on 28 August from ground control in Yevpatoria. A

technician unintentionally left out a single hyphen in one of the keyed commands. All commands

3https://www.fbi.gov/news/stories/morris-worm-30-years-since-first-major-attack-on-inter
net-110218
‘https://www.captechu.edu/blog/cyber-security-impact-30th-anniversary-of-morris-worm
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were supposed to be validated by a computer before being transmitted, but the computer that
checked the code was malfunctioning. The technician violated the internal procedure policies
and transmitted the command before the computer could be fixed to proofread it. This minor
alteration in the code deactivated the attitude thrusters. By losing its lock on the Sun, the
spacecraft could no longer properly orient its solar arrays, thus depleting its batteries.
Moreover, the software instructions used to turn off the probe’s attitude control - normally
considered a fatal operation - were part of a routine used when testing the spacecraft on the
ground. Ideally, this routine should not be present before launch. However, the software was
coded in PROMs, and so removing the test code would have required removing and replacing
the entire computer. Because of time pressure from the impending launch, engineers decided to
leave the command sequence in, though it should never be used. However, a single-character
error in constructing an upload sequence resulted in the command executing, with subsequent
loss of the spacecraft.

Phobos 1 was launched July 7 and Phobos 2, its successor, five days later in missions that cost
$480 million®.

London Ambulance - 1992
In 1992 the London Ambulance Services (LAS) decided to replace human operators with a
computer system named CAD. It was put into operation without load testing and with 81
known bugs. The system crashed due to errors in the distribution of routes of ambulances,
which resulted in the death of a number of people. Furthermore, the equipment was cheap and
broke down a couple of hours after active use of the system.
The story behind this system is complex. After a number of logistics issues, including a project
cancellation and re-design, the software system was developed and deployed on the morning of
October 26, 1992. Just a few hours later, however, problems emerged. The visible effect was
the inability to keep track of the ambulances and their statuses in the system. It began sending
multiple units to some locations and no units to other locations; the efficiency with which it
assigned vehicles to call locations was substandard. The system began to generate such a great
quantity of exception messages on the dispatchers’ terminals that calls got lost. Moreover, the
overall traffic increased because people called back additional times since the ambulances they
were expecting did not arrive. As more and more incidents were entered into the system, the
system reached saturation. The next day, LAS switched back to a part-manual system. Eight
days later the system was completely shut down and abandoned.
Software system problems, in this story, are many: first of all, due to bad data validation, the
software system did not function well when given invalid or incomplete data regarding the
positions and statuses of ambulances.
Secondly, the system had a number of problems in different parts of the user interface. For

example, parts of the terminal screens had black spots, thus preventing ambulance operators

Shttps://apnews.com/article/8e65a6dc038aa841808008a62593a9f3
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from getting all the information needed. When ambulance crews attempted to remedy mistakes
after pushing incorrect buttons, the system did not accept their fix input. Again, the software
failed to prevent and mitigate the error conditions that occur in normal, day-to-day operations.
However, the real main problem in the system was a memory leak in a small portion of the
code. This defect retained memory that held incident information on the file server even after it
was no longer needed. As with any memory leak, after enough time, the memory filled up and
caused the system to fail.

Because of the large area serviced by LAS, a lot of people were directly affected by the computer
system failure. There were as many as 46 deaths that would have been avoided if the requested
ambulance arrived on time. One heart attack patient waited six hours for an ambulance before
her son took her to the hospital. Four hours after that, LAS called to see if the ambulance was
still needed. Another woman called LAS every thirty minutes for almost three hours before an
ambulance arrived. It was too late, as her husband had already died. One ambulance crew arrived

only to find that the patient had not only died but his body had been taken away by a mortician.

Pentium FDIV Bug - 1994

The story behind this bug started when Thomas Nicely, a math professor, discovered a flaw in
the Pentium processor. He then reported it to Intel and their response was they would have
offered a replacement chip to anyone who could prove he was affected by it.

The problem was a hardware bug affecting the floating-point unit (FPU) of the P5/Pentium
processors. Everything started from missing values in a lookup table used by the FPU’s floating-
point division algorithm, which resulted in small errors in calculations. The outcome was some
inaccuracies in very specific calculations, which occur very rarely. In fact, the chance of a miscal-
culation was estimated to be just 1 in 360 billion®. For example, dividing 4195835.0/3145727.0
yielded 1.33374 instead of 1.33382, an error of 0.006%.

Even if the concrete effects of the software error were negligible, millions of people requested
a new chip - costing Intel around $475 million - because the details of the bug were publicly

disclosed by the international press.

ESA Ariane 5 Flight V88 - 1996

The European Space Agency’s Ariane 5 failure was caused by more than one error.

Just 36 seconds after its launch, the rocket engines failed due to software errors. The Ariane 5
reused the code from Ariane 4, but the early part of the Ariane 5’s flight path differed from
the Ariane 4 in having higher horizontal velocity values. As a consequence, the internal value
BH (Horizontal Bias) calculated in the alignment function was unexpectedly high. Anyway,
the alignment function was operative for approximately 40 seconds of flight, which was based
on a requirement valid also for Ariane 4. After the lift-off, this function served no purpose

on the Ariane 5. These greater values of BH caused a data conversion from a 64-bit floating

Shttps://www.cs.earlham.edu/~dusko/cs63/fdiv.html
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point number to a 16-bit signed integer value due to overflow and raised a hardware exception.
The programmers had protected only four out of seven critical variables against overflow due
to problems with the computational constraints of the on-board computer. So, they relied on
assumptions about the possible range of values for the three unprotected variables. This was
correct for the Ariane 4 - but not the Ariane 5 - trajectory. The raised exception halted both
the inertial reference system modules, although they were intended to be redundant. Then, the
active module presented a diagnostic bit pattern to the onboard computer which was interpreted
as flight data. This led to an angle of attack of more than 20 degrees, causing separation of the
boosters from the main stage, the triggering of the self-destruct system of the launcher, and the
destruction of the flight.

The failure resulted in a $370 million loss for the ESA, but a lot of recommendations were
issued after the subsequent investigation, including the need for improved software analysis and

evaluation.

Mars Pathfinder - 1997
After a few days into the mission named "Mars Pathfinder', while Pathfinder started gathering
meteorological data, the spacecraft began experiencing total system resets, resulting in losses of
data.
Later, in an IEEE Real-Time Systems Symposium keynote, David Wilner - Chief Technical
Officer of Wind River System, which makes VxWorks, the real-time embedded systems kernel
that was used in the Mars Pathfinder mission - explained in detail the actual software problems
that caused the total system resets, how they were diagnosed, and how they were solved.
VxWorks provided preemptive priority scheduling of threads. Tasks on the Pathfinder spacecraft
were executed as threads with priorities that were assigned in the usual manner reflecting the
relative urgency of these tasks.
Pathfinder contained an "information bus', a shared memory area used for passing information
between different components of the spacecraft. A bus management task ran frequently with
high priority to move certain kinds of data in and out of the information bus. Access to the bus
was synchronized with mutual exclusion locks (technically known as "mutezes").
The meteorological data gathering task ran as an infrequent, low-priority thread, and used
the information bus to publish its data. When publishing its data, it would have acquired a
mutex, done writes to the bus, and released the mutex. If an interrupt caused the information
bus thread to be scheduled while this mutex was held, and if the information bus thread then
attempted to acquire this same mutex in order to retrieve published data, this would cause it to
block on the mutex, waiting until the meteorological thread released the mutex before it could
continue. The spacecraft also contained a communications task that ran with medium priority.
Most of the time this combination worked fine. However, very infrequently it was possible for
an interrupt to occur, causing the (medium priority) communications task to be scheduled

during the short interval while the (high priority) information bus thread was blocked waiting
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for the (low priority) meteorological data thread. In this case, the long-running communications
task, having higher priority than the meteorological task, would have prevented it from running,
consequently preventing the blocked information bus task from running. After some time had
passed, a watchdog timer would have gone off, noticed that the data bus task had not been
executed for some time, concluded that something had gone drastically wrong, and initiated a
total system reset.

This scenario represents a classic case of priority inversion.

David later also stated that one or two system resets had occurred some months before the flight,
during the test phase. They had never been reproducible or explainable and so the engineers,
in a very human-nature response of denial, decided that they probably were not important,
using the rationale "it was probably caused by a hardware glitch". Moreover, engineers were
extremely focused on ensuring the quality and flawless operation of the landing software. Should
it have failed, the mission would have been lost. So, the engineers ignored occasional glitches in
the less-critical land-mission software, particularly given that a spacecraft reset was a viable
recovery strategy at that phase of the mission.

Due to this failure, NASA lost its $125-million aircraft?.

Again, thinking and running a test suite with edge cases would have helped identify these

strange and low-likely cases.

USS Yorktown Incident - 1997

On 21 September 1997, the USS Yorktown halted for almost three hours due to a divide-by-zero
error in a database application that propagated throughout the ship’s control systems.

The Yorktown had successfully served the US Navy since 1984 without a major incident during
multiple combat operations; however, as part of an I'T modernization program dubbed "Smart
Ship", its control systems were modified in 1996 to use a network of PCs running Windows NT
4.0.

The problem was raised when the USS Yorktown was performing training exercises off the coast
of Cape Charles, Virginia. A crew member began troubleshooting a fuel valve that was physically
closed, but according to the Smart Ship’s Standard Machinery Control System (SMCS) was
open. The technician tried to digitally calibrate and reset the fuel valve and entered a 0 value
for one of the valve’s component properties into the SMCS Remote Database Manager (RDM).
The RDM program then attempted to perform a division operation by the valve property; a
divide-by-zero arithmetic exception was thrown, not caught by the program, and the RDM
crashed. Since other Smart Ship systems were dependent on RDM availability across the LAN,
these other SMCS components - including ones controlling the motor and propulsion machinery
- began to fail in a domino-like sequence until the ship stopped in the water. The crew was able
to troubleshoot and restart the ship’s systems after two hours and forty-five minutes, and the

Yorktown returned to base in Norfolk, Virginia.

"https://www.latimes.com/archives/la-xpm-1999-oct-01-mn-17288-story.html
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Even if no human disasters happened, again the problem could have been avoided by carefully

testing the code with edge integer values and catching the possible exceptions.

British Passports to Nowhere - 1999

In 1999, the U.K. Passport Agency acquired and started using a new Siemens computer system,
which cost £230 million. This automated system failed to issue passports on time for more
than a half million British citizens. To compensate the disaster, the Agency had to pay £12.6
million: £6m for staff overtime, £16,000 for umbrellas for applicants forced to queue all day in
the rain for their passports and 4,161,000 compensation to holidaymakers.

The root cause was that the Passport Agency introduced its new system without adequately
testing it. Furthermore, the staff was not adequately trained to use it. At the same time, there
was a law change which imposed all children under 16 travelling abroad to have a passport,
resulting in a huge amount of passport demands, which overwhelmed the (buggy) new computer

system.

Radiation therapy software by Multidata Systems International - 2000
As in most radiotherapy departments, the one at ION uses a treatment planning system (TPS)
to calculate the resulting dose distributions and determine treatment times. Each shielding block
data should be entered separately into the TPS. The TPS by Multidata Systems International
allowed a maximum of four shielding blocks per field to be taken into account when calculating
treatment times and dose distributions. Just to clarify, shielding blocks are generally used to
protect healthy tissue of patients undergoing radiotherapy at the Institute.
A radiation oncologist requested to include five blocks in the field. In order to satisfy this
request, in August 2000 the method of digitizing shielding blocks was changed.
A post-mortem analysis discovered that it was possible to enter data into the TPS for multiple
shielding blocks together as if they were a single block, thus apparently overcoming the limitation
of four blocks per field. Although the TPS accepted the entry of the data for multiple shielding
blocks as if they were a single block, was also found that one of the ways in which the data
was entered in the computer resulted in a treatment time longer than it should have been. As
a consequence, patients received a higher dose than that prescribed. The modified treatment
protocol was used for 28 patients, treated between August 2000 and March 2001 for prostate
cancer and cancer of the cervix. 8 died and 20 got injuries.
The cause of this disaster was that the modified protocol was used without a verification
test. In other words, no manual calculation of the treatment time for comparison with the
computer-calculated treatment time was done, nor was a simulation of treatment by irradiating a

water phantom and measuring the dose delivered. That is why the error was not identified earlier.

The Millennium Bug - 2000

The Millennium Bug, or Y2K, was a massive concern raised in 1999. The problem was that
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computer systems would not be able to deal with dates after December 31, 1999, since most
computers and operating systems only used two digits to represent the year, ignoring the 19
prefix.

Even if this did not cause too many real-life problems - because most systems made adjustments
in advance -, the fear cost thousands of considerable amounts of money in rigorous planning
and preparations for institutions, businesses and even families. As an example, was estimated

that the USA totally spent $100 billion to prevent the bug.

NASA’s Spirit rover - 2004
A shortage of memory on board the Spirit Mars rover caused it to become unresponsive on the
Martian surface on 22 January 2004.
Mike Deliman, a technical staff member at Wind River Systems Inc., the company which
provided the real-time embedded operating system used in the mission, stated the problem
appeared to be entirely memory-related: "It’s not a software bug, it’s not an application bug,
and it’s not a hardware bug," Deliman said. "It’s a system constraint that we ran up against."
The constraint in Spirit Rover is 32MB of its 128MB of RAM are dedicated to the onboard
Wind River VxWorks operating system and some other applications. As the mission progresses,
technicians are required to periodically delete old files and directories to clear out the memory
for reuse.
As one could easily expect, this step was not performed quickly enough by mission technicians.
As a consequence, the rover just ran out of RAM memory resulting in a connection loss with
the ground station.
Technicians were able to correct the problem when the rover went into diagnostic mode, Deliman
said. By sending diagnostic commands, the technicians deleted a series of files and folders from
a flash-memory-based file system board. So the rover resumed normal operations.

In this case, there were no monetary or human lives lost.

EDS Child Support System - 2004

In 2004, the UK government started utilizing a system to support the operations of the Child
Support Agency (CSA). The supplier was the IT company Electronic Data Systems (EDS) and
the provided system was called CS2.

An internal report was leaked and this revealed that the system was “badly designed, badly
tested and badly implemented”. Later, CSA reported that CS2 “had over 1000 reported prob-
lems, of which 400 had no known workaround”, resulting in “around 3000 IT incidents per
week”. Numerically speaking, the system accidentally overpaid 1.9 million people, underpaid
another 700,000, had £3.5 billion in uncollected child support payments, a backlog of 239,000
cases and 36,000 new cases “stuck” in the system.

The system was budgeted to cost around £450 million but ended up costing £768 million

altogether. Moreover, EDS declared a $153 million loss in their subsequent financial results.
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Air-Traffic Control System in LA Airport - 2004

In 2004, the controllers lost contact with the planes when the main voice communications system
shut down unexpectedly. Moreover, a backup system that was supposed to come up in such an
event crashed a minute after it was turned on. The outage disrupted about 800 flights across
the country.

The Palmdale system that shut down, causing all the chaos, was a Voice Switching and Control
System (VSCS), one of 21 in use throughout the continental United States and Alaska. Designed
by Harris Corp., Melbourne, Fla., it has been running in air traffic control facilities since the
mid-1990s. With the VSCS, controllers used a touch-screen to select a phone line to connect
them to other controllers or to a radio frequency to talk to flight crews. It was a complex system,
according to Richard Riggs, a spokesperson for the Professional Airways Systems Specialists,
the union of technicians who maintained the communications systems for the FAA.

On 14 September, the FAA stated the problem was caused by human error: "Our preliminary
findings indicate that the outage was not the result of system reliability but rather an event that
should’ve been avoided if strict FAA operating and maintenance procedures had been followed."
These procedures required that a technician reboot the voice switching system every 30 days.
Anyway, this reboot was necessary due to a software glitch, Riggs then stated. The glitch
resided in an auxiliary system: the VSCS Control Subsystem Upgrade (VCSU), developed by
Harris as well. The VCSU was the control system for the VSCS and checked its health by
continually running built-in tests on the system. It was also used when loading new data and
software into the VSCS. It contained a countdown timer that ticked off time in milliseconds; the
VCSU used this timer as a pulse to send out periodic queries to the VSCS. It started out at the
highest supported number: 2 elevated to 32, just over 4 billion milliseconds. When the counter
reached zero, the system ran out of ticks and shut down. Counting down from 2 elevated to 32
to zero in milliseconds takes just under 50 days. The FAA procedure of having a technician
reboot the VSCS every 30 days resulted in resetting the timer to 2 and elevating it to 32 almost
three weeks before it ran out of digits. Jim Turley, an independent embedded-processor analyst,
said many computing systems had such type of timer. The correct procedure should be that the
software automatically reloads or the timer automatically resets itself before the timer expires.
Luckily, no disasters happened but Hamid Ghaffari, president of a NATCA local, stated: "Had
this happened 10 or 15 years ago, when there was no onboard collision avoidance system, you

would have had several midair collisions".

Microsoft Zune’s New Year Crash - 2008
This flaw is related to a bug in the software code produced by Freescale, the semiconductor
company spun off from Motorola.
The Zune’s real-time clock stored the time in terms of days and seconds since January 1st,

1980. When the Zune’s clock was accessed, the driver displayed the number of days into
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years/months/days and the number of seconds into hours/minutes/seconds. Likewise, when the
clock was set, the driver did the opposite.

The error was simple: in the source code, there was a loop to handle leap years, like 2008 was.
Anyway, a broken loop blocked the algorithm to get past the beginning of the 366th day of the
year.

In 2008, the algorithm fell into a bad loop on the last day: the number of days was greater than
365 and it was a leap year. So the device ran around the loop forever - or at least until the
real-time clock could show that it was 2009 (so 24 hours later).

This problem demonstrates again the importance of testing edge conditions.

Although customers were alerted this was not a permanent malfunction, some of them lost
loyalty in the company. Of course, a number of Zune owners wrote on online forums and blogs
with their testaments of ire and frustration, some threatening to switch to Apple’s iPod if the
issue was not remedied.

Microsoft said that it has sold 3 million Zunes since introducing the device in November 2006,
but that this bug affected only the unspecified number of models with 30 gigabytes of memory
that were manufactured by Toshiba Corp. and later discontinued in 2008.

Bitcoin Hack, "Mt. Gox" - 2011
Mt. Gox was the biggest and most used bitcoin exchange in the world in 2010; once a software
bug emerged, it closed. The bug led to the creation of wrong transactions that could never be
fully redeemed; this cost around $1.5 million bitcoins, which went lost. This originated from
a problem in the script ran for every transaction, which checked that the public key in the
transaction matched the receiver address, and the signature was valid, proving the spender
of the bitcoins owned the private key; if everything matched, the bitcoins could be spent. To
trigger the bug, was sufficient to put a 0 as the receiver address: this was interpreted as OP_0
by the algorithm, resulting in pushing an empty array of bytes as the receiver address. Since it
was calculated a 160-bit hash of the receiver address, and it was impossible that this matched
an empty array, the script ended with an error and the related bitcoins could never be spent.
Later, in 2014, the exchange lost more than 850,000 bitcoins (valued at around half a billion
USD at the time) in a hacking incident. Even if around 200,000 bitcoins were recovered, the
exchange ended up declaring bankruptcy.
This second incident was declared to be caused by the transaction malleability of the transac-
tions. This property describes the fact that the signatures that prove the ownership of bitcoins
being transferred in a transaction do not provide any integrity guarantee for the signatures
themselves. So, an attacker could mount a malleability attack in which it intercepts, modifies,
and rebroadcasts a transaction, causing the transaction issuer to believe that the original
transaction was not confirmed. Anyway, Decker et al. [18] used traces of the Bitcoin network for
over a year preceding the incident and showed that there was no widespread use of malleability
attacks before the closure of MtGox.
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Knight’s $440M in bad trades - 2012
In 2012, Knight Capital Group invested in a new trading software that was supposed to help
them gain a huge advantage in the stock markets. On the contrary, it caused the bankruptcy of
the firm. This was caused by several software errors combined, which led Knight to make a
series of purchases and spend more than $7 billion on 150 different stocks.
In just 30 minutes, 75% of the Knight’s value disappeared. The unintended trades cost $440
million and Goldman Sachs had to step in to rescue them. Anyway, Knight never really recovered

and was acquired by a competitor less than a year later.

Boeing 787 Dreamliner - 2015
A software vulnerability discovered Boeing’s new 787 Dreamliner jet had the potential to cause
pilots to lose control of the aircraft, even in mid-flight. This was discovered by Boeing itself in
2015 before any disaster happened.
The bug belongs to the category of integer overflow and resided in one of the electrical systems
responsible for generating power, according to what was reported in the FAA report.
The problem emerged when the aeroplane was powered continuously for 248 days, resulting in
loss of all alternating current (AC) electrical because all the generator control units (GCUs)
simultaneously went into failsafe mode. This condition was caused by a software counter,
internal to the GCUs, that encountered an overflow after 248 days of continuous power. The
plane had four main GCUs associated with the engine-mounted generators but, if all of them
were powered up at the same time, after 248 days of continuous power all four GCUs would
have gone into failsafe mode at the same time, resulting in a loss of all AC electrical power
regardless of flight phase.
Some informed speculation later stated it was a signed 32-bit integer overflow that was triggered

after 2 exposed to 31 centiseconds (i.e. 248.55 days) of continuous operation.

IPhone Unicode of Death - 2015
In 2015 a (not) new iOS bug emerged. This bug enabled a malicious actor owning an iPhone to
crash a victim’s iPhone by simply sending a text message. The text message, visible in Fig. 2.1,
caused the iPhone of the recipient to crash continuously if the text was received while in lock
screen mode. The “Effective Power” bug (also known as "Unicode of Death") could be triggered

and cause issues only between iPhone-to-iPhone communication.

OpenSSH RegreSSHion - 2024
On July 1, 2024, a significant security vulnerability was discovered in OpenSSH, specifically
impacting glibc-based Linux systems. This flaw, identified as CVE-2024-6387, poses a critical
risk as it allows for unauthenticated remote code execution (RCE) with root privileges. The

vulnerability stems from a signal handler race condition within the OpenSSH server component
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Figure 2.1: Text message to trigger iPhone "Effective power" bug.

(sshd), which is responsible for accepting connections from client applications. An in-depth
security analysis has revealed that this flaw is essentially a regression of the previously patched
CVE-2006-5051 vulnerability, which was addressed 18 years ago. Unfortunately, it was inadver-
tently reintroduced with the release of OpenSSH version 8.5p1 in October 2020. This recent
discovery serves as a stark reminder of the critical importance of comprehensive regression

testing to prevent the reoccurrence of previously resolved vulnerabilities.

CrowdStrike Faulty Update - 2024
On 19 July 2024, American cybersecurity company CrowdStrike distributed a faulty update to
its Falcon Sensor security software that caused widespread problems with Microsoft Windows
computers running the software. As a result, roughly 8.5 million systems crashed and could
not properly restart in what has been called the largest outage in the history of information
technology and "historic in scale". The outage disrupted daily life, businesses, and governments
around the world. Many industries were affected—airlines, airports, banks, hotels, hospitals,
manufacturing, stock markets, broadcasting, gas stations, retail stores, and more—as were
governmental services, such as emergency services and websites. The worldwide financial damage
has been estimated to be at least US$10 billion. Within hours, the error was discovered and
a fix was released, but because many affected computers had to be fixed manually, outages

continued to linger on many services.

Apple immediately published an official support document with instructions about how to
temporarily fix the bug, while working to provide an official fix.
The crash was caused by the way Unicode decoded characters, which led to an overloading of
the device’s memory. This way, the victim’s iPhone was continuously rebooted. Some users
reported that they were not able to open the Messages app again after receiving the “Effective
Power” message, according to iDownloadblog®.
A similar Unicode bug was noticed in August 2013 when iOS 6 and OS X 10.8 were released.
Apple’s engineers patched that Unicode bug through the release of iOS 7 and OS X 10.9.

Also in this case, no human lives were endangered but many people on the web expressed their

8http://www.idownloadblog.com/2015/05/28/apple-publishes-temporary-fix-for-messages-iss
ue-says-software-update-coming-soon/
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unhappiness and some decided to abandon Apple, with a subsequent economic loss for the
company.
There are also a lot of incidents here not reported because additional technical details were not

provided by the manufacturers and/or the bug finders.

Hereon a list of incidents relating to Al-enabled software systems is presented, which
demonstrates the urgency of investigating the safety and security aspects of these systems as

well before their deployment in a real-world scenario [19]:

o In 2016, the Auto-pilot system in a Tesla car confused the white side of a truck with the
sky and this caused a deadly crash?.

e In 2016, the chatbot "Tay" developed by Microsoft was shut down and closed a few hours
after its release time: the underlying model was attacked and forced to post offensive
tweets against users'®. This is very dangerous because chatbots are used not only in
corporate’ businesses but also for many government services. These smart systems are
vulnerable to hacking as they consume data from common users (e.g: citizens) to analyze

and manage their requests.

 In 2016, a Google Autonomous Vehicle (AV) encountered a failure in the speed estimation

module and this caused a crash with a bus!'. Luckily there were no injuries.

« In 2017, Apple’s face recognition system was fooled using a cheap 3D-printed mask!?,
allowing an attacker to unlock any iPhone exploiting the Face ID lock feature. Anyway,

some technical details are still required to effectively state the presented PoC is valid.

o In 2018, Uber’s self-driving cars killed a pedestrian because the auto-breaking system
failed and not stopped at the right time'. Some investigators said the vehicle decided
it needed to brake 1.3 seconds before striking the pedestrian, but Uber had previously
disabled the Volvo’s automatic emergency braking system in order to prevent driving
interference. In this case, it is very important to note that failures may originate from the

interaction between (intelligent) software and hardware.

 In 2018, Eykholt et al. [20] demonstrated that robust physical perturbations could fool

the DNN-based classifier of a self-driving car to misclassify speed limit signs.

 In 2018, Carlini et al. [21] used targeted audio adversarial examples to successfully attack

DeepSpeech, a deep learning-based speech recognition system; the main idea behind this

9https://www.tesla.com/en_JO0/blog/tragic-loss

Onttps://blogs.microsoft.com/blog/2016/03/25/1learning-tays-introduction/

Uhttps://www.bbc.com/news/technology-35692845

P2https://www. forbes. com/sites/thomasbrewster/2017/11/13/apple-face-id-hacked-by-vietnam
ese-researchers-mask/

Bhttps://www.theverge.com/2018/5/24/17388696 /uber-self-driving-crash-ntsb-report
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work is that the underlying model works with sound waves which can also carry secret
commands to the connected devices. So doing, they succeeded in sending executable

commands to a speech-recognition-based device (like Amazon Alexa).

o In 2019, Tencent’s Keen Security Lab successfully exploited the Tesla’s autopilot system
by performing small changes on the lane markings (still visible to human eyes): as a result,
a Tesla Model S moved to the wrong lane, making the lane recognition models in Tesla

risky and unreliable under some conditions [22].

e In 2019, a neural network model failed a diagnosis [23]: a benign mole was diagnosed as

malignant because of little graphical noise in the original medical image.

e In 2019, a case of biased algorithm became famous: the smart algorithm guiding care
for tens of millions of people was found biased against dark-skinned patients in New
Jersey, USA; the effects were it was assigning dark-skinned patients lower scores than

14

white patients with the same medical conditions This could cause wrong medical

prescriptions.

o In 2020, the shopping guide robot employed in Fuzhou Zhongfang Marlboro Mall, China,
started walking to the escalator by itself and subsequently fell off, knocking over some

human customers'®. Nowadays, no details about the possible causes have been released.

o In 2021, the National Highway Traffic Safety Administration revealed there were 273
crashes involving Tesla cars due to the autopilot feature, nearly 70 per cent of the 392
crashes involving advanced driver-assistance systems reported since the previous year!S.

In the crashes vehicles most frequently collided with fixed objects or other cars. When the

vehicles reported damage, it was most commonly to the front of the car, which was the

case in 124 incidents. Damage was more often concentrated on the front left, or driver’s

side, of the car, rather than the passenger’s side.

o In 2021, FBI issued a warning about a dangerous increment in Al-based synthetic materials,
including deepfake content, which can be used to spread fake news!'”. Since users are
already duped by phishing attacks, deepfake phishing attempts would be even more
difficult for the average user to detect. They also suggest cybersecurity awareness training
is a must and should be updated to make sure it also includes how to tell a fake from the

real deal.

 In 2021, the "Lee Luda" AI chatbot has been suspended (and the firm is now being sued in

South Korea) for making homophobic slurs and leaking users information'®. Here, again,

Yhttps://www.nature.com/articles/d41586-019-03228-6
5https://incidentdatabase.ai/cite/13471ang=en
6https://www.washingtonpost.com/technology/2022/06/15/tesla-autopilot—-crashes/
1Thttps:/ /securityintelligence.com /articles /how-protect-against-deepfake-attacks-extortion /
Bhttps://www.ic3.gov/Media/News/2021/210310-2. pdf
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the problem is Luda became a target by manipulative users as well, with online community
boards posting advice on how to engage it in conversations about sex, including one that

read: “How to make Luda a sex slave,” along with screen captures of conversations.

Of course, this is a non-exhaustive list: a lot more incidents can be found in "AI Incident
Database"!.

This subset of incidents demonstrates that there are a number of issues to be handled beyond
building an AI model with good performance.

Anyway, it must be noted some good-willing initiatives are also emerging. For example, in 2019

Facebook (now Meta) created a dataset and a challenge for deepfakes detection?’.

2.2 Global privacy landscape

Nowadays we are witnessing the biggest change in the evolution of digital technology, with the
world transforming from a paper-based system to a fully digital one.

Many digital technologies are characterized by a steady increase in their use within the
world thanks to the Internet, which now connects not only digital processors but also a wide
variety of intelligent and fully automated devices that are now part of our daily lives, including
electronic chips embedded in non-digital objects (e.g. RFID tags), sensors, actuators, and the
various wearable devices [24]. The dependence towards information technology shown by the
business world as well as many other sectors has significantly increased in the current era.

Various public and private sector organizations are becoming extremely dependent on
information technology and its implementations because of the huge benefits they can reap in
a very short time [25]. Web applications?!, as well as numerous other software, are based on
Information Technology (IT)-enabled services, implemented through computers and networks
with the ability to store, manage, transfer, and update data in data repositories sometimes
belonging to different entities.

However, on the other side of the coin, we can see that the volume of cyber-attacks is
increasing exponentially and, consequently, the demand to protect systems from external
threats.

Nowadays more than ever, another key concept to take care of is privacy and data protection.

The terms privacy and data protection are often used interchangeably [26], but they are
two separate concepts. Privacy, from the perspective of the individual, is the act of resisting
the improper control of others. In contrast, data protection is a concept that exists from the
perspective of the organisation, where laws and regulations prevent organisations from abusing

their power over user data [27]. Solove [28] attempted to conceptualise privacy as the right to

https://incidentdatabase.ai/cite/134?lang=en

2Ohttps://ai.facebook.com/blog/deepfake-detection-challenge/

21 A web application (web app for short), in computer science and particularly in web programming, generically
denotes all distributed applications, i.e., applications that can be accessed/used via the web by means of a
network, such as an Intranet within a computer system or through the Internet.
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be left alone in solitude, limiting access to the self, secrecy and control of access to personal
information. In subsequent research, Solove expanded and developed a taxonomy [29] for privacy
that includes four main groups of activities, information gathering, processing, dissemination,
and invasion. Anyway, we are far from a privacy-friendly world: an alarming trend is that
individuals rarely win lawsuits against private parties for privacy violations because privacy like
freedom means ”"so many different things to so many different people that it has lost any precise
legal connotation that it might once have had” [29,30].

Privacy, in security terms, means that we are free to carry on a conversation with a fair
amount of confidence that we are not leaking personal or business secrets to an unwanted third
party. It is about choosing those we trust. UK Information Commissioners Office (ICO) [31]
categorises privacy into four sections: (1) privacy of personal information, also known as data
privacy and information privacy (2) privacy of the person, also known as bodily privacy (3)
privacy of personal behaviour (4) privacy of personal communication.

Identifying and modelling privacy requirements during the preliminary stages of software
application development is essential in order to provide a high degree of privacy protection
for stakeholders, including users. Keeping software privacy safe, as well as maintaining data
security, continues to be a challenge for software professionals as information systems become
more complex and distributed. Implementing such software not only poses technical hurdles but
also requires compliance with privacy laws. For example, privacy for healthcare applications has
significant implications because service delivery affects human life, reputation, and government
policies. The Institute of Medicine (IOM) study published in this context confirms this [32].

In this context, it is clear that preserving the privacy of the data used by the software is one
of the focal points of the development of reliable and quality software systems. Therefore, it is
necessary to consider the security and privacy of users at all stages of the software application
lifecycle [33-36]. Several strategies focus on security requirements while very few mechanisms
address privacy at design time [37]. Privacy and security requirements are factors that must
already be considered when developing software or eliciting system requirements; this is especially
important in heavily regulated domains and in the critical infrastructure sectors such as financial
services, healthcare, energy, and others. Enforcing privacy requires an organization to focus on
gathering requirements while also relying on what is set forth in laws or regulations.

A context in which privacy is a fundamental requirement is Healthcare. Here, the use
of Information and Communications Technology (ICT)?? is a growing need, given the many
benefits it brings. These benefits can be observed in the improvement of patient care, such as
reduction of medical errors, knowledge sharing among health care professionals, improvement of
usability, accessibility, and consistency of information, as well as improving the overall quality

of services.

Anyway, the processing and distribution of electronic health records (EHRs) has raised

22Information and communication technology is the set of methods and techniques used in the transmission,
reception, and processing of data and information (including digital technologies)
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privacy concerns for both patients and health agencies [38]. Lack of sufficient security in
maintaining confidentiality, integrity, and accessibility of data leads to possible threats in this
domain. Weak security procedures and little awareness of risk management practices are items
to pay attention to. For this reason, industry best practices and standards in healthcare,
e.g., ISO/IEC 27002 (ISO 27799: 2008), Health Insurance Portability and Accountability Act
(HIPAA), Patient Safety and Quality Improvement Act 2005 (PSQIA), Health Information
Technology for Economic and Clinical Health (HITECH), Personal Information Protection
and Electronic Documents Act (PIPEDA), General Data Protection Regulation GDPR?*®, Data
Protection Act (DPA), IT Act and many other pieces of legislation, have become necessary to
protect the information assets within computers.

Many other regulations exist because different nations have different data protection policies

and legislation. Some countries’ data protection guidelines and laws are shown in Fig. 2.2.

Russia
Russian Federal Law on
Personal Data

Canada
PIPEDA

Meorocco

The 09-08 act

India
IT Act, IT (Amd) Act

Data Protection Directive|

Brazil
Constitution Data Protection Law

Figure 2.2: Privacy laws/regulations of some countries.

Developing a regulatory system that can give guidance on technical developments requires
that we look at the problem from a broader perspective. Specific privacy regulations and
standards still depend heavily on the policies of each government. However, these laws have
not been considered effective enough by experts and practitioners in the field. Many are aware
of the discrepancy between the rate of technological growth and the management of that
transformation through legislative mechanisms [40]. Danezis et al. [41] observed that, in general,
when implementing desired functional features, privacy and data protection are neglected by
conventionally used engineering methods. This neglect is caused and encouraged by limitations
in developers’ ability to understand, as well as lack of resources in pursuing privacy-by-design.
As a result, there is a need to bridge the gap between the legislative framework for privacy and

related implementation techniques [41].

23The European Union’s GDPR implemented and replaced the Protection Directive as of May 25, 2018 [39].
It aims to improve the privacy protection of the individuals to whom the data relates.
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2.3 IT security landscape

While in the previous section it was presented the global landscape regarding privacy regulations,
here are presented the standards that focus on the information security management — that
encompasses many areas, from perimeter protection and encryption to application security and
disaster recovery. Implementing information security management measures makes it possible
to protect the users’ data, demonstrating an effort to guarantee their privacy.

I'T security is made more challenging by the huge number of privacy regulations and standards,
such as the ones presented in the previous section.

This is where I'T security frameworks and standards come to the aid. Knowledge of regulations,
standards and frameworks is essential for all cybersecurity professionals. On the other hand,
compliance with these frameworks and standards is important from an audit perspective.

Standards list out steps to perform, and I'T organizations must comply with requirements
set forth in a standard.

Regulations, conversely, have a legal binding impact. The way they describe how to do
something indicates government and public support for the rules and processes set forth in the
regulation. Failure to comply with I'T-focused regulations can result in financial penalties and
litigation.

An IT security framework is a series of documented processes that define policies and
procedures around the implementation and ongoing management of information security controls.
These frameworks are a blueprint for managing risk and reducing vulnerabilities.

Frameworks are of vital importance because provide a starting point for establishing processes,
policies and administrative activities for information security management. Using a common
framework, an organization can establish crosswalks to demonstrate compliance with multiple
regulations

Information security professionals use frameworks to define and prioritize the tasks required
to manage enterprise security. Frameworks are also used to help prepare for compliance and
other IT audits. The framework must, therefore, support specific requirements defined in the
standard or regulation.

Organizations can customize frameworks to solve specific information security problems,
such as industry-specific requirements or different regulatory compliance goals. Frameworks
also come in varying degrees of complexity and scale. Today’s frameworks often overlap, so it’s
important to select a framework that effectively supports operational, compliance and audit
requirements.

To help manage the process, hereon is presented a list of the most known IT security

standards.

CIS Critical Security Controls
The consensus Critical Security Controls [42] promulgated by the Center for Internet Security
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enumerate prioritized technical safeguards and operational practices applicable across environ-
ments. Distinct from comprehensive risk analyses, the Controls focus exclusively on mitigating
inherent weaknesses through inventory management, access restrictions, logging, defences, and

testing. Partnering with preexisting governance improves risk remediation.

COBIT Frameworks
Originally oriented towards auditing I'T risks in the mid-1990s, the Control Objectives for
Information and Related Technologies (COBIT) framework [43] established by the Information
Systems Audit and Control Association (ISACA) has since evolved to integrate business objec-
tives and technologies. COBIT 2019, the current iteration, remains preeminent for assuring

Sarbanes-Oxley compliance through aligned certifications and guidance.

ISO/IEC 27000 family of standards
The ISO/IEC 27000 [44] family of standards was developed by the International Organization for
Standardization in partnership with the International Electrotechnical Commission to provide
a flexible Information Security Management System framework applicable across public and
private sector organizations of all sizes.

Chief among the standards are ISO/TEC 27001 and 27002, which define requirements and
guidelines for establishing an Information Security Management System to facilitate auditing
and compliance activities. ISO/TEC 27000 offers an overarching perspective while ISO/IEC
27002 specifies best practices for implementing controls.

Certification to the ISO/IEC 27000 family is granted via third-party assessments and ensures
the proper operation of safeguards. The suite contains over 60 standards addressing diverse
facets of information security such as cloud computing, business continuity planning, digital

forensics, storage mechanisms, and healthcare informatics.

NIST Cybersecurity Framework
The National Institute of Standards and Technology developed the Framework for Improving
Critical Infrastructure Cybersecurity (NIST Cybersecurity Framework or NIST CSF) [45]
pursuant to Executive Order 13636 issued in February 2013. The NIST CSF aims to bolster
the security posture of vital national systems including energy, water, food, communications,
healthcare, and transportation—all sectors that necessitate resilient defences against threats
such as state-sponsored actors due to their strategic significance.

Distinct from other NIST guidance, the NIST CSF prioritizes cyber risk assessment and
management. Its security controls adhere to the five concurrent stages of the risk management
lifecycle: identification, protection, detection, response, and recovery. Effective implementation

of the NIST CSF demands executive sponsorship across both public and private organizations.

NIST Special Publication 800-53
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The National Institute of Standards and Technology initially released SP 800-53 [46] in 1990
as the preeminent baseline of security controls for federal information systems. Ubiquitously
leveraged across both public and private entities, SP 800-53 fueled the evolution of subsequent
frameworks like the NIST Cybersecurity Framework. SP 800-53 provides guidance aligned with

modern technologies including cloud computing.

NIST Special Publication 800-171
NIST SP 800-171 [47] gained prominence owing to mandates from the United States Department
of Defense requiring demonstrations of alignment between contractor systems and its directives.
Oriented towards safeguarding controlled unclassified information, SP 800-171 establishes
fundamental security postures for third-party entities interacting with government programs.
Organizations can demonstrate compliance with the more comprehensive SP 800-53 by first
satisfying SP 800-171, benefiting smaller actors with constraints.

Controls included in the NIST SP 800-171 framework are directly related to NIST SP 800-53
but are less detailed and more generalized. It is feasible to construct mappings between the
two standards if an organization must show compliance with NIST SP 800-53, leveraging NIST
SP 800-171 as the starting point. This creates flexibility for smaller organizations as they can
expand safeguards over time per additional controls in NIST SP 800-53.

2.4 Current challenges

The increasing size and complexity of software have led to an increase in the range of cyber
attacks, as well as the risk of information exfiltration and data breaches. The common goal
is to steal information and data by exploiting vulnerabilities within the code. This, in turn,
results in users’ privacy violations. This implies the need to identify and understand (at least)
the most common threats in software security, disseminate security best practices, and address
security from the earliest stages of software development [37] as a minimum effort to protect
users’ privacy.

Security should be a basic feature of software applications, guaranteed by the existence
of — as an example — automated mechanisms for constructing complex and secure passwords
rather than procedures for periodically renewing those passwords. Lack of system security
can compromise privacy, so privacy becomes a proactive, integrative, and creative approach to
strengthening security requirements, starting with the design of new systems and the protection
of information assets (and data) in the case of existing ones.

It becomes necessary to consider and pursue privacy at all stages of the software lifecycle.
Today we can identify several approaches that address security; however, they rarely consider the
data privacy side of the problem. The same can be said for current privacy-oriented approaches.
In the end, what emerges is that privacy and security are addressed separately from existing

approaches.
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The challenges that companies and developer communities face when trying to consider
both privacy and security at the same time are many. In order to reach this goal, at least two

macro-issues must be addressed:

1. Translate best practices for secure application development as well as data privacy into

operational guidelines that can be traced back to code structures and software architectures;

2. Share security and privacy expertise within the development team. Privacy and security
require specific skills that developers, even talented ones, often do not have. Therefore,

there is a need to share and transfer knowledge effectively [48,49].

2.5 State of the art

First of all, I investigated the literature relating to conventional software systems. The goal was
to understand what has been done, what results have been obtained and what else could be
done to contribute to the state of the art. Moreover, the work done in this field provides lessons

learnt that I later kept in mind when dealing with Al-based software systems.

2.5.1 Privacy and Security in Conventional Systems
Privacy-oriented approaches

Considering what has been said so far, it is in the interest of everyone that privacy should
be built as early as possible in the product development process rather than bolt-on privacy
at a later stage in the design process. A privacy framework for businesses and policymakers
proposed by the US Federal Trade Commission [50] states ”companies should promote consumer
privacy throughout their organizations and at every stage of the development of their products
and services. Companies should incorporate substantive privacy protections into their practices,
such as data security, reasonable collection limits, sound retention practices, and data accuracy.
Companies should maintain comprehensive data management procedures through the life cycle
of their products and services”.

On the other side, Article 25 of the European Union GDPR [16] brings these ideas together
and formulates the requirements of data protection by design and by default. Its definition of
PbD places the responsibility on the data owner (or their controller) to implement technical
and organisational measures to maintain user privacy before and during data processing [51].

To instruct developers to incorporate privacy into the design of software systems, there are
several abstract well-established and widely recognized privacy practices. The most mentioned in
the current literature are: Fair Information Practices (FIP) [52], Privacy by Design (PbD) [26]
and Data Minimization (DM) [53].

DM essentially states that data should only be collected if it is related to the purpose of the

application and should only be processed for the purpose for which it was collected.
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FIP states that users should have access to and control over their data even after entering it
into a system [52].

Cavoukian [54] laid the foundations of PbD practical implementation through seven principles,
listed below:

e Proactive and preventive

o Privacy by default

« Privacy by design

o Full functionality

o End-to-end security

e Open visibility and transparency
» Respect for user privacy

Anyway, studies show that most developers still lack formal knowledge about privacy practices
and that they are often led to try to incorporate privacy into software projects by proceeding
tentatively. Sometimes, they find privacy contradictory to the functional requirements of the
system and find it difficult to assess whether they have correctly integrated privacy into a
system [55]. In an empirical study of 124 engineers, conducted to understand the motivations
and impediments related to privacy and security engineering, Spiekermann et al [56] found
that software engineers lack the time and autonomy needed to build successful ethical systems.
Moreover, privacy and security standards in organizations are often inadequate or even opposed
to privacy-oriented design, leading to conflict between engineers and their organizations.

As a consequence, in many cases, developers do not follow these practices when developing
software systems. If software systems were designed to process data only for the purpose for
which it was collected, and if users were given control over their data, we would not see events
like the recent Facebook privacy scandal, where Cambridge Analytica accessed and processed
the personal data of 50 million users without their consent. Facebook responded to the scandal
by saying that strict measures would be taken to limit developers’ access to user data and
remove those who do not agree to be subjected to privacy controls. This makes it clear that

developers play a central role in protecting privacy [57].

Privacy Engineering

Academics reacted to the difficulties presented in the previous section with Privacy Engineering.

Privacy Engineering (PE) is a nascent field in the realm of Software Engineering. Its purpose
is the research and practice of systematic approaches to create privacy-oriented solutions across
software systems and the SDLC [29]. Hansen et al. [58] define PE as an approach used to ensure

that organizations provide sufficient protection to their stakeholders’ personal data. One of the
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most challenging aspects of PE is the fact that the concept of privacy is "fuzzy” and difficult to
define explicitly within the Software Development Life Cycle (SDLC) [59].

The approaches that researchers proposed and experimented with to achieve PE can be
grouped into three main areas: Privacy Impact and Risk Assessment (PIRA), Model-based
Design (MbD), and Privacy Requirement Engineering (PRE).

The following subsection presents some of the most cited approaches for each of these three

main areas.

PIRA approaches

A Privacy Impact Assessment (PIA) is defined as a process that identifies and mitigates, with
stakeholders’ consultation, the potential impact on privacy caused by whatever initiative. PIAs
are now mandated by, for example, the EU General Data Protection Regulation (GDPR).
However, they do not precisely illustrate how a PIA should be performed. A PIA tends to focus
more on legal and organizational aspects than technical details. In order for a PIA to be holistic
and effective, it must be complemented by an appropriate privacy risk model that considers
legal, organizational, social, and technical aspects: here comes the concept of risk assessment,
which typically follows a step-by-step process of both risk identification and risk mitigation [60].

From the union of these two concepts comes Privacy Impact and Risk Assessments (PIRAs),
that play an essential role in protecting the privacy of data subjects and managing privacy risks
through systematic identification and mitigation [60]. One example is the CNIL approach, which
includes a risk model that describes threats, vulnerabilities, and sources of privacy risks [61].
The CNIL methodology uses a semi-quantitative approach based on a predefined set of threats,
together with their numerical index [60].

A similar approach is used in PRIAM [62], which is a privacy risk assessment methodology
that collects information about seven components of a computer system, including stakeholders,
data, sources of risk, privacy weaknesses, feared events, damage and the system itself. Each
component has a set of categories and attributes that are used in risk calculations. These
calculations are based on "threat trees”, which represent the relationships between privacy
weaknesses, feared events, and damages.

Alshammari and Simpson [60] extended the PRIAM methodology by introducing assessments
that reveal weaknesses in privacy measures based on how easily they can be exploited and their
severity. They also consider the value of personal data and how this affects the motivations of

the source of the threat.

Model-based design approaches

Model-based Design, as the name implies, is based on models. A model is a systematic
representation of an object or event in an idealized and abstract form; the act of abstracting

eliminates certain details to focus on essential factors. A model provides a vocabulary for
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discussing certain issues and is thus more like a tool for the scientist than for use in, for instance,
practical systems development. [63]

LINNDUN is a systematic approach for privacy threat assessment designed for software
engineers. LINNDUN is a mnemonic for the seven categories of high-level privacy threats:
Linkability; Identifiability; Non-repudiation; Detectability; Disclosure; Unawareness; and Non-
compliance [64]. LINDDUN is an approach based on Data Flow Diagrams (DFDs), which
are used to model the flow of personal data through different processing events and areas of
processors and controllers [65].

Al-Fedaghi [63] developed a framework that uses a flow-based model to conceptualize generic

operations performed on personally identifiable information (PII): Flowthing Machine (FM),

that defines six typical movements of PII within information systems: Transfer, Processing,
Creation, Release, Delivery and Acceptance.

The key problem in PbD is the lack of guidelines on how to map legal data protection
requirements into system requirements and components. Hoepman [66] analyzed both the PbD
principles and the GDPR Articles and extracted the following Privacy Design Strategies to
keep in mind for privacy design: Minimise, Hide, Separate, Aggregate, Enforce, Control, Inform
and Demonstrate. These strategies are used both to design privacy-preserving systems and to
assess the privacy impact of IT systems. In subsequent research [67], the design strategy named
"Control" was extended with the creation of privacy patterns, which constitute a sufficient base
of patterns with descriptions, relationships, and applicability.

Privacy Design Strategies represent an attempt to reduce the gap between "what to do"
and "how to do it". To further improve them, in [68] the authors try to correlate and map
the available strategies with the "Privacy Patterns' needed to implement them, but the results
obtained are limited in scope and far from being used in practice. Privacy Patterns [69] represent
a general solution to the most frequent privacy problems in software development. A further
step in this direction was made by Suphakul et al. [70]: they proposed design patterns to
include information about privacy principles addressed and relevant software models in the
UML notations to use [71]. In [72], the authors propose a set of privacy process patterns for
creating a clear alignment between privacy requirements and Privacy Enhancing Technologies
(PET) [73], and encapsulate expert knowledge of PET implementation at the operational level.

One of the most comprehensive frameworks — based on PbD principle, strategies, privacy
patterns and PETs — is the Privacy Oriented Software Development (POSD) [74]. This frame-

work is based on a knowledge base that links all the previously mentioned concepts, across the
entire SDLC, so that can be used by different kinds of stakeholders during the entire software
development process. Moreover, in a subsequent work, this was provided with a graphical
tool [2].

PRIPARE (Preparing Industry to Privacy by Design by supporting its Application in
Research) [75] begins to highlight how privacy requirements can be incorporated into the SDLC.

The study introduces a systematic methodology for privacy engineering, while Privacy-Friendly
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Systems Design [76] incorporates privacy through the following steps: elicitation of privacy
requirements, analysis of the impact on the process, and identification of supporting techniques.

Problem-based Privacy Analysis (ProPAn) [77] adopts a problem structure model to detect
privacy threats. It uses privacy graphs, i.e. UML profiles that contain privacy requirements,
and determines the stakeholders whose personal information requires protection [78§].

He and Anton presented an agent-oriented framework for modeling privacy requirements as
the contexts and obligations of Role-Based Access Control (RBAC) entities and relationships,
thus linking privacy requirements to organizational access control policies [79]. It includes a
context-based data model for representing roles that have permissions to access data objects
and privacy elements linked to these objects. RBAC is not supported by formal models but a
guiding framework has been defined for expressing the relations between the roles and their
restrictions on the organization’s assets. Finally, a software tool has been developed, but it does

not cover the whole method since it does not support role analysis.

Mai et al. [35] proposed a modeling method based on extending the use case diagrams
belonging to UML. Their main motivation was to enrich these diagrams with security and
privacy adding a limited number of extensions. An important aspect of this work was the
modeling of threat scenarios and their possible mitigation processed in a ”structured form”. The
main limitation of this work is that extends only the use case diagram, which is the most general
UML diagram. For this reason, it is difficult to consider this work for complex environments
(such as the [0T). In fact, Aufner [80] stated that even if threat models and their implementation
to increase security have been deeply researched in social networks, there is a lack of research in
the ToT field.

Privacy requirements engineering approaches

Privacy Requirement Engineering (PRE) is essentially based on the elicitation of non-functional
requirements: privacy requirements, which are considered a key point to developing a privacy-
friendly system. Engineering privacy requirements in a disciplined approach is an essential step
in building privacy-preserving software systems.

Examples of techniques relating to this approach are the adaptations of the Security Quality
Requirement Engineering (SQUARE) process [81].

SQUARE is a comprehensive process developed for eliciting, categorizing, and prioritizing
security requirements within an organization [34]. Its aim is to integrate security requirements at
the early stages of software development. SQUARE advocates nine steps which are: (1) agreeing
of all the stakeholders on common definitions; (2) identification of security goals; (3) developing
artifacts; (4) perform risk analysis; (5) selection of an appropriate elicitation technique; (6)
elicitation of security requirements; (7) categorizing requirements; (8) prioritizing requirements;
and (9) inspection of the final requirements. Each step has some exit criteria that have to be

fulfilled before going to the next step, although some of the steps can be performed in parallel.
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Several researchers have adapted the SQUARE process to incorporate privacy requirements
engineering.

One of the results is eSQUARE [82], a web-based tool developed based on Z language for
modeling and checking the consistency of security requirements; it also contains a metric devel-
oped for measuring the security requirements and was aligned with the SQUARE methodology.
In eSQUARE, the authors have integrated privacy requirements in the SQUARE methodology
in order to identify privacy risks apart from security risks.

Another SQUARE adaptation is that of Bijwe and Mead [83]. They introduced in SQUARE
the use of the Privacy Requirement Elicitation Technique (PRET), a computer-aided approach
that uses a questionnaire to extract information from engineers and stakeholders. The proposed
tool contains a database of privacy requirements that generates results based on the input from
the questionnaire.

However, the work in [84] finds that integrating PRET into SQUARE is not an alternative to
other privacy risk assessment methods and therefore proposed the addition of Health Insurance
Portability and Accountability Act (HIPAA) and PIA for privacy risk and impact assessment
to SQUARE.

Lai and Zhang et al [85] developed 2-SQUARE, a software that provides flexible guidelines for
workflows and business processes. It aims to facilitate the communication of privacy requirements
between engineers and stakeholders.

Similarly to what has been done for SQUARE, in literature there are several adaptations of
the STORE methodology. The Security Threat Oriented Requirements Engineering (STORE) is
a methodology focused on security threats that can be used by a software development enterprise
to develop effective and efficient security specifications [86]. This approach identifies and gives
priority to all stakeholders based on their importance. Since it is a detailed sequential procedure
for managing and documenting security requirements, the security expert or requirements
engineer cannot completely forgo as well as swoop among the 10 phases that compose the entire
process. However, the STORE methodology is capable of eliciting only security requirements.

Hence, Ansari et al. have extended the STORE process as P-STORE methodology for
incorporating the effective and efficient privacy requirements through a sequential procedure.
P-STORE’s ten steps are: Identify privacy goals, Identify and prioritize stakeholders, Agreed-
upon privacy goals, Asset identification, Privacy attack analysis, Privacy threat identification
and categorization, Risk evaluation and prioritization, Privacy requirements elicitation, Privacy
requirements validation, Privacy requirements specification document.

Leaving aside adaptations, hereon are presented other PRE approaches.

The PRiS method [87] considers privacy requirements as organizational goals and describes
the effect of integrating privacy requirements within business procedures in order to identify
the most suitable system architecture. PriS is a security requirements engineering method,
which incorporates privacy requirements early in the system development process. It considers

privacy requirements as organizational goals that need to be satisfied and adopts the use of
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privacy process patterns as a way to (a) describe the effect of privacy requirements on business
processes; and (b) facilitate the identification of the system architecture that best supports the
privacy-related business processes. Pris models privacy requirements as a special type of goal, the
privacy goal, which constraints (have an impact on) the causal transformation of organizational
goals into processes.

In these methodologies, and also in PRIPARE, privacy is addressed during construction or
early software design activities instead of in all phases.

The STRAP method (STRuctured Analysis of Privacy) [88] was developed with the objective
of eliciting and analyzing privacy requirements during the system design phase. In STRAP,
privacy requirements are represented as vulnerabilities. STRAP builds a goal model that
represents all functional requirements and vulnerabilities have the form of obstacles between
the goals and the subgoals in the goal model. The method’s way of working comprises of the
following steps: a) Analysis, b) Refinement, ¢) Evaluation and d) Iteration. STRAP drawbacks
are that is not supported by formal models and no software tool has been implemented to guide
the designers and for the graphical representation of the method’s models.

Meis [89] presented the Problem-based Privacy Analysis (ProPAn) for privacy requirements
engineering, i.e. an aspect-oriented requirements engineering methodology. ProPAn enables
customized modeling and incorporation of the intersection of oral features and functionality
into the requirements specification of a software system. ProPAn attempts to address existing
problems including the specification of functional requirements of a module through constructive
feedback. The author has also provided a categorization of privacy requirements extracted and

mapped to several other privacy concepts.

Security-oriented approaches

There are numerous frameworks in the literature focused on security. Hereon are presented the
most cited and used by the industry, other than the already cited SQUARE and STORE.

Adam Shostack developed the STRIDE framework for threat modeling, which serves as a
support for CIA — confidentiality, integrity, and availability: while the CIA triad defines the
three pillars for designing secure systems, STRIDE presents six types of threats relevant to CIA.

STRIDE specifies six areas in which attacks on the security of a system can be classified;
the areas are Spoofing, Tampering, Repudiation, Information disclosure, Denial of service and
FElevation of privilege [90]. These threats are nothing more than the opposite of the properties
that characterize a secure system: authenticity, integrity, non-repudiation, confidentiality,
availability, and authorization.

Spoofing: A set of threats that violate authentication protocols, allowing a malicious user to
use an identity other than the one he actually possesses. Spoofing can occur at any level of the

ISO/OSI stack.

Tampering: data circulating within the system are altered by a malicious external user.
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Repudiation: An attacker may refuse to take responsibility for a certain behavior, but this
cannot be proven due to the absence of evidence, such as system logs.

Information disclosure: information is exposed to parties that do not/should not have access.
Information loss and data breaches are common examples of information disclosure.

Denial of service: The system/information is not available to a legitimate user who is
requesting it.

Elevation of privilege: The malicious or legitimate user gets more privileges over the content
than he is entitled to.

The i* modeling framework was developed to support requirements analysis and design

using the agent-oriented approach. It tries to model the dependency relationships among various
actors using the concept of actors, agents, and goals [91]. Various extensions of the i* model
have been proposed to model security and privacy concepts [82].

Secure i* [92], an extension of the i* model, analyzes security trade-offs among various
stakeholders and the system to be built. It tries to align the security requirements with other
requirements of the system. It is based on a general model that considers important security
concepts like goals, tasks, assets, threats, and resources. A meta-model that aims to capture
the act of attackers and the counteract of the victims using i* model is discussed in [82]. It is
applicable in all the phases of SDLC and covers the three CIA goals.

Tropos [93] approach is based on the agent-oriented software engineering (AOSE) paradigm
and i* modeling framework. The process involved in this approach is modeling the actors,
modeling dependency between the actors, modeling trust, and refinement of goals.

A lot of Tropos extensions were proposed over time. For example, Secure Tropos-SPL [94]

has been developed for modeling security requirements in the context of software product lines
(SPL).

An extension of the Secure Tropos to formally model and optimize security mechanisms in
alignment with security requirements has been discussed in [95].

A risk-aware Secure Tropos, an extension of the Secure Tropos model in alignment with
information security risk management concepts, is discussed in [96].

A Tropos Goal-Risk framework for modeling and assessing security risk of critical systems
based on trust relationship among actors is proposed in [97]. This framework uses trust as
evidence to assess risk, evaluate the alternative goals, and analyze possible countermeasures for
mitigating the risk based on the organizational setting of the system.

These were only a small part of the existent Tropos extensions. Now, we move further to
analyze frameworks not related to Tropos.

Misuse Case is a modeling tool that models the behavior of actors hostile to the system
under construction [98]. It is used along with the standard UML use case diagram in order
to model the behaviors not desirable in the system [82]. A misuse case diagram represents
threats and attackers along with a directed association between them. Various relationships

used in the diagram: threatens, includes, and extends. A Misuse case diagram only captures the
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basic overview of threats, and hence, a template has been proposed to give a detailed textual

description of threats and attackers.

The idea of using patterns has been proved to be very valuable in the area of software
engineering. They give an insight into a class of problems and help in designing software by
providing an accumulated body of knowledge, so one does not have to start right from scratch.
Strictly correlated to patterns there are the Problem Frames, introduced by Jackson [99], which
define a problem intuitively using an already defined class of problems in terms of its domain,

characteristics, interfaces, and requirements.

Hatebur et al. [100,101] introduced two new problem frames, known as Security Problem
Frames (SPF) and Concretized Security Problem Frames (CSPF). SPF help to fulfill the
security requirements of the system. They refer to the security problems being solved without
recommending a solution. The solution space is defined by concretizing the problem frames
with generic security mechanism (like encryption techniques for secure data transmission), by
converting SPF into CSPF. CSPF consist of preconditions and postconditions in formal notations
that have to be fulfilled in order to create an instance of SPF. The authors have described
a three-step methodology formodeling security-related problems. The first step consists of
decomposing the problem into subproblems until, and a specific security problem frame is found
accordingly. In the second step, generic security mechanisms are introduced to solve the security
problems by concretizing a SPF with a known security measure. Finally, the last step introduces
specific security measures and generic sequence diagram to achieve the perfect solution to the

security problem.

2.5.2 Privacy and Security in Al-enabled Systems

Most of the problems already addressed in conventional systems should be kept in mind while
developing Al-enabled systems. In addition, new attack categories and techniques emerge for

Al-enabled systems, which should carefully be analyzed since few mitigations exist nowadays.

The biggest concern related to Al-enabled systems is that, in most cases, a failure in the
underlying algorithm may have an impact on human lives, not only in terms of death but also

fundamental rights: dignity, freedoms, equality and solidarity, citizens’ rights and justice [102].

The novelty in Al-enabled systems is that a small perturbation in the data (inputs or other

data consumed by the algorithms) might cause a drastic change in the system’s decision.

This is why, even if Al-enabled systems are one of the fastest evolving fields out there
and every day a number of new and useful tools are created whose aim is creating functional
and effective systems, an emerging trend is some new tools are being focused on offering
functionalities that go beyond simply building new and powerful systems; instead, they offer

new perspectives by focusing on different aspects.

All these aspects are presented in the next sections.
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Model Privacy

The first presented aspect is model privacy: this topic is receiving a lot of attention also
outside the technical communities in last years, especially after the introduction of legal policy
frameworks like the GDPR [39] and the next-coming Al Act [103]. Anyway, researchers and
communities addressing the topic of privacy in these systems seem to be a niche: this is dangerous
because there are mainstream attacks which can cause a data breach also in Al-enabled systems,

resulting in loss of interest in the systems by the potential users.

It has been observed that a lot of individuals are concerned about the governance of Al-
enabled systems and the prevention of algorithmic and data harms [104]. Also, GDPR is seen
as a turning point for achieving better governance in this field. Anyway, the GDPR provides
guidance on the use of algorithms only in limited cases; most of its guidelines relate to the
governance of personal data but algorithms have traditionally been seen as intellectual property
as well [104].

These problems arise from the fact that the process of feeding an unconventional system

with training data is not one-way, and hereon there are the motivations.

When one wants to train a system, usually starts with some (potentially sensible) training
data, composed by some data features X and corresponding class labels y. Chosen an algorithm,
e.g. a neural network (NN), the training data is used to make the model learn a mapping/pattern
which binds X to y. This mapping should be general, so that the model is also able to predict

the correct labels for unseen data X’.

Now, the problem emerges from the obvious fact that, in order to learn a mapping from
specific features to the corresponding labels, the system needs to "remember” (learn, store) in
its parameters some information about the data it was trained on. Otherwise, it would not be
able to output correct conclusions about new and unseen data.

Based on the sensitivity of the data used for the training, the fact that some information
about data is stored in the system parameters may cause privacy problems: someone able to
access the system may deduct information about the training data. This demonstrates why
some Al models should be legally classified as personal data.

Starting from the subset of attack techniques described in the next subsections of this essay,
Veale et al. [104] explored different rights and obligations this action would trigger and their
utility, as well as they posit future directions for algorithmic governance and regulation.

One may argue there exist many other privacy attacks for Al-enabled systems not addressed
in this thesis, for example the ones mentioned in [105]: they are excluded because a lot of these
attacks are too complex to be realized in a real context and/or need in-depth knowledge of the
policies running in the organization.

In the following paragraphs there are various attack techiques that emerge from the literature

regarding privacy in Al-enabled systems.
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Membership inference attack

Using this technique, an attacker creates random samples and sends them to a victim Al
model, usually served on a cloud service — this deployment architecture is usually known as
Machine Learning as a Service (MLaaS). Based on the confidence score the model returns, the
attacker tunes the samples’ features and re-sends them to the model. This process continues
until the victim model outputs a very high confidence score: in this case, the sample is identical
or very similar to one of the samples used to train the victim model.

After gathering enough high-confidence samples, the attacker can use the handcrafted dataset
to train a set of "shadow models” able to predict whether a data record is part of the victim
model’s training data or not. This creates an ensemble of models whose outputs can be further
used to train a "meta-model", whose goal is to predict the membership inference of a sample:
this final model can predict whether a sample was included in the training dataset of the victim
model.

The researchers found that this attack was successful on many different Al services and
architectures publicly accessible.

Such attacks are very common due to the growing interest in using MLaaS; this facilitates
the attackers in developing and launching membership inference attacks over the same services.

The first and most famous attack in this category was proposed by Shokri et al. [106] at the
2017 TEEE Symposium on Security and Privacy; this attack worked on all major cloud-based
machine learning services, Amazon and Google services among others. What the authors did
was simply concretely reproduce the steps of the membership attack: in their work, they describe
a malicious actor (an attacker) who creates random samples to be sent to a target machine
learning model served on a cloud service. The attacker needs to be able to send each sample to
the model and receive a correlated output. Based on the confidence score the model returns in
the output, the attacker tunes the sample’s features and re-sends it to the model. The process
continues until the victim model outputs a very high confidence score. At this point, the sample
can be considered identical or very similar to one of the samples used to train the model. After
some time, the attacker will obtain a large number of high-confidence samples, which construct
his dataset. Then, the attacker uses this handcrafted dataset to train a set of so-called shadow
models able to predict whether an input sample was part of the victim model’s training data.
These shadow models represent an ensemble of models: their predictions compose a vector used
to train a membership inference attack model: this final model can predict whether a data
record was included in the training dataset of the victim machine learning model.

Later, de Arcaute et al. [107] studied the impact of membership inference attacks on
traditional machine learning algorithms and showed that many ensemble models, most of all
Extra-Trees, are vulnerable to this attack. This information can be used by designers (and all
stakeholders involved in the creation of a model) as an additional guideline useful in selecting

the machine learning algorithm so that privacy-protection is incorporated as a design goal from
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the initial phases of the development lifecycle.

The existent mitigations to these attacks are hereon presented.

Regularization-Based Defense Methods

Shokri et al. [106], after proposing for the first time the membership attack, investigated
four defence methods. The first is based on the restriction of the output vector (containing
the predictions) to the top k classes - where a smaller k results in less information provided.
The second one is based on providing confidence score vectors with less accurate precisions,
e.g. rounding or truncating the probabilities within the vector down to d floating point digits;
of course, a smaller d entails less information provided. The third one is based on increasing
the entropy of the confidence score vector by using a softmax function and a temperature ¢ to
compute the output of the logits vector. The fourth and last one is based on using L2-norm
standard regularization over the scores in the output vector.

In [108], Nasr et al. made a proposal based on a min-max privacy game, whose solution is
achieved by training a model using an adversarial process that minimizes both the prediction loss
and the maximum gain of the attack. The obtained model is able to provide both membership
defence and strong regularization capability.

Salem et al. [109] also proposed two defence methods against membership inference attacks.
The first one is called "dropout" (in fact works like the dropout layer in neural networks) and
is based on a random deletion of a prefixed proportion of edges from a fully connected neural
network model in each training iteration with the goal of avoiding overfitting. The second
method is called "model stacking" and is based on ensemble learning to construct the final
model: two models take the original training data while the third is trained with the conference

score vectors produced by the previous two models. This should contribute to avoiding overfitting.

Adversarial Example-Based Defense Methods

Jia et al. [110] proposed a defence method named "MemGuard" based on the idea of adding
noise to each confidence score vector in order to make it appear like an adversarial example??.
In their work they describe the entire process of adding noise as an optimization problem and

also the developed algorithm used to solve the problem based on gradient descent.

Deep Neural Network-Based Defense Methods

Yang et al. [111] proposed a purifier model whose goal is to transform the output vector of
a model: it takes a confidence score vector as input and reshapes it. Substantially, is based
on the encoder-decoder model: the encoder maps the confidence score vector to a latent rep-

resentation while the decoder subsequently tries to reconstruct the initial confidence score vector.

Differential Privacy-Based Defense Methods

24More details about adversarial samples are provided in the next paragraphs.
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Differential privacy has been used a lot to preserve the privacy into deep learning models
[112] [113-115]. The core concept behind this defence technique is adding noise to the data.
This noise can be added in five different places in an algorithm: [116] proposes the adding to the
input datasets, [117] in loss functions, [113] in gradients, [118] in the weights of neural networks,
and [119] in output classes.

Recently, also local differential privacy has been used as mitigation. For example, Kim
et al. [120] adopted the Gaussian mechanism to realize local differential privacy in federated
learning models. They also analyzed the trade-offs between user privacy, global utility and
transmission rate, since a larger noise leads to stronger privacy but lower utility and higher
transmission rate.

Anyway, it must be noted that most of the presented techniques constitute a defence only
against membership inference attacks, and the differential privacy methods have been developed
for general privacy preservation rather than to protect against a specific inference attack. Some
methods, moreover, require a re-train of a neural network, which is not an optimal strategy if
time efficiency is a strict requirement. Following these motivations, in [121] was proposed a
strategy based on modifying and then normalizing the output confidence score vectors with a
differential privacy mechanism: no new models need to be trained, so this is a very time-efficient
method. In addition, the order of scores in the confidence vectors is preserved thus no tradeoffs

have to be made.

Limits of membership inference

The severity and risks associated with membership inference attacks largely depend on
the applications and the type of data used for training the victim model: in applications
involving complex image and speech classification tasks, the computational efforts required to
generate training data implicitly reduce the severity of the attack. On the other hand, in some
human-centric applications based on tabular data — such as education, finance, and healthcare
— which can be easily generated, membership inference attacks may pose severe implications.

Membership inference is also highly associated with "overfitting”, usually a consequence
of bad design and training. An overfitted model performs well on its training examples but
poorly on unseen data. Two reasons which lead to overfitting are (i) having too few training
examples and (ii) running the training process for too many epochs. The more overfitted an Al
model is, the easier it will be for an attacker to successfully conduct a membership inference
attacks against it. As a consequence, a model able to correctly generalize on unseen examples is

implicitly more secure against membership inference.

Model Inversion attacks

This attack was first proposed by Fredrikson et al. [122]; the core idea is to use a (new)

model to extract representations of the initial training data used for the victim model. In other
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words, the goal of this new model is to iteratively query the victim model with the goal of
finding (or reconstructing) the inputs used to train the victim model.

The low-level philosophy behind a model inversion attack is very simple: reverse-engineering
a model by using the gradient in a trained network to tune the weights and obtain the features
for all classes. It is possible to create and start with a prototype sample for the classes for which
not prior information is available. Moreover, this type of attack demonstrates that any accurate
neural network may leak information on the different classes on which has been trained. A
number of works has shown that artificial data generated by a Generative Adversarial Network
(GAN) are very similar to the victim’s training data. As a consequence, the information obtained
by a model inversion attack may “reveal more private information about the training data when
compared to the average samples” [123].

Generally, this type of attack works in a white-box model (i.e. the attacker has access to the
trained model, in particular to the model parameters); anyway, it also can used in a blackbox
environment (i.e. the attacker is only allowed to query the prediction model on his/her inputs
through an appropriate interface) with lower effectiveness.

The first and most famous attack in this category was proposed by Fredrikson et al. [122]:
they used a trained classifier to extract representations of the initial training data used in the
victim model.

In particular, a face classifier trained on black and white images belonging to 40 different
individuals was used. The training data features X are the individual image pixels, which
can assume numerical values in the range [0,1]. Since the number of different pixel value
combinations over an image is very large, it is infeasible to realize a brute-force attack to obtain
a reconstruction over all possible images with the goal of identifying the one(s) that most likely
belong to the training dataset. Therefore, the authors proposed a different approach: given m

different faces and n pixel values per image, the classifier can be expressed as a function:

/: [0,1]" — [0, 1]™

The output of the classifier is a vector that represents the probabilities of the image to
belong to each of the m classes.

The authors also defined a cost function c¢(z) related to the above function to realize the
attack: selected a candidate solution image z0, the gradients of the cost function are calculated.
Then, the gradient descent technique is applied and z0 is transformed iteratively in each epoch
i according to the gradients in order to minimize the cost function. When a minimum is found,
the transformed z7 can be returned as the solution of the model inversion.

At the end of the technique algorithm, the minimal costs and the corresponding xi are
returned. If, as happened to Fredrikson, each individual corresponds to a separate class label,
the model inversion can be used in order to reconstruct concrete faces.

Later, Want et al. [124] proposed a technique based on an ensemble able to estimate the

distribution of original training data by exploiting a newly trained generator constrained by an
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ensemble of models trained on shared data. They gained visible improvements in the quality of

the generated samples compared to using only a single model rather than an ensemble.

Khosravy et al. [125] demonstrated the use of Deep MIA, an integration of deep generative
models in MIA, and a-GAN initialized with a face-based seed (a-GAN-MIA-FS). As experimen-
tation, they used a pre-trained deep generative model with the capability of generating a face
image starting from a random feature vector. The goal was to narrow down the image search
space to the feature vectors space, which has much lower dimensions. As a consequence, the
model inversion attack can be more efficiently conducted because the searches can be done on a

low-dimensional feature vector.

Since initially most existing defence methods only protect against membership inference
and not also from model inversion attacks, and methods that can combat both types of attacks
require a new model to be trained — which may not be time-efficient —, Ye et al. [121] proposed
a new defence method based on differential privacy able to handle both attacks in a time-efficient
manner by tuning only one parameter: the privacy budget. The core idea is modifying and
normalizing the confidence score vectors with a differential privacy mechanism which preserves
privacy but obscures membership and reconstructed data. Then, this method can also guarantee
the order of scores in the vector and avoid any loss in classification accuracy. Finally, the

experimental results demonstrated this method is an effective and timely defence.

Moving to a different kind of defence measures, we can generally say encryption can block
the adversary’s knowledge and maintain black-box condition, thus encryption can be generally

considered effective against white-box attacks like model inversion.

One may think another effective defence measure is differential privacy. This is wrong
because in model inversion an attacker just uses the output of a model to infer certain features
of the training data. According to the differential privacy concept, this does not necessarily lead
to privacy breaches. Consider a face recognition system, where a single person is represented
by an output class of the model. Since all training images for this class are various photos of
the same person, an attacker can launch a model inversion attack by handcrafting an artificial
image which is composed of the average information derived from the available person’s photos.
In most of the cases, this average will be identified as that person. So, this average of features
can represent the entire output class but does not represent a particular member of the training

data set.

Therefore, the model inversion attack is even effective with differential privacy in place
because addresses the parameters of the model and the granularity is set at the record/instance
level. Once the model becomes accurate, it will contain the noise added to the learning
parameters. However, as long as the model can accurately classify the class and generate

representations of that class, the attack can be considered successful.
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Model Security

The second aspect dealt with in this essay is model security: this topic is one of the main
concerns even in Al-enabled systems. The various attack techniques that exist are quite different
— such as adversarial attacks, model extraction, backdoors, trojans, membership inference, and

model inversion — and will be investigated in the following paragraphs.

Adversarial attacks

The core idea behind this technique is crafting fake data (i.e. "DeepFake(s)") belonging to
different domains — such as text [126], images [127], audio [21], network signals [128] —, known
as adversarial examples, that in some way make the model vulnerable when included in the
training set.

Using a more technical formalism, we can use X for referring to benign input data which
is classified as class 1 by the model M: the goal of this attack is to find a function F able to
generate a malign input data X’ (say F poisoning function where F(X) = X’) so that X is
classified as belonging to another class (e.g. 2) by the same model M but the difference between
X and X’ cannot be identified by a human-eye. This attack is called un-targeted adversarial
attack.

The targeted adversarial attack requires a target class Y: the goal of the function F is
to find any benign input so that model M becomes biased towards Y in prediction; in other
words, the model M predicts exactly class Y instead of other classes.

Adversarial attacks may be classified also based on the amount of knowledge the attackers
have about the target model (i.e. victim model): there exist white-box, grey-box, or black-box
attacks. In white-box attacks, attackers have full knowledge about the targeted model
architecture (they know the source code and the weights). This eases the crafting of poisoned
data used to fool the system. In grey-box attacks, the attackers may have some information
about the overall structure of the model. In black-box attacks, all they have is just access to
use the model [129].

In [130] a more detailed adversarial attacks taxonomy is presented. Fig. 2.3 shows a common

adversarial attack on an image classification model: the perturbation added to the image makes
the model change the prediction.

s
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Figure 2.3: A graphical example of adversarial attack with the corresponding predictions [9].

There is not just one answer to the question "why adversarial attacks exist". The first
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reason was provided by Szegedy: in his paper [9] he argued that the cause may be too much
non-linearity and poor regularization of neural networks. Later, Goodfellow [131] argued that
adversarial examples occurred due to too much linearity, the opposite of the previous theory.
His main point was activation functions like ReLU and Sigmoid are basically straight lines in
the middle (where also it is needed to prevent gradient explosion or vanishing). So inside a
neural network there are tons of linear functions, all perpetuating one another’s input, all in the
same direction. If tiny perturbations are added to an input (a few pixels in different positions
in the original input), the perturbations accumulate into massive differences on the other end of
the network and the output is a paradox.

Another hypothesis, maybe the most shared today, is the tilted boundary [132]: the authors
argue that since the model never fits the data perfectly (otherwise test set accuracy would
always be 100%), there will always be a margin for the adversarial in the input, that exists
between the boundary of the classifier and the actual sampled data. They also empirically
debunk the previous two approaches.

There are also two mathematical explanations:
 Lack of sufficient training data [133],
« Computational intractability of ever building robust classifiers [134].

Finally, there is a recent paper from MIT with another proposal: Ilyas et al. [135] argued
that adversarial examples are not caused by a bug but are a feature generated by how neural
networks see the world. In other words, the fact that humans are limited to 3 dimensions and
can’t distinguish noise patterns is not a valid motivation to exclude noise patterns from the set
of valid features.

In the same paper, another really interesting phenomenon related to adversarial examples
is addressed: their transferability. This means adversarial examples can be re-utilized among
both different models and different datasets. For example, after training a model to distinguish
between dogs vs cats, one could be able to fool a completely different model trained on hotdogs
vs not hotdogs with the same adversarial noise. This is logical: since the noise is actually a
feature, it makes sense that other images in the image realm (be they cats, dogs, hotdogs or not
hotdogs) all share it.

As the reader may be thinking, adversarial is not a "new" phenomenon. Battista Biggio,
one of the most active and famous names in Adversarial ML, in his paper [136] stated that
attacking machine learning algorithms has already been done in 2004. Then, adversarial attacks
were used against spam filtering algorithms, in order to show that linear classifiers could be
easily fooled with just a few handcrafted changes in a spam email.

Anyway, only later these attacks have been applied in the context of deep learning. For
example, in 2013 Christian Szegedy from Google Al — while working on understanding how
neural networks learn and think — discovered a different common property: all neural networks

can be easily fooled by small perturbations [9].
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Before presenting the possible attack techniques, it must be pointed out that the attacker’s
knowledge about the target system (named “capability”) is important. The more he knows
about the target model and how it is built, the easier is for him to attack the victim.

Overall, there are five types of adversarial attacks:

» Based on gradients,

Based on the use of confidence scores,
» Based on the use of hard labels,

« Based on the use of surrogate models,
« Brute-force attacks.

Gradient-based attacks

These attacks by definition require access to the model’s gradients and therefore are considered
white-box attacks. Of course, these are the most powerful attacks, since the attacker has access
to the internal details regarding how the model thinks (its gradients); so the attacker is able to
mathematically optimize the attack.

This is also the technique that works best for attacking hardened models. Lots of works
have shown that, if the attacker has access to the model’s gradients, he will always be able to
craft a new set of adversarial examples to fool the model. The most important aspect is that,
security through obscurity aside, it’s actually really hard to defend against these attacks.

The three most powerful gradient-based attacks according to the state of the art are:
o EAD (based on the use of L.1 norm as distortion metric) [137],

o C&W (based on L2 norm) [138],

e Madry (based on Li norm) [139].

Confidence score attacks

Confidence score attacks exploit the classification confidence, provided by the model as
output, to firstly estimate the gradients of the model and then perform smart optimization to
the basic gradient-based attack. Since this approach does not require any knowledge about the
interal structure of the model, it is considered a black-box attack.

Three are the most powerful confidence-based attacks according to the current state of the art:
. ZOO [140],
« SPSA [141],

. NES [142].
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Hard label attacks

Hard label attacks just need the label provided by the model as output (“cat”, “dog”,
“hotdog”) and not also the confidence scores. This makes the attack less optimized but more
realistic (most of the public endpoints do not provide the classification score). The most powerful

attack in this category is Boundary Attack [143].

Surrogate model attacks

Surrogate model attacks are based on the same logic of gradient-based attacks; the difference
is that there is an extra initial step. Since the adversary has not access to the model internal
details, with this approach he tries to first rebuild the victim model. This can be done in two

different ways:

o If the target model is distributed like an oracle, the attacker can infer this information by

repeatedly querying the endpoint and taking note of the input-output correspondence.

 If the target model is not open to the public and locally used for a standard classification
task (e.g. object detection), the attacker can just guess the architecture and data the

model is trained on (maybe with the help of OSINT techniques) and use that to build a
copy.

 If the attacker has no information at all, he can exploits the transferability property and
simply take any off-the-shelf image classifier to produce imperfect - but still functional -

adversarial examples.

Brute-force attacks
Finally, there are Brute-force attacks. Like the classical definition of "brute force', here
no optimization at all is used to generate adversarial examples. Practical techniques used are

simple, like:
« Randomly rotating or translating the image [144],
» Applying common perturbations [145],
» Adding Gaussian noise with large SD [146].

After presenting the attack categories, now the essay will move on to the defences.
Defending against adversarial examples is hard. Two broad categories of defences exist:

empirical defences and formal methods.

Formal methods
Generally speaking, Formal methods are a mathematical technique used to guarantee the
robustness of conventional software/hardware systems. In most software which composes an

Al-enabled system, one mistake in the design or development might lead to downtimes and/or
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bad customer reviews, but (almost) never to human death. In some industry fields, however,
such flaws are unacceptable. Producing millions of chips and then realising some parts of the
chip are flawed is unacceptable. Or, again, a plane cannot be launched in the air unless a
mathematical verification is done to demonstrate every component will work as intended.

What a formal method does is attempt every possible scenario and see the results. In
the context of adversarial attacks this results in trying to generate every possible adversarial
example within a certain range of perturbation. For example, consider an image with just two
gray-scale pixels — say 180 and 80%°; Then suppose a perturbation in the range of 3 in each
direction. This results in 121 combinations to try out: each one should be submitted to the
model to see and analyze the result.

This could be an acceptable number but, of course, the is exponential growth which rapidly
makes the number very large.

Clearly, the problem with formal methods is they are not computationally cheap (or, even,
impracticable). In fact, state-of-the-art formal method techniques can verify a network with no
more than two or three layers. So, at the moment, formal methods are far from being used in

a practical context. Anyway, there are still some good papers in the literature about formal

methods, like [147], [148] and [149].

Empirical defences

On the other side, there are empirical defences. As the name suggests, these rely on technical
experiments to test and demonstrate the effectiveness of a defence. As a basic example, one
could attack a model twice: first a normal, without any defence, version and then a hardened
one; finally, observe and compare the ease in fooling both of them (the hardened model should
perform better). The most immediate consequence is that while formal methods try to evaluate
every possible scenario - to verify no adversarial examples can fool the system -, empirical
methods evaluate just a small subset of possible attack cases.

Also for the empirical method, there are popular attacks:

o Adversarial training,

Gradient masking,

Input modification,
e Detection,
o Extra class.

Adversarial training
Adversarial training is the most studied and effective defence according to the current state of

the art. As the name implies, in adversarial training the defender re-trains the model including

25https://towardsdatascience.com/evasion-attacks-on-machine-learning-or-adversarial-examp
les-12£2283e06al


https://towardsdatascience.com/evasion-attacks-on-machine-learning-or-adversarial-examples-12f2283e06a1
https://towardsdatascience.com/evasion-attacks-on-machine-learning-or-adversarial-examples-12f2283e06a1

2.5. MODEL SECURITY 47

also adversarial examples in the training dataset, correctly labelled. This way the model learns
how to ignore the noise and only select the most "robust' features.

Clearly, the main drawback is the model becomes robust only against the crafted adversarial
samples. So, if an attacker then mounts an optimized attack using a different approach, or an
adaptive one (i.e. a white-box attack on a hardened model), he is still able to fool the classifier
as if no defences were in place.

Also, continuously retraining the model with newly forged adversarial examples could lead
to a situation in which so much fake data was inserted into the training set that the boundary
the model learns becomes useless since is no longer able to correctly classify either genuine or
malicious samples.

Anyway, using adversarial training still makes it harder for the attacker to bypass the

classifier. Some practical techniques to implement this approach are:
o Ensemble AT [150],
« Cascade AT [151],
» Robust optimization approach to AT [139],
« AT via spectral normalization [152].

Gradient masking

Gradient masking could be considered a non-defense because belongs to the "security-by-
obscurity" class of defenses. Even if for a long time the literature has considered effective this
approach - since gradients are needed to compute powerful attacks on models -, hiding the
gradients actually does not protect a model. In fact, Defensive distillation [153] has been very
popular but its falseness was quickly proved [154].
The main reason behind the gradient masking ineffectiveness is, again, adversarial examples’
transferability property. Even after hiding the gradients of a model, one attacker can still build

a surrogate, attack it and then re-utilize these examples.

Input modification
Input modification basically consists of "cleaning" the input before passing it to the model,

in order to remove the adversarial noise. Examples of technical implementations are:
« denoising solutions (autoencoders [155] and high level representational denoisers [156]),
o color bit depth reduction [157],
 smoothing [157],
o reforming GANs [158],

« JPEG compression [159],
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« foveation [160],
o pixel deflection [161],
« general basis function transformations [162].

Detection methods

Some detection methods are based on input modification: once an input has been cleaned,
its prediction can be compared with the original prediction; if there is a big difference between
them, it is likely that the input has been tampered with by an attacker. Dongyu et al. [163]
present some practical examples.

There are also different detection methods. For example, Metzen et al. [164] trained a
separate detection network whose only job was to decide if the input was adversarial.

Detection defences are employed with the goal of computing and examining raw statistics at

various points in the input query process:
o On input itself [165],
« On convolutional filters [166],
e On ReLU activations [167],
« On logits [168].

The strength of input modification & detection methods lies in the fact that can be applied to

an already trained model and do not need the data scientist to go back to the origins of the model.

Extra (NULL) class
The last approach is the extra (NULL) class, proposed by Hosseini et al. [169]. The idea is
simple: instead of forcing the classifier to provide a label even when it has no knowledge about

it, give it the possibility of abstaining.

Remarks

The conclusion behind this overview is that empirical defences are imperfect but work,
sometimes even with only a few lines of code. Even if new defences are often quickly demonstrated
to be ineffective, one important aspect is at least trying to make just hard enough the attacker’s

job.

Data poisoning attacks

As the name states, here attackers intentionally send manipulated data to the system, e.g. an
image with incorrect labels, so the underlying model gets re-trained with this fake data and
its performance gets degraded. In this technique of attack, of course, attackers need to have

control over or access the victim’s training data [170].
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We can take smart cities as an example of context [19]: here crowd-sensing is the primary data
source for smart services involved in a number of areas like public and private transportation,
energy management and pollution monitoring [171]. However, the other side of the coin is that
crowd-sourcing is highly susceptible to data poisoning attacks [172,173]; moreover, in some
situations, manipulated data appear to be very reliable so that they are hard to identify [174,175].

In more critical fields, this technique of attack may have highly severe impacts: in an
experiment on around 17,000 healthcare records, a poisoning attack resulted in an accuracy
drop of about 28% by poisoning just 30% of the entire data [176]. If dealing with dosage or
treatment management, there may be impacts directly on human lives.

These attacks take place during the training phase (as opposed to inference) of a model.
Poisoning attacks as well are not new. In fact, the first examples of poisoning attacks date back
to 2004 [177] and 2005 [178], when they were employed to evade spam classifiers.

There are two types of poisoning: against availability (investigated in this section) and
against integrity (also known as “backdoor” attacks, explained in the next section of this
essay).

Availability poisoning aims to inject so much poisoned (malicious) data into the system that
whatever boundary the underlying model learns, actually becomes useless (due to unacceptable
performances). Initially, some work has been done for Bayesian networks [179] and SVMs [180].
More recently, also on neural networks. For example, Steinhardt et al. [181] demonstrated that
a 3% of poisoned data into the training set leads to 11% drop in accuracy. Munoz-Gonzalez et
al. [182] proposed back-gradient approaches for generating poisoned data while Yang et al. [183]
used an autoencoder as an attack generator.

Recently, once was discovered transfer learning could be used to train models on limited
datasets, attackers discovered they could also transfer the attack together with the rest of
the learning. As a practical example, Gu et al. [184] experimented with poisoning attacks on
pre-trained models, including a real-world scenario where a US street sign classifier learned to
recognize stop signs as speed limits.

In poisoning attacks too, the quantity of knowledge about the model available for the attacker
before launching the attack plays an important role in determining the power and possible
impacts of the attack itself. Here, the previously presented knowledge classification between
white-box and black-box attacks is re-utilized.

Moreover, there is also another important dimension that defines the attacker’s capability:
adversarial access, also known as how deep an attacker can dive into the victim’s system.

The different degrees of adversarial access are:
o logic corruption (the most dangerous),
o data manipulation,

« data injection,
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o transfer learning (the least dangerous).

Logic corruption

Logic corruption consists of the possibility that the attacker can change the algorithm and
the way it learns. In other words, this is the case in which the attacker can encode in the model
any logic he wants. This attack is essentially equal to the trojan attack and, so, will be better

detailed in the next dedicated section.

Data manipulation

In data manipulation, the attacker is supposed to have no access to the algorithm itself but
to the training set; he can change, add or remove samples from the dataset.

One goal they are able to achieve is manipulation of labels. This is useful because, for
example, they could add new labels for a subset of the training set and try to optimize the
learning task in order to decrease the overall system performance. Availability compromise is
relatively simple but installing a backdoor is far more complex. Anyway, this attack requires the
attacker to be able to alter a high number of training samples. Biggio et al. [180] demonstrated
this attack requires a changing of 40% in the training data by using random labelling flipping;
30% if some heuristics are applied.

Another goal is input manipulation. This may lead to a shift in the classification boundary,
e.g. a change in the cluster distance [185]. Another option for the perturbation is the addition
of an invisible watermark, again used as a "backdoor" into the model or adversarial attack, to
gain misclassification and/or model evasion.

Generally, data manipulation is a sophisticated attack, which requires remarkable technical
knowledge but also resembles a more realistic threat model. As an example, a realistic scenario
can consist in an anti-virus product which continuously collects data for future re-training. In
this case, an attacker may submit any type of file but have no control over the labelling process,
which may be done either automatically or manually (by a human on the other end). Anyway,
if the attacker succeeds in creating a malicious file which gets misclassified, he has just defeated

the system.

Data injection

The idea behind data injection is similar to data manipulation; the difference is this is based
on simple data addition into the training dataset. As a practical example, Perdisci et al. [186]
fooled Polygraph, a worm signature generation tool, by inserting perturbations in worm traffic

flows.

Transfer learning
The last possible adversarial access is transfer learning. It is the weakest because - as Gu et
al. [184] demonstrated - while the network goes through its second training phase, its original

weights (including the poisoned ones) get "diluted".
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Regarding the quantity of data an attacker has to poison, there is an important consideration.
Of course, if the attacker could modify all the training data, he could basically twist the model.
This is practically infeasible in most of the cases. According to the research literature, it seems
that an attacker is generally able to manipulate a maximum of 20% of the entire training

set [187]. Beyond that, the threat model starts to sound unrealistic.

Regarding defences, the situation is very similar to the adversarial attacks. Existing methods
do not guarantee robustness in 100% of cases. Following are described all available classes of

defences.

Outlier detection

The most common type of defense exploits the concept of outlier detection, based on “data
sanitization” and “anomaly detection”. In a nutshell, the attacker usually attacks the system by
injecting new data whose distribution significantly differs from the one of the current data. So,
the defender should be able to detect that [188].

The problem is finding a concrete discriminant for the malicious data. In the easiest case,
the poison injected is from a different data distribution and can be easily identified.

In the rest of the cases, the attacker could be able to generate poisoning data which seems
very similar to the true data distribution (known as "inliers") but still be able to successfully
gain a misclassification.

Another difficult scenario for outlier detection is when the poisoned data has been injected

before the filtering rules were created. By definition, in this case, the outliers stop being outliers.

Micromodels

Another useful defence is the use of micromodels. This defence was initially employed to
clean training data for network intrusion detectors. A number of classifiers are trained; each
classifier is trained on non-overlapping epochs of the training set (and these are the micromodels)
and evaluated on the entire training set. By using a majority voting of the micromodels, training
instances can be marked as either safe or suspicious. The intuition is that attacks can last very

little time and can affect only a few micromodels at a time.

Analysis of impact

Another common type of defence is based on the analysis of the impact of new training
samples (which should be added to the model with the re-train process) on the model’s accuracy.
If this data is poisoned, the model’s accuracy on the test set will significantly decrease. So, by
doing a "sandboxed" run with the new samples before adding them to the real training set, the

defender can spot the attack. Two technical implementations of this class of defenses are reject
on negative impact (RONI) [189] and target-aware RONI (tRONI) [190].
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Other measures

Finally, other measures are:
o STRIP [191], already described for adversarial attacks.

o Human in the loop [192]: since poisoned data leads to significant boundary shifts, ask a

human (i.e. a security analyst) to analyze the situation.

o TRIM [187]: the model iteratively learns from “trimmed” versions of Mean Squared Errors

(MSEs) (applicable only for regression).

Trojan (or backdoor) attacks

In a trojan attack, the attacker’s objective is to succeed in modifying the weights of a model
while keeping its structure unmodified. The result is that an exploited model works fine on
normal samples but predicts the trojan target label for specific input samples; these samples
are specific infected samples which trigger the trojan. In this case, the victim classifier always
predicts the trojan target label when samples provided with the trojan trigger are used.

Trojan attacks are becoming very common in cloud and edge deployments of Al-enabled
systems [191,193].

Gu et al. [194] proposed BadNets, an algorithm able to build a backdoor in DNN models by
injecting a visible square-like trigger in a fixed location into the training data with a target label.
Next, they demonstrated the possible impacts of backdoors in a realistic scenario: they created
a U.S. street sign classifier that misclassifies stop signs as speed limits when a special sticker is
added to the stop sign; this trojan can persist even if the network is retrained for another task
and causes an average drop in accuracy of 25% when the backdoor trigger is detected. Later,
Ahmed et al. [195] extended this work by adding support for dynamic trigger patterns and
locations.

Liu et al. [196] proposed a backdoor attack called the Trojan attack, which can be used to
reverse engineer a victim model with the goal of synthesizing training data; this way, access to
the original training set is no more required. Once the network has been reversed, to generate a
general trojan trigger they retrained the model with external datasets in order to inject in it
malicious behaviors. Of course, the malicious behaviours are only activated by inputs which
contain the trojan trigger. Their proposal does not require tampering with the original training
process. Moreover, it takes just a few minutes to hours. Finally, they do not require the datasets
that are used to train the victim model.

Yao et al. [197] proposed a method in which they embed the backdoors directly in "teacher
models", thus gaining the possibility to survive the transfer learning process. An additional
consideration should be made. Fine-tuning (or incremental learning) is a technique able to add
additional capabilities to an existing model without (directly) employing the original training

data. It is based on using the original model as the starting point and training it on the new



2.5. TROJAN (OR BACKDOOR) ATTACKS 53

data. So, one may object that a trojan attack can be performed by fine-tuning the existing
weights of a model: this is wrong and, in practice, it is very difficult to use fine-tuning to
perform trojan attacks. This happens because fine-tuning weights just tends to make small
changes to the weights of the original model and these small changes are not sufficient to
significantly modify the behavior of the model. Assume the input face image of a subject, who
is part of the original training data, is tampered with by a trojan: if the model is backdoored
exploiting incremental learning, it is very likely that recognizes the image with the genuine
label instead of the trojan target label. Technically speaking, this happens because the original
values substantially outweigh the injected changes.

The immediate conclusion is that an attacker needs to retrain the model rather than fine-
tuning it to successfully conduct the attack. Generally, this is not feasible because model
publishers publish their trained models and do not provide the training data. One option may
be to derive a set of data that can be used to retrain the model with the trojan. This can be
done by inspecting each output node in order to reverse engineer the input that leads to its
strong activation. For example, if we take an image classification model, one approach starts
with an image generated by averaging all the images from a public dataset to obtain an image
for which the model generates very low classification confidence (i.e., 0.1) for the target output.
The adversarial input reverse engineering algorithm then tunes the pixel values of the image
until a large confidence value (i.e., 1.0) for the target output node - which must be larger than
those of the other output nodes - is obtained. As a result, the tuned image can be considered
as a replacement of the image in the original training set for the target output node. This
process must be iterated for each output node to recreate a complete training set. Of course,
a reverse-engineered image may not look like a real target image but, from the viewpoint of
the algorithm, it serves the same purpose. In other words, if an algorithm is trained with the
original training set or the reverse-engineered input set, the resulting performances are nearly
the same.

According to [198], even if the literature went further in improving trojan attacks, most
of the defence techniques are designed to make the model robust against the attacks pro-
posed by Gu et al. [194] and Liu et al. [196]. What emerges is that the defender’s strategy is
based on finding some particular characteristics of an attack; once obtained, the next step is
finding a way to detect these characteristics or reverse engineer the process of inserting the tro-

jan and discover information about the trigger shape, size, and location so that it can be detected.

Defences
Overall, making the neural network robust against trojan attacks can be done in two different

situations:

e Before attack: the most dangerous way for a model to be trojanized is by using online
services. So, the most logical consequence would be thinking that one can prevent being

attacked by avoiding the use of pre-trained models and transfer learning. Anyway, this is
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as easy as inefficient because most users do not have enough time and/or computational
resources to train their own model from scratch. Therefore, an alternative solution is to
design the model in order to make it robust against attacks. This can be done by making
the insertion of trojan/backdoor hard or making the model able to efficiently delete the
effects and prevent triggering the trojan if it is inserted into the network. Anyway, there

are no explored practical implementations and this can be considered a future challenge.

o Robustness after attack: this consists in detecting the trojan when the model is suspected
to be under attack. If there is white-box access to the model, compromised neurons or
weights can be detected. Nevertheless, there are approaches proposed even if dealing
with black-box access to the model. Once the trojan has been detected, the next step is
mitigating the attack impacts. Although mitigation techniques are still fundamental to
protect the model against the attack, detecting trojan before being infected is a more
important task: if a trojan can be preventively detected, one does not need to employ
time and energy to apply mitigation techniques. On the other hand, if one is able to
detect the trojan type or triggering characteristics, specific mitigation techniques can be

chosen which could be more time and cost-efficient.

Following is a brief high-level description of all the defence techniques [198]:

Input anomaly detection (IAD): the defender trains more classifiers with the same number
of classes in legitimate data; for each classifier, one specific class is labelled as positive and the
others are labelled as negative. The logic now is simple: given an input to these classifiers, if it
is legitimate there must be one classifier which classifies this input as positive; otherwise, the
input is illegitimate.

Re-training (RT): as the name implies, the core idea is to use only legitimate samples to
retrain the model, making it forget the trojans and perform correctly on legitimate inputs; this
is done by resetting the weights which contain the trojans with the retraining phase.

Input preprocessing (IP): the basic concept is exploiting an autoencoder model as a validator
before the input is fed to the algorithm, in order to detect and stop the trojan trigger. The
autoencoder should be trained on legitimate data; during the test, its output should be very
similar to the input. If this does not happen, means the input belongs to an illegitimate
distribution and must be blocked.

Fine-pruning: as the name states, the idea is to prune the model (potentially backdoored)
and then fine-tune it with only genuine data. This works because the pruning defense removes
backdoor neurons and fine-tuning fixes the performance decrease resulting from pruning.

Backdoor detection by activation clustering (AC): the authors started from the assumption
that some malicious data and other genuine samples receive the same classification (i.e., the
same output label) due to some details in the network activation functions: the activation
functions of neurons can be classified into two distinct clusters when classifying malicious and

clean data; the functions of the clean class, which is not affected when poisoned samples arrive,
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shows a homogeneous behaviour. To repair the network there are two possibilities: (i) to remove
the malicious data and retrain the model from scratch or, faster, (ii) to re-label the malicious
data correctly and continue training the model on these samples.

Neural Cleans (NC): this technique is based on the idea that an infected model requires a
much smaller amount of perturbation to misclassify a sample into the target label if compared
to other uninfected labels. Using different words, trojan triggers create "shortcuts' towards
the classification neurons which contain the target label. These shortcuts can be identified by
measuring the minimum amount of necessary modification to lead all inputs from each correct
region towards the target region.

Trojan detection via cost of sample classification (CSC): starting from the assumption that
the output of a trojanized network has some special characteristics, two subnetworks with
the same size and data are trained; these networks represent a decomposition of the original
trojanized model: the former is the genuine network and the latter is the trojanized one. Then,
once an input with a trigger enters the networks, the output of the trojanized subnetwork must
exceed the genuine subnetwork output to successfully trigger the malicious behaviour; this
effectively happens because, in the trojan subnet, there exist nodes with abnormal parameters
values, which in turn lead to a change in the classification. Since the trojanized nodes always
produce costs on a specific output of the SoftMax layer, a relationship between cost and nodes
can be identified and used to detect a malicious behaviour: the trojan nodes can be identified
by comparing the distribution of the node sensitivity on a layer and the produced costs.

DeepInspect (DI): the idea is very close to NC because stems from the fact that the
perturbation required to make an input being classified with the attack target label is smaller
than the one in the genuine classes.

Strong Intentional Perturbation (STRIP): the main reason this defence works is thanks to
the unbounded perturbation produced by the physical object inserted into the input image to
work as the trigger; this is thought to make the attack robust against physical factors such as
lighting but, actually, its input-agnosticness represents its weakness. The defence is based on
intentionally injecting strong perturbations into the inputs of the network and analyzing the
output: if the randomness of the predicted outputs - i.e. the entropy measure - is very low, the
input is recognized as trojanized; on the contrary, the entropy of perturbed benign inputs is
generally high and this results in the fact that the predictions vary greatly.

Artificial Brain Stimulation (ABS): this defence method consists in changing the neuron’s
activation function and analysing how the corresponding output changes. If the activation of a
target label increases by providing a specific stimulation (i.e. input), the neuron is considered
trojanized. Anyway, also benign neurons may show this behaviour and, so, these cases must be
further investigated.

Trojan detection via Meta neural analysis (MNTD): following the notions of meta neural
analysis, this technique requires a classifier to be trained to predict some specific properties of

target neural networks instead of data samples. This classifier is trained by using the outputs
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of some shadow models, i.e. trojanized or genuine copies of a model trained on the same task
as the target model. The classifier can be trained to address two different tasks: one-class
learning (the meta-classifiers are trained with only benign models) and jumbo learning (the
meta-classifiers are trained with shadow models of different types: trojanized with different

types of triggers and genuine with clean data).

Evasion attacks

Different from data poisoning attacks, evasion attacks must be conducted after the model
has been trained. The attackers initially have no idea about how to manipulate the data to
successfully conduct the attack against the system: attackers need to constantly query the
system in a trial and error fashion in order to learn how to manipulate the data passed to the
model and obtain a misclassification. Of course, this way of doing creates an overhead on the
system and this can be used as a solution to identify suspicious behaviours, which consequently
may help save the availability of the system and the power consumption, especially if the system
is made of devices with limited energy provision.

There are different kinds of evasion attacks: some try to emulate the properties of normal
samples in order to hide intrusions (especially in intrusion detection systems) while others are
very similar to targeted adversarial attacks because have the objective of crafting adversarial
examples able to gain a misclassification. While in [131] is demonstrated that there have been
lots of successes in generating adversarial instances for differentiable models, the same is not
true for tree ensembles.

Szegedy et al. [9] show that a lot of machine learning models and neural networks are
vulnerable to these attacks: the crafted examples differ very slightly from correctly classified
instances but they are still misclassified. Moreover, in many cases, different models trained on
the same dataset can be evaded with the same examples (transferability property).

[199] shows that classical ML classification algorithms, such as SVM and NN, can be
successfully exploited with little knowledge about the system and a handcrafted dataset. A
context in which this category of attacks may pose a severe risk is malware detection: as an
example, Demetrio et al. [200] proposed a novel attack based on just changing a few bytes
in the file header (without injecting any other data) which resulted in forcing MalConv - a
convolutional neural network for malware detection - into misclassifying the handcrafted input.

Since the main goal of this attack is to avoid the correct classification, there are no specific
approaches: this objective can be reached simply by using the same techniques presented for

adversarial or trojan attacks.

Model stealing (or model extraction) attacks

As its name implies, the ultimate objective of the attacker is to create a clone or reconstruction of

the victim model, re-engineer a black-box model, or understand the structure and the properties
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of its training data [201]. Different from the previous two attack strategies, this technique does
not need any knowledge about the training data and/or the model properties and structure.
An attacker just needs access to the model to receive answers to the submitted queries.

In recent years, MLaaS has become very popular since private entities and small and medium
enterprises (SME), which cannot afford industrial hardware, can rent the exact computational
power for the exact time they need and pay the corresponding cash amount; this amount is
usually very lower than buying the corresponding entire hardware structure.

MLaaS models could be the main target of this attack: spending just a few dollars may be
sufficient to create a perfect clone of the victim model deployed and accessed over cloud [202].
Of course, the creation of a private copy of the victim model implies copyright issues; moreover,
this exposes the victim model to other attacks with different strategies because the attackers, in
that case, would have new information useful for crafting adversarial examples [203].

An important consideration must be highlighted: the various attacks presented are not
necessarily independent; a lot of attacks can be launched after a model extraction attack has
been successfully completed, since it converts the environment from a black box to a white-box.
On the other hand, even if a black-box attack has been completed with successful results, one
may still launch a white-box attack.

Model stealing is a very old strategy, dated back to 2005: in [204], Lowd et al. were able to
develop an effective algorithm for reverse engineering a spam filter model. They proposed a
learning algorithm able to perform quite well and easily exceed the worst-case bounds. The
algorithms they used are not designed to be efficient in the number of queries but simple to
analyze. Anyway, especially with more in-depth domain knowledge, one can significantly reduce
the number of queries to be done.

More recently, Tramer et al. [205] experimented with the use of a shadow training scheme
able to "extract target ML models with near-perfect fidelity for popular ML models"; this scheme
works with logistic regression, decision trees and neural networks.

Oh et al. [206] used the idea of building meta-models to extract additional details from a
model, e.g. the neural network architecture.

Wang et al. [207] designed an attack useful to steal the hyperparameters of the victim
model. These hyperparameters are very useful because are "used to balance the loss function
and regularization term in the objective function", which are fundamental for the performance
of the final model.

Hua et al. [208] "investigated reverse-engineering attacks on CNN models exploiting informa-
tion leaks through memory and timing side-channels".

No specific and very focused literature is present regarding defences against this attack. One
immediate consideration is that if final users use the model by means of a publicly exposed API
service, it is not possible to completely prevent model theft. Anyway, another logical guideline
is the defender could make the attack too expensive to implement: one example is using a strict

access control policy for the model, putting a limit on daily requests for each user and/or IP
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address; also, a financial cost to the request could be added; moreover, another very effective
measure could be giving only the output labels and not the correlated confidence levels, like
against model inversion attacks (again, if it is necessary to disclose these confidence levels, some
form of noise - e.g. a Gaussian noise - could be added to mitigate the effects of this attack).
Anyway, generally, the patterns of the queries made by an attacker are likely to be anomalous
compared to the ones of good-willing users [209]: a lot of state-of-the-art anomaly detection

tools can be employed as a further mitigation measure.

2.5.3 Explainability in Al-enabled Systems

The explainability aspect is not strictly correlated to security or privacy problems but may help
to realize more robust algorithms.

While training a model, what typically happens is that a set of features is fed to an
algorithm, which tries to find and learn a hidden pattern which emerges from the data, and
returns some predictions. In most cases (excluding the algorithms which naturally provide
an explanation, like decision trees and rule-based models), the predictions come without any
justification/explanation and the users have no idea of the reasons behind the outcome; these
models are also termed as black-boxes. Thinking and working towards the explainability
of the model means that, besides the prediction/decision, the model should also provide the
details that cause the prediction/decision. As a consequence, additional functions/interfaces are
required to interpret the causes behind each decision [210].

In the literature, generally "interpretability' and "explainability" are terms used interchange-
ably. By the way, both are relevant but slightly different: interpretability shows the extent to
which a cause and effect can be observed within a system, while explainability represents the
extent of explanation/description of an algorithm to a human.

In lots of fields, there is a number of factors supporting the need for explanation/justification
of the choices made by a model. As an example, in smart city applications justification and
explanation of a model’s outcome are very critical for developing the users’ trust in the system,
which in turn is used to make critical decisions about their lives, such as whether one can
be hired or not (Al-based recruitment), is guilty /involved in a crime or not (i.e., predictive
policing), etc... [211].

Guidotti et al. [212] state these justifications can be obtained in two macro-ways: with the
help of additional techniques/methods able to describe the potential reasons behind the model’s
decision, which they named as "Black-box Fxplanation’, or directly designing and developing
transparent Al algorithms, like decision trees and rule-based algorithms.

To summarize, explainability should be pursued because:

« An explainable model contributes to building users’ trust in the technology, and conse-

quently will speed up its adoption by the industry.
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« Explainability is a fundamental characteristic of Al models in some sensitive contexts,

like smart cities, healthcare and banking.
« Explainable models are less subject to appeals than other models in decision-making.
« Explainability facilitates the detection of algorithms’ biases.

There exist a lot of categorizations and criteria for explainable algorithms; in [210] there is
an exhaustive overview. To summarize, there are two main categories, (i) transparent models,
and (ii) post-hoc explainability. The former wraps the methods which naturally provide
an explainable outcome while the latter contains the methods used for analyzing the models’
behavior after the training. It must be noted that there is the need for a trade-off between
performance (e.g., accuracy) and explanation for every algorithm: lower accuracy has been
observed for transparent models, such as fuzzy rule-based predictors, comparing to the so-called
black-box methods, such as CNNs [213]. Anyway, again, explanation and interpretability
are fundamental properties in critical context applications, such as healthcare, smart grids,
and predictive policing. As a consequence, there is a particular focus on developing post hoc

explainable methods in order to keep a better balance between accuracy and transparency.

Explainability vs adversarial attacks

There are various studies about the relationship between explainability and adversarial attacks
[214-216]. As previously mentioned, there is common agreement on the fact that explainability
makes models more robust against adversarial attacks; moreover, can facilitate the identification
of adversarial (malicious) inputs/samples by explaining why the sample should be considered
that way [215]. A very important work in this field is SHAP [217]: Fidel et al. [215] employed it
to propose a framework which analyzes the relevance/importance of a feature by assigning an
importance value for each specific prediction; this contributes to generating "XAI Signatures'
which serve as explanations for the internal layers of a Deep Neural Network (DNN) to distinguish
between normal and adversarial inputs.

Dhaliwal et al. [218] exploited a different approach, based on the similarity of gradients to
distinguish between normal and adversarial inputs. They stated gradient similarity is useful to
show the influence of training samples on test ones and this results in different behaviours for
genuine and adversarial samples: this makes it possible to detect adversarial attacks with good
performances.

As in some of the previous attacks, the other side of the coin is that the explanations/in-
formation produced with these explainability methods could also be used by the attacker to
generate more effective adversarial attacks [210].

Anyway, an in-depth analysis of the problem reveals that adversarial attacks can also be
used to increase the interpretability of a model: Marino et al. [219] proposed an adversarial

AT approach to identify the relevance of each feature involved in the predictions made by an
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algorithm; the goal is, given a set of misclassified samples, to find the magnitude of changes in
the features required to correctly classify the samples: this measure represents an explanation
of the misclassification.

Rahnama et al. [220] used some techniques based on adversarial attacks on a DNN to identify
the relevance/importance of the features (of a sample) involved in the prediction, in order to
explain the predictions.

Finally, [221] proposed four different types of adversarial attacks and two corresponding
defence techniques; and then, explained how explainability contributes to enforcing these defence

techniques.

2.5.4 Fairness in Al-enabled Systems

Another aspect not strictly correlated with model privacy and security but with an impact
on them is Fairness. According to [15], fairness is the most prevalent principle in the current
literature.

Algorithmic fairness is at the core of the trust requirements for automated decision-making
in sensitive domains, to avoid systemic discrimination against protected groups. Many technical
notions of fairness are proposed and many algorithms for enforcing such notions are designed,
such as the ones in [222] and [223]. Group fairness measures, such as equalized odds [224],
suggest equalizing the model’s behaviour across groups that are identified based on a protected
attribute (e.g., race or gender). Fairness, however, has a cost on the model’s performance, as the

best decision rules that satisfy a definition of fairness differ from the optimal decision rules [225].
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Conventional systems work

The previously mentioned approaches to address privacy and/or security in conventional systems

present some weaknesses. Among the most critical, most of them:

Are not able to address simultaneously privacy and security issues in conventional systems

Cannot provide guidance both for non-technical (like a marketing manager) and technical

(like a developer) stakeholders

Can be used only in one specific phase of the Software Development Life Cycle (SDLC) —

in most of cases, just "requirements elicitation”

Have not been validated on industrial projects

The framework that showed the fewest shortcomings in relation to the previous list is the

Privacy-Oriented Software Development (POSD) [74]. In particular, its strengths are:

POSD considers both privacy and security issues, providing guidelines to developers that
can be translated into operational practices, software architectures and software code (so
addressing all phases of the SDLC)

POSD supports both the development of brand-new systems and the re-engineering of

existing ones

POSD can be used in conjunction with the legacy development processes already adopted

by an organization

In the following section, the core components of POSD are explained.

3.1 POSD Knowledge Base (PKB)

PKB is made of the 5 Key Elements showed in Fig. 3.1: Principles of Privacy by Design,

Privacy Design Strategies, Privacy Patterns, Vulnerabilities and Context.
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Figure 3.1: The relationship between the Key Elements in PSKB.

With Principles of Privacy by Design the authors mean the 7 principles of Privacy by Design
(PbD) proposed by Cavoukian [52,53].

The Privacy Design Strategies are the 8 ones proposed by Hoepman [66], grouped into two
sub-groups: Data Oriented Strategies, called "Privacy-by-Architecture” — which are approaches
to prevent and/or mitigate the effects of an attack — and the Process Oriented Strategies, also
known as ”Privacy-by-Policy” — which aim is to inform the user to make decisions according
to their needs.

The Privacy [226] and Security Patterns [227] provide a standard language in the context
of protection, documenting and explaining common solutions to common privacy/security
problems.

Vulnerabilities are weaknesses which lie within the source code and allow a malicious user to
attack the application by undermining data’s safety [228].

Finally, Context encompasses roles and responsibilities, use cases and scenarios, and functional
requirements, determining the flow of data within the system.

All these elements are linked such that the user can understand which principles of Privacy
by Design are violated by a vulnerability and which privacy design strategies must be adopted
to mitigate it. Operationally, once a strategy has been chosen, a set of Privacy Patterns is
associated with it so that privacy requirements can be met.

Furthermore, the knowledge base integrates the results of static code analysis so that any
vulnerability identified in the source code of a legacy system is associated with a privacy model
and be corrected. Thanks to a connector, the PKB also processes vulnerabilities identified
by various static code analysis tools. Each identified pattern can be exported, by means of a
translator, into a specific language.

To summarize, PKB provides guidelines to developers at all stages of the software life cycle.
These guidelines can be translated into operations by providing the necessary elements for the
design of the system architecture and coding. PKB can be used on existing systems and also on

systems to be developed. It can be seen as a guided navigation between key elements, choosing
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to start with any one of them.

3.2 POSD Enhancements

3.2.1 VIS-PRISE tool

The first drawback identified in POSD framework was the lack of a graphical user interface. This
made the framework difficult to use for a non-experienced user. So, I developed the VIS-PRISE
tool [229]. It implements the key elements identified in the PKB and their formalization
according to the GQM (Goal-Question-Metrics) approach [230]. It has been developed following
a Model-View-Controller architecture: the models store in a database the entire PKB; the views
visualize the results of the automated static analysis, with all the key elements involved; the
controllers receive user requests and process the output.

Following is an example to better understand how the whole tool works, in this case for
the backward mode: starting from the static analysis of the source code (SAST) — here done
using Fortify SCA — the tool stores information about each security issue in the code and
how each one is mapped with the CWE [17] and OWASP Top 10 standards. According to a
previously defined GQM decision table, based on calculated metrics derived from the previous
static analysis results, the tool shows the PbD principles to implement in order to mitigate
the identified vulnerabilities. In other words, by executing the first metric model (Fig. 3.2)
— about PbD violated principles —- is possible to get the list of PbD violated principles; of
course, using the other metric models it is possible to obtain information about PbD violated

strategies and suggested patterns.

Analysis models

Project ID Metric model Project visibility Number of questions Number of decision tables

31 PbD violated principles [ Private ] (] (1]
32 PbD violated strategies [ Private ] o - ]
38 Patterns to implement [ Private ] o o

Figure 3.2: VIS-Prise static analysis interface.

The table’s execution result is composed of an interpretation and the suggested actions, as

shown in Fig. 3.3. It’s also possible to get a PDF version of the obtained results.

3.2.2 MATERIALIST Framework

This chapter describes the work conducted in [1].
Despite privacy is increasingly becoming a desired aspect of software systems — both conventional

and Al-enabled ones —, often required by data protection regulations like General Data
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Interpretation

There are problems in the ;Lsalysis phase of the SDLC R4 RS R6 RT RID

There are problems in the Design phase of the SDLC

There are problems in the Development phase of the SDLC

There are problems in the V&V phase of the SDLC

Actions to implement

Implement PbD principle "Proactive not Reactive" . . . . . -
Implement PbD principle "Privacy as the Default" . . . . . .
Implement PbD principle "Privacy Embedded into Design" . . . . .

Figure 3.3: VIS-Prise results.

Protection Regulation (GDPR), California Consumer Privacy Act (CCPA), Lei Geral de Protegao
de Dados (LGPD), different aspects are still limiting and affecting the right implementation of
privacy features.

First, designers and engineers often have different ideas about privacy, which is reflected in
different approaches and solutions available to implement privacy [65]. Second, data protection
regulations such as GDPR only provide legal indications on how systems should be designed and
what features should be implemented, but no concrete and technical indications for developers
are reported. Third, data protection regulations claim to involve the users [231], but their
indications are not user-centric. Fourth, there is often a lack of privacy and security knowledge
among developers and engineers [232]. All these aspects contribute to improperly implementing
security and privacy features during the software lifecycle, determining vulnerable systems or
wrong data protection solutions.

For these reasons, more adequate methodologies are required to ease the process of integrating
privacy aspects in the software lifecycle without ambiguities, considering the end-users’ point of
view and limiting the possible scarce knowledge of the developers and designers on privacy and
security.

To address this lack in the current literature, I collaborated with other researchers and
we finally added two new components to the PKB: the ISO 9241-210 phases and the GDPR
articles.

This research gave birth to the MATERIALIST (Mapping dATa rEqgulation softwaRe
lfecycle And vuLnerabilitleS paTterns) framework [1].

The core result of this framework is still represented by a set of privacy design patterns!, but
here the stakeholders can be guided in using such patterns starting from three different entry
points: i) the GDPR articles, ii) the ISO 9241-210 phases and iii) the source code vulnerabilities
discovered during static code analysis. The use of these privacy design patterns as the core
of the framework aims to solve two of the four issues previously mentioned, specifically (i)

different ideas about privacy and (ii) lack of privacy and security knowledge. Indeed, patterns

Ihttps://privacypatterns.org/
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are intrinsically a standardized language for privacy aspects, thus they contribute to having
the same idea on privacy. Lack of knowledge is addressed since patterns have been created by
privacy experts.

In the MATERIALIST framework, we considered the GDPR, instead of other regulations
because it is the main privacy regulation in the European Union. On the other side, ISO
9241-210 has been considered since, differently from other processes, it is human-centred and
thus contributes to developing user-centric software systems, mitigating the issue that indications
provided by data protection regulations are not user-centric.

As previously mentioned, MATERIALIST traversing is allowed among any entry points
passing through the privacy patterns. For example, a stakeholder may require the list of GDPR
articles violated by a specific vulnerability and vice versa; or, a stakeholder may need to know
which are the ISO 9241-210 phases that can cause some vulnerabilities and vice versa. This
flexible traversing guarantees the possibility to include the privacy design patterns both when
the development process is from scratch (forward engineering) and in the case of re-engineering
a software system (backward engineering).

In the case of forward engineering, the entry points are the GDPR and the ISO 9241-210. In
the first case, to support the stakeholders from the very first phases of the development lifecycle,
(e.g., requirements elicitation phase) the patterns suggested help to to comply with the GDPR
articles. In the second case, to support the stakeholders along with all the ISO 9241-210 phases,
the patterns suggested provide help for each ISO phase.

In the case of backward engineering, the re-engineering software process may start from
a source code scan performed by static code analysis tools such as SonarQube and Fortify
SCA, that detect common security and privacy source code vulnerabilities (e.g. the ones in the
OWASP Top 10). Starting from a specific found vulnerability, the stakeholders can select the
privacy design pattern(s) that, if implemented when re-engineering the software, can mitigate
such vulnerability.

Regarding the relations within the knowledge base, in MATERIALIST there is not a direct
mapping between vulnerabilities and patterns: as detailed in the next subsection, vulnerabilities
are mapped with the "Privacy Design Principles", which are already mapped with "Privacy
Design Strategies', which are in turn mapped with the "Privacy Design Patterns". At the current
stage, the MATERIALIST framework covers the mapping between the GDPR articles and the

privacy design patterns.

Mappings between the GDPR and Vulnerabilities

In this section, I provide details specifically related to the forward engineering that starts
from the GDPR entry point up to the privacy patterns. This part of the framework addresses
one of the current limitations, i.e., GDPR only provides legal indications. To this end, privacy
design patterns come in handy as a way to guide the design of systems by proposing a common

and reusable solution to common privacy problems. However, privacy patterns alone do not
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provide any indication of how to comply with the GDPR, leaving developers with no clear
references to the regulation.

To fill this gap and guide stakeholders in selecting the right privacy design patterns according
to the GDPR articles they must be compliant with, in this work a mapping between the 72
privacy patterns and the GDPR articles was performed. This mapping has been conducted by
two researchers who are experts in both GDPR and privacy patterns. In addition, in order
to increase robustness and reduce the possibility of biases, this mapping has been performed

starting:

1. from each pattern towards one or more articles of the GDPR,;

2. from each article towards the privacy patterns.

In both cases, since the GDPR is composed of 99 articles, most of which are about purely
legal and bureaucratic aspects, only the articles related to technical aspects were considered,
including the principles (described in Article 5), and the rights of the data subject (described in
Articles 15-22).

The two researchers started by performing independently the mapping phase. Each of them
spent around 40 hours in this phase. Then, they compared their results and the reliability value
was 67%; thus, the researchers discussed the differences and reached a full agreement on the

remaining mappings.

Mappings with ISO 9241-210 and Vulnerabilities

Concerning vulnerabilities, the research team extended POSD PKB by updating the already
existing mappings between vulnerabilities and privacy design patterns. In particular, the team
considered the updated OWASP Top 10 2021 instead of OWASP Top 10 2017 used in the
existing mapping. Since MATERIALIST is part of a wider research project, this mapping is
still in progress: the team is currently performing the mapping process by associating each
vulnerability to one or more privacy patterns. Later, starting from the previously explained
mapping between vulnerabilities and principles, principles and strategies, and strategies with
patterns, the team derived the mapping. Table 1 in [1] reports an extract of the results of this
mapping phase; it shows five OWASP Top 10 2021 vulnerabilities mapped with a number of
privacy patterns.

Regarding ISO 9241-210, the team is also carrying out a mapping between the process phases
and each PDP. ISO 9241-210 proposes a complementary and iterative process, divided into
an initial planning phase and 4 iterative activities (understand and specify the context of use;
specify the user requirements; produce design solutions to meet user requirements; evaluate the
designs against requirements) that are cycled until the solution satisfies all the user requirements.
To this end, the mapping the team realized allows to identify, during the development process,

when stakeholders should start considering the implementation of a pattern. This is necessary
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because security must be considered as a process throughout the whole SDLC. Although one
may think that patterns, being practical solutions, may be considered only during the coding
phase, their implementation heavily depends on the context and on the requirements of the
system. As an example, the Data Breach Notification pattern should be considered from the
requirements phase as it is mandatory, by the GDPR, that the authorities are notified of the
incident within 72 hours. Hence, specific requirements must be set to duly implement this
pattern and thus comply with the regulation. On the other hand, a pattern such as Aggregation
gateway, which deals with more architectural and technical aspects instead, belongs to the
design production phase.

In this way, having a clear view on when engineers should start considering a pattern, helps in
easing the secure implementation of the system. Moreover, the adoption of a user-centred devel-
opment process such as ISO 9241-210 further supports the adoption of more usable approaches
in security, as usability is frequently overlooked in security and privacy features [233,234]. This

mapping is, however, still a work in progress and will be finalised in future.

Mappings with user stories

Traversing the MATERIALIST framework from any entry point to PDPs can undoubtedly
simplify the work of the stakeholders, also avoiding choosing the wrong PDPs due to missing or
different knowledge on privacy. However, sometimes this traversing leads to the selection of
several patterns, which have to be further refined by the stakeholders if not properly guided.
For example, starting from Article 5 of the GDPR, 23 patterns can be used and the selection of
the right one(s) is in charge of the stakeholders, which has not furthered elements to guide the
choice.

To assist the selection of relevant patterns, the team defined an intermediate layer between
the three entry points and the PDPs. This layer consists of a set of common use case scenarios
(e.g., user registration on a website, user deletion) mapped with the PDPs. The team started
from a set of user stories proposed by the Agency for Digital Italy (AgID)?, which is the technical
agency of the Presidency of the Council of Ministers. Such scenarios represent the majority of
the situations that can cause privacy and security vulnerabilities.

To perform this map, an analysis of the privacy patterns was made to identify which patterns
are involved in each user story and can be implemented to provide a secure and GDPR-compliant
procedure (e.g., secure credentials storage during registration). As an example, we can consider
the users’ registration scenario: this is an interactive activity where users are required to input
their data, choose a secure password and possibly make some choices regarding how to share
their data with the website or any other related third-party services they are registering with
(e.g., share the email with a third-party service for marketing purposes). In this context, the
designers not only have to design a privacy-aware component but also have to work on the

front end to provide an intuitive and clear user interface that can guide users during the whole

’https://www.agid.gov.it/
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registration process and can help in making appropriate decisions, exactly in line with what
GDPR asks for.

The PDPs related to this scenario are proposed by the MATERIALIST framework: for
example, the Protection against Tracking and Strip Invisible Metadata. In particular, the

following are the suggested PDPs:

PDP Protection against Tracking

SUMMARY Do not collect unnecessary cookies, especially if they are useful only in
the future and not at the moment

USER STORY Collecting cookies during registration

If it is necessary to collect cookies for system functionality, collect only

those strictly necessary and not the optional ones (i.e. technical and

NOTES profiling ones). For each cookie used, keep a correspondence in the DB
between the cookie and the user.

PDP Strip Invisible Metadata

SUMMARY ii E;isgtwarn the user of what he is sharing and give him a chance to

USER STORY Metadata collection during registration
If it is necessary to collect metadata for system functionality, collect
NOTES only what is strictly necessary and inform the user of all information
that can be deduced from the collected metadata.

The stakeholders that start from an entry point thus can further refine the selection of PDPs
considering the scenarios they have to cover in their system. As for the ISO 9241-210 and for

the vulnerabilities, this is a work in progress.

3.2.3 Empirical Study

This section describes the work conducted in [3].
In an industrial software engineering context, quality is a factor that must be considered from
different perspectives. For example, it is often an implicit requirement: stakeholders with
little knowledge about software engineering assume that software is inherently reliable, secure,
modifiable, adaptable, and so on, and therefore focus their attention on functional aspects and
are surprised, if not unwilling, to pay for quality or to compromise on features in exchange
for quality. In contrast, software failures, and in particular security vulnerabilities, can cause
damage, lead to legal consequences, or have irreversible consequences for the reputation of the
software producer.

Moreover, as popular project management frameworks suggest, spending time on quality
implies spending less time on implementing features (assuming that the productivity of a team
cannot be increased in the short run), or increasing costs (e.g., if we hire more engineers), or

prolonging the time-to-market [235].
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To mitigate the above-mentioned dilemma, industry has always been interested in reducing
quality assurance costs, for example, as suggested by the Toyota Production System [236]
and the subsequent Lean Thinking movement [237], through automated quality assurance
mechanisms, in Japanese called Jidoka, in which “machines are able to detect the production
of a single defective part and immediately stop themselves while asking for help.” In software
production, such automated quality assurance mechanisms are represented by software tools
that are able to analyze the produced source code and warn developers of potential issues.

Various software tools to analyze software quality, and in particular code quality, exist. A
popular category of these tools is represented by static analysis tools that, unlike dynamic
tools, analyze source code without executing it. Executing source code requires reproducing
the hardware context in which the source code is supposed to run, which can be non-trivial.
For example, dynamically analyzing the software for an airport baggage handling system, in
which custom-made hardware is also involved, is complex since many physical parts need to
be simulated truthfully. Often, e.g., to determine performance issues or energy consumption,
a dynamic analysis is necessary (e.g., as in [238-240]) but if feasible, analyzing source code
statically is often preferred for cost reasons and sufficient to discover a variety of issues.

Therefore, the overall goal of software quality—regardless of how the code is analyzed—is
to uncover potential quality problems in the source code. Even if software is developed using
Agile methods, to allow changes that may even be late in the process [241], the development
team has to consider an exponentially rising cost-of-change curve [242], i.e., it is always better
to solve issues early in the process than later. Also from a technical debt point of view, it is in
the interest of practitioners to maintain and improve code quality early in the process to reduce
the risk of technical bankruptcy [243], i.e. that because of low quality, changes to the software
take an unreasonable amount of time or that features cannot be implemented without major
redevelopments of large parts of the software.

For the above-mentioned reason, practitioners and researchers are aware of the benefits and
need for code quality analysis tools and the adoption is increasing over time [244,245]. Moreover,
the impact, accuracy, and implications of using static analysis tools in a software development
workflow are studied [246,247]. Examples of such studies include comparisons of tools in terms
of capability [248], detection agreement, and precision [249]. Other studies compared specific
aspects detected by the tools, such as security [250] or concurrency defects [251,252].

Two very popular static analysis tools are SonarQube® [244] and Fortify Static Code
Analyzer?. SonarQube analyzes code quality based on a customizable quality model and applies
the concept of technical debt to inform developers not only about code quality issues but also
about the estimated (accumulated) cost of removing those issues.

Not intended as a static analysis tool for code quality in general, but specifically to analyze

and test applications for security vulnerabilities, Fortify Static Code Analyzer (Fortify SCA),

3https://www.sonarqube.org
‘https://www.microfocus.com/en-us/cyberres/application-security/static-code-analyzer
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has been named for the 9th time one of the market leaders by Gartner in their application
security testing market study, also in 2022 [253]. We found the term “Fortify SCA” or “Fortify
Static” 54 times on IEEE Xplore searching within the full text of articles. We conjecture that
this lower popularity in academic literature is not because security is less important than code
quality but because Fortify SCA is only available with a commercial license, while SonarQube is
available Open Source and because the topic of “security vulnerabilities” is more specific than
“code quality”.

The two tools discussed here—SonarQube and Fortify SCA—have been compared in several
other papers, e.g., in [254] where the authors study the challenges in responding to alerts of
static analysis tools, in [255], where the authors investigate what developers want and need
from program analysis, or in [256] where the authors analyze to identify the limitations of static
analysis security testing tools; we conclude from this even more that the research community
considers these two products valid tools in the field of static source code analysis and worthwhile
comparing their capabilities.

In many contexts, software security is a crucial aspect to consider during the software
development process [257] in which developers aim to design the system to be resilient to
external attacks [258]. Software vulnerabilities can cause loss of data, privilege escalation, race
conditions, and other undesired effects that may affect the source code [259,260].

The research community has been addressing the problem of vulnerabilities from different
points of view, such as the impact on source code [261-263], or developing automated detection
techniques [264].

Most of the approaches defined so far are based on source code and/or dynamic analysis [265],
symbolic execution [266], and fuzz-testing [267,268]. Some of them are also implemented within
automated tools, such as Coverity Scan® or Fortify Static Code Analyzer.

Because of the importance of predicting, identifying, and resolving software vulnerabilities,
researchers are also interested in correlating software vulnerabilities with other metrics. For
example, Scandariato et al. [269], in study to which extent it is possible to use text mining
methods to predict the same vulnerable software components as identified by Fortify SCA.

In order to address the aforementioned issues and to understand if enhancing the code
quality also improves software security, I designed and conducted a user study, with the help
of other researchers, aimed to investigate whether and to what extent improving software
quality could have a positive impact on software security as well. To do so we used as a
basis of our investigation two representative tools from both domains: SonarQube for the code
quality domain and Fortify SCA for the software security domain. The results of this study
have helped us in deciding if the PKB should include both the results of quality-oriented and
security-oriented SAST or if security-oriented SAST was sufficient.

The obtained results revealed findings interesting for researchers as well as practitioners:

resolving software quality issues using SonarQube has an impact over software security as

Shttps://scan.coverity.com.
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identified by Fortify SCA, but only to a limited extent. Many security issues still remain in the
source code also after improvements. Moreover, some quality characteristics are more likely
to be improved with respect to others. Regarding the tools’ rules mapping we found new
unexpected trends. This study confirms the need for using a security-oriented Static Analysis

Tool to enforce software security instead of relying only on a quality-based one.

Goal and Research Questions

The overall goal of this study was to investigate the relationship between refactoring code quality
and software security, with the purpose of understanding whether and to what extent improving
software quality could have a positive impact on software security as well. The perspective is
of researchers and practitioners, both interested in understanding whether these two aspects
are related. The former could work on top of our research to build additional knowledge on
explaining the reasons behind this relation, while the latter could be interested in applying
such a process in their business to increase the efficiency of removing code vulnerabilities. To
implement this goal, we defined two Research Questions (RQs).
RQ: Do SonarQube rules overlap with Fortify SCA rules?
RQ2 To what extent does software security improve by improving code quality?

First, we formulated a preliminary research question aiming at understanding if issues
in the code raised by SonarQube rules are also considered security issues by Fortify SCA.
In particular, considering that SonarQube classifies rules into three categories (Bug, Code
Smell, and Vulnerability), we expected to find a perfect match of all the security vulnerability
rules detected by SonarQube with those detected by Fortify SCA. However, considering that
SonarQube rules are often misclassified [270], we also wanted to verify if the code affected by
issues related to rules classified as Bug or Code Smell was also raising security issues from
Fortify SCA.

If this research question provided a negative answer, it would have not made sense to address
RQ2

Once ensured that a possible relation between the two investigated aspects existed, we
wanted to evaluate the extent to which improving software quality leads to improving software

security as well. Thus, we defined the second research question.

Context

The context of this empirical study consisted of projects and static analysis tools. As already
stated in the previous section, for the selection of automatic static analysis tools we relied on
two tools, based on their popularity in industry and academia: SonarQube for code quality
assessment and Fortify SCA for what concerns security assessment.

One could also argue that the selection of the quality-oriented and security-oriented Static

Analysis Tools could have been used in this study, since many exist for both aspects. We chose
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to rely on SonarQube for quality assessment because it is one of the most used open-source
quality-oriented Static Analysis Tools, as various studies demonstrate [271,272]. Similarly, we
selected Fortify SCA to assess projects’ security since it is one of the “leaders” in application
security testing according to the Gartner 2022 magic quadrants®. Additionally, we are aware
that changing the group-repository assignments (described below) could have led to a different
number of issues in the Fortify SCA final snapshots. Needless to say, also enterprise projects
are prone to this risk: quality may depend on the developers’ seniority, therefore, this may
be considered an acceptable threat. Finally, it is well known that all static analysis tools are
affected by false positive and negative identifications, an alert going away may simply mean
that the refactoring has made the code too complicated for the tool to follow—which is why
it is not reporting an alert anymore—or, conversely, the original alert may have been a false
positive which is then hidden. In order to mitigate this problem, as described in section "Data
Collection & Analysis", a manual inspection has been conducted before and after the refactoring
operations.

Regarding the study details, we focused on a set of 23 projects written in Java, each of them

satisfying the following criteria:

1. the project is hosted on GitHub (and publicly accessible);
2. its size is greater than 2.5KLOC (i.e., it contains more than 2500 Lines Of Code);

3. it has a SonarQube score worse than “A” for two or more characteristics (i.e., bugs,

vulnerabilities, and code smells); and

4. it contains regression tests.

The ratio behind criteria (1) and (2) was to consider only real open-source projects with
a non-trivial size. Criterion (3) aimed to discard projects with a good quality score in order
to force the participants in our study to spend a significant amount of time to enhance the
project’s static code quality. Finally, the last criterion allowed us to have sufficient confidence
that each applied remediation did not introduce any error in the project logic while enhancing
static code quality.

We focused only on Java projects in order to rely on one specific SonarQube quality profile,
namely the set of rules checked by the tool. Indeed, by default, SonarQube provides different
quality profiles for different programming languages. The same consideration stands for Fortify
SCA: there are different sets or rules, each one focused on a different programming language,
and just one group of "general rules" (language-agnostic), which was considered in this study.

Table 3.1 gives an overview of the final set of selected projects; their details and URLs of the
respective repositories can be found in the replication package (described in Sect. Replicability
of this chapter).

Shttps://www.gartner.com/en/documents/4001946
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Table 3.1: Projects’ characteristics overview

73

Name Description Size (KLOC)

nbvcxz Password strength estimator 3.5

CalendarFX Framework for creating sophisticated calendar user interfaces 33

openwayback Engine to play back archived websites in the user’s browser A5
of the Internet archive Wayback Machine

. Library and command-line application for convertin

jpmuml-sklearn Scikit—iearn pipelines to PMII)\/I[)L ° 13

cache2k In-memory high performance Caching library 24

Fling Application to beam video files from computers to ChromeCast 36
devices
Demo implementation using event sourcing with an event-driven

scalable-coffee-shop architecture, Apache Kafka and Java EE 2.6

jnosql Framework to create Jakarta EE applications with NoSQL 22

PDFrenderer Library for rendering PDF documents to the screen using Java2D 20

. Framework making it easier to use a relational database with

mybatis-3 . . . 23
object-oriented applications

json-schema-validator JSON schema validator 8.1

esapi-java-legacy Web application security control library 19

db-scheduler Persistent cluster-friendly scheduler 3.5

jackson-databind General-purpose data-binding functionality and tree-model for the 69
Jackson Data Processor

arquillian-core Componer-lt mo.del for integration tests, with dependency injection 24
and container life cycle management

javaewah A compressed alternative to the Java BitSet class 8.2

ISCover JavaScript Code Coverage Tool that measures line, branch and 41
function coverage

chromecast-java-api-v2 | Java implementation of ChromeCast V2 protocol client 4.6

gchisto A garbage collection log visualisation tool 8.4

Wikidata-Toolkit Library to interact with Wikibase 21

initializr Quickstart generator for Spring projects 16

DroidQuest A Java recreation of the classic game Robot Odyssey 31

NFE Electronic Invoice handler written in Java 88

Data Collection & Analysis

In order to address the research questions, we first collected data from the subject repositories

and tools and then we analyzed them. To this aim, we followed a two-steps approach. First,

to address RQ1, we performed a manual validation aiming to find correspondences between

quality issues raised by SonarQube and security issues output by Fortify SCA. Then, to address

RQ2, we conducted a user study in which we asked participants to perform quality refactoring

operations on the subject repositories and then we evaluated the impacts of such refactoring

operations on security.

RQ;— the Manual mapping

The objective of the first RQ was to find a correspondence between quality and security issues.

To this aim, we relied on the issues raised by the two aforementioned Static Analysis Tools:

SonarQube for quality, and Fortify SCA for security issues.

As our study only focused on Java projects, we considered all the rules included in the
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SonarQube default Java quality profile, namely SonarWay”. This resulted in 627 SonarQube
rules.

As for Fortify SCA, we selected the set of rules characterized by two possible values for
"Code Language": "Universal' and "Java/JSP"8, with a total number of 672; the rule pack used
was version 2021.2.0.0008. Then, we compared SonarQube’s Java rules and Fortify SCA’s ones
through a manual validation process. Specifically, for each of the 627 SonarQube rules, two
researchers of the group separately read the description and tried to match the rule with one of
the Fortify SCA’s rules. In case of a disagreement, a third researcher manually verified and
took the final decision.

Finally, for each match found, we also annotated the suggested CWE both from SonarQube

and Fortify SCA in order to verify the actual existence for a correspondence.

RQy— the User Study

To address the second research question, we needed to collect data about the impacts of quality
refactoring on software security. Hence, we designed a user study in which we asked participants
to perform refactoring operations with the aim solving quality issues raised by SonarQube.
Then we compared the issues generated by Fortify SCA before and after the quality refactoring
to understand whether and to what extent there was an improvement in terms of security. We
ran the study within the Computer Science program at the University of Bari. All participants
were third-year undergraduate students who were attending the “Software Quality” course.
This course is composed by both face-to-face and laboratory lessons, and covered a wide set of
topics: all aspects related to software quality (i.e., internal, external, and in-use); ISO standards
related to software quality; software quality assessment, monitoring, and improvement processes
and strategies [273]; and suggested tools for quality management (e.g., SonarQube), security
management (e.g., Fortify SCA) and process control [274].

We initially recruited 128 participants, grouped in 58 groups of 2 or 3 people. At the time
of the analysis, only 27 of these groups had completed all their tasks, hence this work discusses
only the results of these first 27 groups.

Students were asked to perform their tasks by working in teams. Specifically, each student

group performed the following steps on one of the projects reported in Table 3.1:

1. Clone the project repository from GitHub to their local machine;
2. Run the code quality analysis by means of the SonarQube’s cloud version (i.e., SonarCloud);
3. Run the code security analysis via Fortify SCA;

4. Annotate the list of issues presented by each tool, comprising, for each issue, file name

and line;

"https://docs.sonarqube.org/latest/instance-administration/quality-profiles
8https://vulncat.fortify.com/en/weakness?codelang=Java¥2f JSP%3bUniversal&q=
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5. Incrementally solve the issues output by SonarCloud, following the SCRUM methodology:
in each “action plan” (equivalent to a SPRINT), a subgroup of issues was selected and
solved. The quality refactoring operations were performed manually by the students,
according to the issue and the correspondent solution provided by SonarCloud. At the
end of each “action plan”, another SonarCloud scan was run in order to check that each

issue was actually removed; and

6. Run the code security analysis again via Fortify SCA once a quality target was reached.

The quality target varied according to the number of team components and the project’s
complexity which in most cases was: 0 bugs, 0 vulnerabilities, 0 code smells and a technical debt
of 0 days. The exact numbers for all the projects are reported in the online appendix, see [275].

One observation needs to be made: in this study we needed to run Fortify SCA both before
and after the refactoring operations. This was necessary because we needed a quantitative
yardstick to compare how the project’s security was affected by the quality refactoring.

We analyzed the resulting data by comparing the total number of occurring Fortify SCA issues
before and after the quality refactoring was performed, both in absolute terms and percentages.
In case the number of Fortify SCA issues changed after the refactoring operations, a manual
validation process was performed: one of the researchers manually compared the affected source
code with its own version before the refactoring; if the vulnerability was effectively removed
(according to SonarQube suggestions) and Fortify SCA did not signal the issue anymore in the
refactored source code, the refactoring was considered as valid and taken into consideration in
the metrics count. This way, we did our best to exclude the presence of false negatives (i.e.
genuine vulnerabilities not detected due to a random Fortify SCA check failure).

In order to mitigate false positive occurrences (i.e. pieces of code flagged as vulnerable but
effectively not vulnerable), additional measures were taken: before and after the refactoring,
an average of 45% of the total remaining issues - chosen by random sampling - was manually
inspected for each project; if a false positive issue was discovered, it was suppressed (removed
from the issues count on Fortify SCA).

After this filtering, we then computed three additional metrics, based on the rules mapping
performed in RQ;. In particular, we computed the “match count” as the number of issues
identified by both SonarQube and Fortify SCA in the initial snapshot; only rules with a match
in the mapping performed in the context of RQ; were taken into consideration. Moreover, we
measured the “solved count” as the number of matching issues that were spotted by Fortify SCA
in the initial snapshot but were removed in the final snapshot, i.e., the number of Fortify SCA
issues solved following to the quality refactoring operations. Again, only rules with a match in
the mapping performed in the context of R(QQ; were taken into consideration. We calculated the
“solved ratio” as the ratio between “solved count” and “match count”.

Finally, we used statistical tests to confirm the variations in performance amongst the Fortify

SCA issues distribution before and after the refactoring. To this aim, we relied on the paired
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Wilcoxon test [276]. At alpha=0.05, the results were supposed to be statistically significant.
We also exploited Cliff’s Delta (or d), a non-parametric effect size measure [277] for ordinal
data, to assess the magnitude of the measured differences. To interpret the effect size values,
we used well-established guidelines: negligible for |d| < 0.10, small for |d| < 0.33, medium for
0.33 <|d| < 0.474, and large for |d| > 0.474 [277].

Replicability

To allow other researchers to replicate our study, we have published the complete raw data in

the replication package [275].

Results

RQ1: Do SonarQube rules overlap with Fortify SCA rules?

Table 3.2 reports the overall results regarding rule matches. As we can see, most of the
SonarQube rules are related to design (i.e., code smells) or potential bugs. However, as one
could expect, just a few portions of these rules find a match with Fortify SCA ones whose
main focus is on security. Differently, for those rules aiming to identify vulnerabilities or
security hotspots, we found a strong overlap between the two considered tools, namely 81% for

vulnerabilities and 72% for security hotspots.

Table 3.2: Aggregated analysis regarding the rules mapping. For each SonarQube category,
the table reports the number of SonarQube rules (#rules), the number of rules matching with
Fortify SCA rules (#matches), and the percentage of rules matching with Fortify SCA rules
(Yomatches).

. Fortify SCA
SQ categories # rules Z matches | % matches
Bug 149 26 17%
Vulnerability 53 43 81%
Security Hotspot 36 26 2%
Code Smell 389 12 3%
Total 627 107 17%

The results suggest that SonarQube can contribute to a considerable extent (17%) in
identifying and managing security-related issues. If we look at the other side of the coin, the
results suggest that around 16% of Fortify SCA issues have a correspondence in SonarQube (i.e.,
107 out of 672). Therefore, even if the results suggest that it is not possible to have significant
coverage of Fortify SCA’s rules, it seems that SonarQube could contribute by discovering a
good percentage of issues of certain types. In the next section, related to the second research
question, we analyze the magnitude of such a contribution.

RQs: To what extent does software security improve by improving code quality?

Table 3.3 reports the number of Fortify SCA issues, grouped by severity levels, before and
after the refactoring. Overall, by applying refactoring only relying on the output of SonarQube,
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Table 3.3: Number of Fortify SCA issues before and after the refactoring, grouped by severity.

Severities | initial snaphot | final snaphot | % solved
Critical 410 368 10%
High 3089 2651 14%
Medium 114 108 5%
Low 12052 9487 21%
Total 15665 12614 19%

Table 3.4: Overall results regarding how projects’ security is impacted by refactoring based on

SonarQube’s suggestions.

Fortify SCA Fortify SCA
Group 3‘1(;fztlerabilities Eljltr?(lerabilities % Fortify SCA Itost-f.lefactoring Match | Solved

(initial (final issues removed | situation Count | Count

snapshot) snapshot)
G1 125 125 0 Equal 0 0
G2 317 296 7 Improved 64 64
G3 2651 2521 5 Improved 21 16
G4 37 24 35 Improved 2 2
Gb 421 431 -2 Worsened 30 5
G6 251 272 -8 Worsened 6 6
G7 44 84 91 Worsened 2 0
G8 149 154 -3 Worsened 0 0
G9 390 330 15 Improved 29 29
G10 613 661 0 Improved 10 5
G11 66 56 15 Improved 1 1
Gl12 1116 805 28 Improved 47 47
G13 1116 815 27 Improved 47 47
Gl14 119 69 42 Improved 0 0
G15 1047 802 23 Improved 69 57
G16 251 220 12 Improved 7 7
G17 610 575 6 Improved 43 13
G18 1508 276 82 Improved 19 19
G19 11 33 -200 Worsened 0 0
G20 227 170 25 Improved 0 0
G21 31 17 45 Improved 0 0
G22 87 115 -32 Worsened 0 0
G23 269 266 1 Improved 7 6
G24 215 218 -1 Worsened 0 0
G25 1921 1491 22 Improved 85 85
G26 149 150 -1 Worsened 0 0
G27 1494 1451 3 Improved 66 36

leads to an improvement of 19% in terms of Fortify SCA solved issues. Inspecting the results by

severities, the results report that SonarQube can help identify, and then solve, 10% of critical

issues, 14% of high-severity issues, 5% of medium-severity issues, and 21% of low-severity issues.

Table 3.4 reports the overall results regarding how projects’ security was affected by imple-

menting SonarQube’s suggestions. Observing the table, in 18 out of the 27 cases projects got

enhanced in security terms, 1 remained stable while 8 got a deterioration.

Columns “match count” and “solved count” of the table report the number of matching
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Figure 3.4: Boxplots reporting the distribution of Fortify SCA issues over project in the initial
(before refactoring) and the final (after refactoring) snapshots.

Table 3.5: Results for the paired Wilcoxon’s signed rank test for statistical significance and the
Cohen’s “d” effect size.

W | p-value | significance d | Magnitude
283.5 0.006 *Rx10.416 | Medium

Fortify SCA issues and solved matching Fortify SCA issues for each project, respectively.

As we can see, the maximum obtained enhancement is equal to 82% (for group G18) which
corresponds to the solving of 1232 issues. Anyway, this happened just one time: in most of the
cases, the obtained enhancement is between 0 and 45%, leaving a significant amount of issues in
the source code.

On the other hand, when the number of Fortify SCA issues increases after refactoring (i.e.,
there is a decrease in security), there are a couple of concerning examples reporting a security
decrease of 91% (GT7) or even 200% (G19). This could be related to more delicate refactoring

operations that lead to introducing new security issues.

Overall Results

Overall, in most of cases, the vast majority of matching Fortify SCA issues are solved after
applying the refactoring on top of SonarQube warnings. Moreover, we can observe that in 6 out
of the 9 cases (i.e., 67%) in which there are no matching issues between Sonar and Fortify SCA,
performing refactoring operations based on SonarQube warnings does not bring improvements

in terms of security.
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Table 3.6: Co-occurring rules between SonarQube and Fortify SCA

SonarQube rule Fortify SCA rule # occurences

Delivering code in production with debug features System Information Leak 232

activated is security-sensitive

Unused method parameters should be removed Dead Code: Unused Method 22

Null pointers should not be dereferenced Redundant Null Check 14

Unused method parameters should be removed Poor Error Handling: 10
Overly Broad Throws

Standard outputs should not be used directly to log | Privacy Violation 9

anything

Mutable fields should not be "public static" Password Management: 8
Hardcoded Password

Null pointers should not be dereferenced Insecure Randomness 3

Null pointers should not be dereferenced J2EE Bad Practices: Threads 1

Null pointers should not be dereferenced Denial of Service: Parse Double 1

Silly equality checks should not be made Code Correctness: Class Does 1
Not Implement equals

Return values should not be ignored System Information Leak: 1

if they contain the operation status code Internal

Figure 3.4 reports boxplots comparing the distributions of Fortify SCA issues over projects
before and after the refactoring is performed. While the median values are almost identical, we
can observe that the distribution in the final snapshot concentrates more towards lower values,
thus indicating an overall improvement. To better investigate the significance of such a result,
Table 3.5 reports the results of the paired Wilcoxon’s signed rank test, as well as the Cohen’s
“d” effect size statistics. Results indicate that there is a significant improvement with respect to
the number of security issues spotted by Fortify SCA, with a “medium” effect size.

Therefore, we can state that adopting SonarQube and refactoring the source code according
to the warnings it generates, most likely leads to a significant improvement in terms of security
aspects. However, it is still not possible to completely replace security-specific automatic static
analysis tools (i.e., Fortify SCA in our case) since they can provide a more comprehensive

overview of security aspects, identifying issues that cannot be identified in other ways.

Discussion

The achieved results revealed a number of insights that lead to implications for the software
engineering community.

On the correspondence between SonarQube and Fortify SCA rules. We identified
co-occurring rules that were triggered by both SonarQube and Fortify SCA on the same
source code file line. Please note that these co-occurrences were not expected since we did not
include them in our initial mapping (RQ;). This was due to the fact that corresponding rules
descriptions seem not to be similar enough. The co-occurring rules are presented in Table 3.6.
As we can see, some of these trends are very rare to occur (just one occurrence for some of
them), thus not necessarily indicating a real mapping between the two involved rules. However,

in other cases, especially for the first row, it seems that there is a real association between the
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rules of the two tools.

By focusing on the descriptions of the two rules having 223 matching occurrences (i.e., row
1 of Table 3.6), even if both rules are abstract and do not address a specific problem (rather a
general condition), we can see both have the word “debug” and one code example in common:
the calling to printStackTrace() method over an Fxception object; this seems to be fair and
makes sense: so, this may be the case in which both the authors did not notice a valid association
while carrying out the mapping.

In the remaining cases, the rules’ descriptions do not show anything in common and, as

such, may be random (or noisy) findings.

& Even if some SonarQube and Fortify SCA rules are not directly associated, a high number

of co-occurrences between them exist, thus indicating that further and larger investigations

are needed to determine the actual set of corresponding rules.

Better together: One tool is not enough. According to the results obtained in our
study, and specifically for RQq, SonarQube is able to cover a small percentage (i.e., 16%) of
the rules included in Fortify SCA. However, the most interesting finding has been obtained
by looking at the severity of the overlapping rules. SonarQube allows to solve security issues
classified with higher severity (High and Critical). Even if the improvement is not so significant,
SonarQube can be adopted as an initial screening for security healthiness.

In light of these considerations, our results represent a call for further investigation regarding
the role of static analysis tools for security issues detection. SonarQube and Fortify SCA classify
similar rules differently or provide different classifications. It should be interesting to evaluate if
the same observed trend can be recoverable with other static analysis tools, such as Coverity

Scan.

& SonarQube alone is not enough to provide significant support in discovering and removing
security issues. However, it could be exploited to have a first preliminary overview of such
issues. As a consequence, PKB must include the results of both SonarQube and Fortify static

code analyses.




Chapter 4

Al-based systems

One of the primary goals of this thesis work was to propose guidelines and tools to support
the development process of both conventional and Al-enabled systems in a company. To do
this, I first started studying the state of the art regarding conventional systems, with the goal
of discovering common practices and lessons learnt to take into consideration for Al-enabled
systems secure development. Later, a similar preliminary research was done to find, and

eventually enhance, the best framework for Al-enabled systems.

4.1 Al-enabled systems rapid literature review

This section describes the work conducted in [4].
Before explaining the work and results of this rapid literature review, here are presented some

preliminary definitions to better comprehend the guiding concepts around this research.

4.1.1 Trustworthy (or Responsible) AI Principles

National and international organizations have created ad-hoc expert groups on Al to address
the risks connected with the development of Al, frequently with the task of generating policy
documents. These organizations include, among others, the High-Level Expert Group on
Artificial Intelligence established by the European Commission!, the UNESCO Ad Hoc Expert
Group (AHEG) for the Recommendation on the Ethics of Artificial Intelligence?, the Advisory
Council on the Ethical Use of Artificial Intelligence and Data in Singapore?, the NASA Artificial
Intelligence Group* and the UK AI Council®, just to cite a few.

Ihttps://digital-strategy.ec.europa.eu/en/policies/expert-group-ai

2https://www.unesco.org/en/artificial-intelligence/recommendation-ethics

3https://www.cms—holbornasia.law/en/sgh/publication/singapore-to-form-advisory-council-f
or-ethical-use-of-ai

‘https://ai.jpl.nasa.gov/

Shttps://www.gov.uk/government/groups/ai-council
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These committees have been appointed to produce reports and guidelines about RAI. Similar
initiatives are being made in the commercial sector, particularly by businesses that depend on
Al Businesses like Sony® and Meta” made their AI policies and principles available to the public.
At the same time, professional organizations and no-profit groups like UNI Global Union® and

the Internet Society” have all released statements and recommendations.

The significant efforts of such an ample group of stakeholders to develop RAI principles
and policies not only show the need for ethical guidance but also point out their keen interest
in reshaping Al ethics to suit their individual priorities [278]. Notably, the private sector’s
participation in the field of Al ethics has been questioned since it may be using high-level
soft policy as a portmanteau to either make a social issue technical [278] or avoid regulation
altogether [15,279].

However, many research works highlighted how these proposals often diverged, giving different
definitions, resulting in the problem known as principle proliferation [280]. Consequently, several
in-depth investigations have been conducted, such as the one by Jobin et al. [15], who found
a global convergence around five ethical principles: transparency, justice and fairness, non-
maleficence, responsibility, and privacy. Nonetheless, further in-depth thematic analysis revealed
notable semantic and conceptual divergences in interpreting these principles and in the particular

recommendations or areas of concern drawn from each of them.

Definitions of Al principles

As highlighted in the previous section, there are several uncertainties and nuances around
the definition of the principles that mainly characterize Responsible Al, as well as, about the
definition of RAI itself. Indeed, sometimes it is referred to as Trustworthy or Ethical Al. In this
thesis work, I address the problem of principle proliferation deciding to focus on a specific subset
of those characterizing RAI, in particular, the four principles identified by Jobin et al. [15] with

the exclusion of responsibility as this concept is rarely defined in a clear manner.

Moreover, to give an authoritative and clear definition for each principle, I decided to use
the ones provided by the High-Level Expert Group on Artificial Intelligence established by the

European Commission!® in their Ethics guidelines for trustworthy Al [281].

In the following, I report the selected definitions for each principle. I matched the principles
in [281] with the ones that emerged in [15], and when the naming convention is not exactly the

same [ highlighted that in parenthesis. I also mapped principles to system requirements.

Shttps://www.sony.com/en/SonyInfo/sony_ai/responsible_ai.html
"https://ai.facebook.com/blog/facebooks-five-pillars-of-responsible-ai/
8http://www.thefutureworldofwork.org/media/35420/uni_ethical_ai.pdf
Yhttps://www.internetsociety.org/resources/doc/2017/artificial-intelligence-and-machine
-learning-policy-paper/
Onttps://digital-strategy.ec.europa.eu/en/policies/expert-group-ai


https://www.sony.com/en/SonyInfo/sony_ai/responsible_ai.html
https://ai.facebook.com/blog/facebooks-five-pillars-of-responsible-ai/
http://www.thefutureworldofwork.org/media/35420/uni_ethical_ai.pdf
https://www.internetsociety.org/resources/doc/2017/artificial-intelligence-and-machine-learning-policy-paper/
https://www.internetsociety.org/resources/doc/2017/artificial-intelligence-and-machine-learning-policy-paper/
https://digital-strategy.ec.europa.eu/en/policies/expert-group-ai
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This requirement is closely linked with the concept of explicability [...] Explainability
concerns the ability to explain both the technical processes of an Al system and the
related human decisions (e.g. application areas of a system).

Technical explainability requires that the decisions made by an Al system can be under-
stood and traced by human beings. [...]. [The] explanation should be timely and adapted

to the expertise of the stakeholder concerned (e.g. layperson, regulator or researcher). [...]

This principle includes and can be directly linked with system requirements such as traceability

and explainability.

In order to achieve Trustworthy Al, [one] must enable inclusion and diversity throughout
the entire AI system’s life cycle. [...] this also entails ensuring equal access through
inclusive design processes as well as equal treatment. [...] Bias [derives from| data sets
used by Al systems (both for training and operation) [because these| may suffer from the
inclusion of inadvertent historic bias, incompleteness and bad governance models. The
continuation of such biases could lead to unintended (in)direct prejudice and discrimination

against certain groups or people, potentially exacerbating prejudice and marginalisation.

]

This principle can be directly mapped with system requirements such as avoidance of unfair

bias, accessibility and universal design and include stakeholder participation.

...] Technical robustness requires that Al systems are developed with a preventative
approach to risks and in a manner such that they reliably behave as intended while
minimising unintentional and unexpected harm, and preventing unacceptable harm. This
should also apply to potential changes in their operating environment or the presence of
other agents (human and artificial) that may interact with the system in an adversarial

manner. In addition, the physical and mental integrity of humans should be ensured.

This principle can be directly mapped with system requirements such as resilience to attack

and security, fallback plan and general safety, accuracy, reliability, and reproducibility.
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[...] Privacy [is] a fundamental right particularly affected by AI systems. Prevention of
harm to privacy also necessitates adequate data governance that covers the quality and
integrity of the data used, its relevance in light of the domain in which the Al systems
will be deployed, its access protocols and the capability to process data in a manner that

protects privacy.

This principle can be directly mapped with system requirements such as including respect

for privacy, quality and integrity of data and quality and integrity of access to data.

Frameworks

In this thesis work, I focus on frameworks that implement the above-mentioned RAI ethical
principles.

The concept of framework is far well-known in the Software Engineering (SE) field. Already
in 1997, Johnson et al. [282] referred to frameworks as "an object-oriented reuse technique" or
"the skeleton of an application that can be customized by an application developer". These are
not conflicting definitions; the first describes the structure of a framework while the second
describes its purpose.

Shifting the focus from SE to a more general context, frameworks are a form of design reuse.
Frameworks can be considered a collection of suggestions, guidelines and tools to be followed in

order to create a product compliant with a defined standard.

Study Design

Rapid Reviews (RRs) have emerged as a streamlined approach for synthesizing evidence quickly,
initially intending to help decision-makers in health care to respond promptly to urgent and
emerging needs [283]. Rapid reviews simplify systematic review methods by focusing on the
literature search while still aiming to produce valid conclusions [284].

To perform this rapid review, I followed the protocol proposed in [285], and I complemented
the Rapid Review process with the strategies presented in [286] for performing systematic
literature reviews. The following subsections describe in detail the study design and its

execution.
Planning the review
The rapid literature review presented in this work was carried out through the following steps:

1. Goal and Research questions: the goal and the correlated research questions were

identified to guide the literature review;
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2. Search strategy: defining the strategy to collect previous works published in the

literature, including research databases and query strings;

3. Eligibility criteria definition: the criteria used to filter the collected studies have been
defined;

4. Data extraction: defining how relevant data were extracted to help answer the research

questions;

5. Data synthesis: defining how to organize extracted relevant data to answer the research

questions.

Goal and Research Questions

The goal of this review is to gather, organize, and analyze the RAI frameworks proposed in
the literature by public and private institutions to investigate, first, how comprehensive they
are in terms of principles addressed and SDLC phases covered. Then, I focus specifically on
frameworks offering tools that can be used in the implementation and auditing phase of the
decision systems offering practical guidance to practitioners.

Based on this goal, I defined the following research questions:
« RQ1: What are the Responsible Al frameworks proposed in the literature?
« RQ2: How much do these frameworks address the various RAI principles?

« RQ3: Do these frameworks provide recommendations for each phase of the Software
Development Life Cycle (SDLC)?

« RQ4: Is there a supporting tool for each proposed framework?

I recall that I decided to focus this research on the most cited RAI principles [15]:
Transparency, Diversity & Non-discrimination & Fairness, Technical Robustness

& Safety, and Privacy & Data Governance.

Search strategy

As recommended in [285], to abbreviate the search for primary studies and conduct the rapid
review within the available time, I used only Scopus!! and Google Scholar'? as white
literature search engines.

To improve the search string, I conducted pilot searches and I excluded those keywords that
did not yield coherent search results (e.g., the knowledge base keyword). After some trials, I

found the search string presented in the following box that returned several relevant papers.

Unttps://www.scopus . com/
2https://scholar.google.com/


https://www.scopus.com/
https://scholar.google.com/
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( ai OR ( artificial AND intelligence ) ) AND framework AND ( trustworthy OR ethical
OR governance OR responsible )

The selection string was run on 15 November 2022 at 12:40 and initially produced 1875
document results on Scopus. Then, some filters were applied: I selected only "Computer Science",
"Social Sciences', "Engineering" and "Mathematics" subject areas and selected only documents
written in English or Italian; these filters reduced the total amount of results to 1489. After a
few days, the same string was run on Google Scholar - filtering the results by "Review articles'
type - and produced 91200 results.

The classification process of the documents collected by Google Scholar stopped after 20
pages because, starting from the 21st, the documents did not include all the keywords contained
in the search string and/or were not coherent with the research objective; a total of 200
documents collected by Google Scholar were analyzed.

Later, to further enhance the quality of this research, I moved to analyze grey-literature
sources. First of all, Algorithm Watch Al Ethics Guidelines Global Inventory'® database was
queried to identify the business companies which proposed RAI resources. Here, three types of

resources were discarded:

e The ones whose link was no more working and the same resource could be not found even

searching on Google.com search engine;
o Unofficial documents, e.g. unofficial translations;
e Documents not written in English or Italian.

In this stage, for each resource found on Algorithm Watch, an in-depth investigation has been
conducted on the proponent entity’s website to discover useful resources (and frameworks) not
indexed on Algorithm Watch AI Ethics Guidelines Global Inventory.

Then, the OECD database!? was queried as well. Here, some filters were applied:

e Procedural Category, which (according to the description) is the most similar to the

concept of "framework";
o Published document or implemented in multiple projects as Tool Readiness;

o Fuairness, Privacy & data governance, Robustness & digital security, Transparency €

explainability as Object.

Finally, a keyword-based search on Google was performed in private-browsing mode, after

logging out from personal accounts and erasing all web cookies and history [287]. The search was

Bhttps://algorithmwatch.org/en/ai-ethics-guidelines-global-inventory/
nttps://oecd.ai/en/catalogue/tools


https://algorithmwatch.org/en/ai-ethics-guidelines-global-inventory/
https://oecd.ai/en/catalogue/tools
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performed using the same search string used on Scopus and Scholar. This last search initially
produced 21,100,000 results but, after manually inspecting the results contained in the first 17
pages—for a total amount of 168 resources—, the search engine hid subsequent results since
they were very similar to the previously inspected ones. From the Google search results, I also
discarded all the duplicates of the documents already retrieved from other data sources.

All the documents obtained with this search strategy were surveyed using a 3-stages informa-
tion classification process. In the first stage, only the title and keywords of the collected articles
were read. In the second stage, I analyzed the abstract of each article while in the third stage I
read the complete article. All these stages were conducted separately and in blind-view way
by me and then by another researcher. In case of a disagreement, a third researcher manually

verified and took the final decision.

Eligibility criteria definition

The selection procedure was based on the following criteria:
1. The resource must be in English or Italian;
2. The resource must be in the context of Responsible Al frameworks;
3. The resource must address at least one of the chosen principles (see Section 4.1.1);
4. The resource must provide answers to at least one of the rapid review’s research questions.

The full text of every collected resource was validated against these criteria. The complete

results list can be seen in the online appendix [288].

Data Extraction

In this step, I extracted all relevant data that could help answer any of the research questions.
The extraction process was performed by me and another researcher and conflicts were solved by

a third researcher in a blind-view way. I used a worksheet to tabulate and organize data [288].

Results

The RR was performed part-time from 15 November 2022 until 12 December 2022, conducting
the procedure previously described.

Table 4.1 summarises the number of relevant results obtained in each sub-phase. The search
in Google Scholar did not produce any useful results. Summing up the resources selected from
the identified data sources in the last step, I ended up with 148 unique resources (without

duplicates).
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Table 4.1: Amount of documents collected grouped by research phase.

Data Resources | Resources | Resource
Source retrieved | analyzed | selected
Scopus 1875 1489 20

Google Scholar 91200 200 0
Algorithm Watch 167 167 80
OECD DB 356 70 38
Google Search 21,100,00 168 10

Table 4.2: Excerpt of the whole data classified by RAI principles taken into consideration.

Diversity &

Non Privacy & Technical
Entity name | Tool Name o e . . Data Robustness & | Transparency
discrimination
. Governance Safety
& Fairness
COMPANIES

Facebook’s five
Meta pillars of Yes Yes Yes Yes
Responsible Al

UNIVERSITIES
University of 1 cpprprpat Yes No Yes Yes
Texas at Austin
NO-PROFIT ORG / COMMUNITIES / GOVERNMENT ENTITIES
AT Risk
NIST Management Yes Yes Yes Yes
Framework

Table 4.3: Excerpt of the whole data classified by SDLC phase addressed.

Entity name R;}cllilzlil;(;rtrilsgts Design | Development | Testing | Deployment
COMPANIES
Meta, | Yes | No | No | No | No
UNIVERSITIES
University of
Texas at Austin No Yes Yes Yes No
(CERTIFAI)
NO-PROFIT ORG / COMMUNITIES / PUBLIC ENTITIES
NIST | Yes |  Yes | No | No | No

Data synthesis

Data were synthesized and several statistics were computed to answer the research questions
(see the online appendix available at [288]). Tables 4.2 and 4.3 show an illustrative excerpt of
the whole data collected.

RQ1. What are the Responsible Al frameworks proposed in the literature?

All the retrieved frameworks have been classified w.r.t. the type of proposing institution
using three categories: COMPANIES, UNIVERSITIES, and NO-PROFIT ORG / COMMUNI-



4.1. AI-ENABLED SYSTEMS RAPID LITERATURE REVIEW 89

TIES / PUBLIC ENTITIES (NPG/COMM/PE). Moreover, if an entity proposed two (or more)
frameworks, it was counted only once, as I am interested in the distribution of the proposals by

entity type.

COMPANIES

NPG/COMM/PE
50,7%

UNIVERSITIES

Figure 4.1: Distribution by type of proposing institution.

As can be seen in Fig. 4.1, what immediately emerges is that most of the filtered frameworks
are proposed by NPG/COMM/PE (50.7%, 70/138), followed by lucrative COMPANIES (31.9%,
44/138) and then UNIVERSITIES (17.4%, 24/138).

M Principle [ Guideline Tool [ Other
50

40
30

20

COMPANIES UNIVERSITIES NPG/COMM/PE

Figure 4.2: Distribution of frameworks by category.

Furthermore, the frameworks have been classified into four categories according to their

characteristics:
o Principle (P): if they highlight only abstract ethical principles or moral values;

o Guideline (G): if they are concrete guidelines, quickly translatable into design constraints

or choices;

» Tool (T): if they are able to verify the compliance towards one or more principles and/or

support practitioners in the implementation of principles or guidelines;
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e Other (O): if a resource cannot be classified into any of these categories - e.g. a list
of possible attacks against an Al algorithm or a list of several questions to check in the

design phase.

In Fig. 4.2 the distribution of frameworks by their category and grouped by proposing
institution is depicted!®.

It is noteworthy that COMPANIES and NPG/COMM /PE mostly proposed Principles
(respectively 42.59%, and 59.72%); differently from this trend, UNIVERSITIES primarily
proposed Guidelines (57.69%). Furthermore, w.r.t. the number of resources proposed, the
percentage of Tools proposed by COMPANIES is 12.96% and 15.38% for UNIVERSITIES,
while this number is very low for NPG/COMM/PE (4.17%).

RQ2. How much do these frameworks address the various RAI principles?

In this review, I am mainly interested in analyzing frameworks that give practical support to
all stakeholders involved in the development and deployment of Al applications. For this reason,
to answer RQ2, I discarded, while computing the statistics, frameworks in the category Principle,
which cover only ethical values and that do not give any workable advice. Furthermore, here I
counted the frameworks and not the entities: if an entity proposed two (or more) frameworks,
it was counted twice (or more).

Finally, before diving into the statistics, I point out that here I consider a principle as
"covered" even if it is only "partially" covered, i.e. if not every aspect related to that principle
was addressed. For instance, I consider frameworks that deal with privacy but only in terms
of how data is acquired from users and stored, without dealing with the new "privacy attacks"
which can be conducted against an Al algorithm, like "model inversion" attack [122].

As shown in Fig. 4.3, in the majority of cases, the frameworks address all four RAI
principles. Nevertheless, there are frameworks that cover only one (15.49%) or two principles
(15.49%). In particular, when the principles addressed are three, the most covered are Diversity
€ Non-discrimination € Fairness, Privacy € Data Governance, and Transparency (9.3% for
COMPANIES, 15.8% for UNIVERSITIES and 14.1% for NPG/COMM/PE). While, for two
principles, the most covered are Diversity €/ Non-discrimination € Fairness and Transparency
(9.3% for COMPANIES and 16.9% for NPG/COMM/PE). The interested reader can refer to

the appendix for the complete results.

RQ3. Do these frameworks provide recommendations for each phase of the Software
Development Life Cycle (SDLC)?

I5Differently from the previous graph, here I counted all frameworks, even if they are proposed by the same
entity.
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Figure 4.3: Number of RAI principles addressed by the frameworks grouped by proposing entity
type.
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Figure 4.4: Distribution by SDLC phase addressed.

To calculate the statistics to answer RQ3, RAI principles have been mapped to project
requirements (see Section 4.1.1) since they are actually high-level statements which put con-
straints on the project design. Moreover, I grouped resources proposed by each entity and
mapped it w.r.t. the correspondent SDLC phase addressed. So, here, if an entity proposed two

(or more) frameworks, it was counted once.

Fig. 4.4 shows that there is a common pattern regardless of the type of the proposing entity:
more than half of the frameworks provide support only for the Requirements Elicitation phase
(96/174, 55.17%), while subsequent phases are supported by very few frameworks. Anyway,
COMPANIES showed more interest w.r.t. the other entities in also covering Development
and Testing phases. Finally, the Deployment phase is the least supported by the frameworks,
regardless of the type of proposing entity.

In Fig. 4.5 I investigate how much of the SDLC is covered (i.e. how many phases are

addressed) by each framework. Here, I counted the frameworks, not only the proponent entities.
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I COMPANIES [ UNIVERSITIES NPG/COMM/PE
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Figure 4.5: Number of SDLC phases addressed by the frameworks grouped by proposing entity
type.

For frameworks proposed by COMPANIES sometimes I was not able to perform this mapping
as no details on the internal core operations were provided. This is due to the fact that they
offered the algorithm audit service as a lucrative service, so they are "closed-source" frameworks.
In such cases, I excluded the frameworks from the statistics elaboration.

What emerges is clear: most frameworks provide suggestions for just one of the five SDLC
phases: Requirements Elicitation, while the second most supported phase Design. Only
5.79% of the frameworks supports all the SDLC phases.

RQ4. Is there a supporting tool for each proposed framework?

I highlight that in this analysis the presence of a supporting tool can be labelled with four
values: "Yes", "No", "Partially" and "Not Mentioned".

Partially is used for:
o Resources that cannot be properly considered tools; e.g. Excel sheets

« Tools that cover only a small part of the entire knowledge provided by the framework; e.g.
a tool which covers only Development phase and neglects Requirements and Design

phases

In the computation of values, I ignored the frameworks containing Not mentioned values for
tools.

Regarding the statistics, the results are quite clear: as shown in Fig. 4.6 in more than the
80% of the cases there is no tool included in the framework. This is true regardless of the

proposing entity as shown in Fig. 4.7.
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Figure 4.6: Distribution by the existence of a supporting tool regardless of the proposing entity.
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Figure 4.7: Distribution by the existence of a supporting tool and proposing entity.

Moreover, Fig. 4.8 shows, when a tool is present, by which type of entity it is provided.
Here the interesting result is that more than half of the tools are proposed by COMPANIES
(61.9%, 13/21).

Then, to go deeper into this investigation, I analyzed which kind of stakeholder’s background
is required to use these tools. I used the tag Technical to describe tools that should be
used by stakeholders who work in the last three phases of the SDLC (e.g. developers, testers,
IT technicians, etc); while I used the tag Non-technical for tools that should be used by
stakeholders who work in the initial two phases of the SDLC (e.g. commercial agents, functional
analysts, architecture designers, etc). Finally, if there are tools that offer resources for both
kinds of stakeholders, I used the tag Both. Fig. 4.9 shows that, regardless of the type of
proposing entity, more than half of the tools can be used by Non-technical stakeholders (57.4%,
27/47). Nevertheless, a significant amount of tools for supporting the Technical stakeholders is
also provided (29.8%, 14/47). The tools that can support both kinds of stakeholders, conversely,
represent only a very low percentage (12.8%, 6/47).
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Figure 4.8: Distribution by proposing entity in case a tool is provided.
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Non-technical
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Figure 4.9: Distribution of stakeholder’s required background regardless of proposing entity in
case a tool is provided.

Furthermore, Fig. 4.10 shows that a significant amount of tools proposed by COMPANIES

can be used by both types of stakeholders (33.33%) while UNIVERSITIES and NPG/COMM /PE
proposed mainly tools that can be used by only one type of stakeholders.

Discussion

RQ1. What are the Responsible AI frameworks proposed in the literature? The RAI
frameworks found in this search are proposed by different types of entities. The difference in the
percentages shown in Fig. 4.1, depending on the type of entity, may be due to various reasons,
among others: the different amount of funds available for research (and implementation) and
the Return-on-investment (ROI) of these kinds of initiatives, e.g. different between companies
and no-profit organizations. Moreover, it is noteworthy that the group of NPG/COMM/PE is
the largest and most heterogeneous group among the three, including as well scientific works

conducted as academy-industry collaborations.
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Figure 4.10: Distribution of stakeholder’s required background by proposing entity in case a
tool is provided.

Regarding the way in which the frameworks are categorized, we can definitely say that there
is a worrying lack of tools: most of the frameworks provide just Principles or Guidelines. |
want to point this out since it is difficult to translate principles into concrete and measurable
actions [289] but a tool may help reduce this gap. Furthermore, without tools or well-known
practices, it is not possible to measure the goodness and sufficiency of the adopted practices.

RQ2. How much do these frameworks address the various RAI principles? In
addressing this research question, my aim was to discover how much "coverage' the frameworks
give in terms of ethical principles handled. Indeed, sometimes practitioners are forced to use
more than one framework at the same time in order to take into account the different dimensions
of the RAI they want to implement and/or validate.

The emerging trend seems positive: the majority of the frameworks address all the four most
important RAI principles, even if sometimes in a "partial" way (the principle is not fully-covered,
see Section 4.1.1). Nevertheless, there are frameworks that neglect one, two, or even three
principles. This could be due to multiple reasons, first of all, the fact that there is no global
consensus about a clear definition of RAI and about which principles should be covered or
implemented among the others. Moreover, especially for companies, there could be reasons
leading to ignoring part of the principles: among these, the Ethics Bluewashing [290] (the
unethical behavior of making unsupported or false claims about, or taking insufficient action
to support, the ethical ideals and advantages of digital processes, products, services, or other
solutions in an effort to look more ethically conscientious than one actually is) and the Digital
ethics shopping (the unethical practice of selecting, modifying, or updating ethical guidelines,
codes, frameworks, or other similar standards from a variety of offers in order to retrofit some
pre-existing behaviors and thereby justify them a posteriori, rather than putting new behaviors
into practice or improving them by comparing them to accepted ethical norms [290]).

RQ3. Do these frameworks provide recommendations for each phase of the
Software Development Life Cycle (SDLC)? The RR highlighted that most frameworks
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focus only on the initial phases of the SDLC, and in particular on Requirements elicitation.
This is a problem because all the statements and obligations provided as RAI principles must
result in operations and practices actually implemented while developing an Al application,
encompassing the entire SDLC. Indeed, for developers, testers, and system installers is really
difficult to identify practices that can satisfy these abstract requirements without any support
from an expert in the field or from a practical framework guiding them in all the development
phases. What sounds alarming is a common trend across all the different types of entities, as
the highest percentages of proposed frameworks fall in the Requirements Elicitation phase while,
from Design onward, the numbers drop dramatically until the lows in the Deployment phase.

RQ4. Is there a supporting tool for each proposed framework? Here there is
an emerging negative trend: in most cases, there is not a practical tool complementing the
theoretical framework proposed and this is valid regardless of the type of entity releasing the
tool.

Moreover, most of the tools are Excel sheets, checklists, or questions to self-ask in the initial
phases of the SDLC, so tools are mainly useful just for non-technical stakeholders. However,
differently from the other entities, companies proposed a significant amount of tools useful for
both kinds of stakeholders: technical and non-technical ones. This may be due to an interest in
trying to sell complete services to other companies supporting every kind of stakeholder and, at
the same time, covering every phase of the SDLC.

Summary of findings. A global perspective on the results analyzed leads us to affirm
that there is not a "catching-all" framework, simple and complete enough to provide different
levels of knowledge for different kinds of stakeholders (technical and non-technical ones), which
can simplify and speed up the adoption of RAI practices. This statement comes from the
fact that there are no frameworks encompassing all RAI concepts logically and uniformly:
recommendations are scattered across various pages or documents, and there is no one element
that acts as a glue and makes the information consultation linear and fluid, at various levels
of abstraction, for various types of stakeholders. To better explain this concept, we can take
the work of Baldassarre et al. [291] as an example: here, each element which composes the
knowledge base is connected and this makes it possible to consult the knowledge base from
various entry points, following different mental paths. As a consequence, it is advised the need
for the creation of a uniform framework also for RAI: this way, the integration of RAI practices

would be far easy in every kind of organization, public or private.

4.2 Al-enabled practitioners’ needs and challenges

This section describes the work conducted in [7].
This work builds on the results of the previous review and aims to investigate how Al professionals
deal with TAT issues on a day-to-day basis. To better understand practitioners’ needs I distributed

a survey and conducted semi-structured one-on-one interviews, collecting data from a total
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Table 4.4: Activities integrated into the traditional SDLC phases to support Al-enabled systems
development.

Traditional SDLC phase Integrated activity
Requirements Elicitation Model Requirement
Data Collection,

Design Data Preparation

Development Feature Engineering,
Model Training

Test Model Evaluation

Deployment Model Deployment

Monitoring Model Monitoring

of 34 practitioners employed in companies of different sizes.
As the main contribution, this work intends to deeply investigate practitioners’ views, needs,
and challenges in developing TAI systems throughout the entire SDLC. The novel contribution

can be summarized as follows:

o [ have analyzed the existing procedures that development teams adopt when imple-

menting Trustworthiness in Al;

o [ have investigated the impediments encountered in the attempt to implement Trust-

worthiness in Al;

o [ have identified a range of practitioners’ needs that academic and industrial research

should seek to address.

This study has identified a range of practitioner needs that have thus far been overlooked in
the literature. For example, the majority of the interviewees report a lack of tools for the late
stages of the SDLC, as well as of knowledge bases and practical guidelines with suggestions on

implementing TAI across the entire SDLC.

Method

The goal of this study is to investigate the state of the practice to understand common
practices as well as challenges and difficulties encountered by Al practitioners in implementing
TAI systems through the entire SDLC.

Since traditional phases of the SDLC do not necessarily map well with the activities required
to develop an Al-enabled system, I have extended each phase with one or more activities
mentioned by Zhengxin et al. [292]. Table 4.4 graphically shows how each traditional SDLC

phase’s definition has been extended.
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Given this main goal, and based on the analysis of the shortcomings and common practices
that emerged from the mapping study carried out in my previous work [4], I defined the following
Research Questions (RQs):

« RQ1: What vision/opinion do practitioners have about untrustworthiness issues and how

often do they encounter them?
« RQ2: How do practitioners address untrustworthiness issues?

« RQ3: What tools/support do practitioners desire to address untrustworthiness problems
better?

Data collection

16 working on AI products and services through a

For this study, I recruited practitioners
combination of purposive and snowball sampling [293]. To recruit participants for this study,
I chose to not widely distribute the survey online, but rather to conduct a brief screening
procedure to define the inclusion criteria and target suitable participants for the study. The
target participants for the survey were Al practitioners involved in the development of Al-based
systems, with at least some basic knowledge of TAI principles and/or who had previously
addressed TAI in their professional work. I started by sending personal emails to contacts
within my network, working in industry or academia, explaining the purpose of the study and
the inclusion criteria; then, I asked them to help me recruit other participants by spreading
the invitation through their networks. Next, I verified that the inclusion criteria were met by
asking some specific questions in the demographics section of the survey.

The invitation to participate in the study was sent by email and included an explanation of
the study’s purpose. In order to meet all needs (e.g., restrictions related to tight schedules, time
zones, commitments), I gave participants the chance to choose between (a) survey (asynchronous
interaction) or (b) semi-structured interviews (synchronous interaction) mode. This allowed
me to include a broader amount of subjects and collect a higher number of answers. All
participants answered the same set of questions and had the opportunity to add any non-listed
practices or suggestions/feedback related to the closed-ended question in the open-text fields
(asynchronous mode) whereas, interviewed participants (synchronous) could “discuss their
answers out loud” and further elaborate their considerations with the interviewers. The answers
were all transcribed to be included later in the thematic analysis.

Participation was on a voluntary basis and not rewarded by any means. The survey can
be accessed at [294]. Overall, I obtained 23 answers for the survey and 11 participants

attended the interview.

16By "AI practitioners" I mean those who work in any role on a team developing products or services involving
Al
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Section 4.2 provides details about participants’ demographics and their relevant experience.
Specific details about their companies and working environment have been abstracted to preserve

anonymity.

The survey

The survey contains six main sections [294]:

1. Informed consent request. This page asks the participants to provide their informed
consent and explains the purpose of the research, the participants’ requirements, confidentiality
rules, participation on a voluntary basis, and the time needed to complete the survey.

2. Preliminary concepts knowledge. 1 clarified the semantics and interpretation of each TAI
principle for participants by providing a definition for each principle. By listing a definition, I
wanted to build a shared understanding of each principle to answer the remaining questions. In
addition, I asked the participants about their vision and previous experience with TAI.

3. Practices in preventing untrustworthiness in Al 1 inquired participants about the main
strategies they adopt to prevent TAI issues (e.g., balancing the dataset or choosing a specific
algorithm).

4. Practices in discovering untrustworthiness issues in Al 1 asked participants to share their
strategies to find possible sources of untrustworthiness (e.g., do auditing tasks, compute metrics,
learn from user feedback).

5. Practices in addressing trustworthiness issues. 1 investigated the different approaches
used to address TAI issues (e.g., dataset augmentation, instance weighting).

6. Demographics and background information. Participants were asked about gender, level
of education, country, role, years of experience, size of the organization, etc.

All the questions of the survey sections (3), (4), (5), illustrated above, as well as the options
for the answers, were inspired from and based on my previous work [4], which set current
shortcomings and common practices in literature.

The survey was anonymous and did not ask for any directly identifying information. Most
of the survey questions were closed-answer and mandatory, but there were also optional open-
text ones. Through the latter, I was able to collect further qualitative data as many of the
participants provided information on the practices they usually implement. All survey data and

raw material can be accessed in the online appendix [295].

Interview Study Protocol

Before scheduling the interviews with participants, to understand the challenges and requirements
for conducting remotely semi-structured interviews, as well as to help us refine the study protocol,
I conducted two pilot interviews. These preliminary interviews helped me define the protocol

and the setting I applied to the final, larger sample.
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All interviews were conducted via Microsoft Teams'”; after asking each participant for their
consent, I enabled Recording € Transcription Teams features. Once the interview ended, I
proof-checked the transcription in order to correct any misspellings, anonymized any Personal
Identifiable Information (PII) and finally deleted the recording.

The interview study consisted of think-aloud semi-structured interviews, each one lasting
between 45 and 90 minutes. During the live interview, I periodically asked participants to
elaborate on their responses, especially for the open ones. I also encouraged participants to
"think aloud" [296,297] and discuss the information that was being displayed and how their
understanding of the question was developing.

To give a standard structure to each interview, I used the survey as a canvas.

Data Analysis

In this step, I extracted all relevant data using quantitative and qualitative data analysis
techniques to summarize and interpret the collected data. For quantitative data, I used
descriptive statistics [298], and for qualitative data, I used thematic analysis [299].

I used an inductive thematic analysis approach [300,301] to analyze about 11.5 hours of
video recordings and their corresponding (automatically generated and manually proof-checked)
transcripts. The entire analysis was done through Atlas.ti'®. T and another researcher worked
independently and used the tool to conduct an open coding of the transcripts for each quotation.
Next, we manually reviewed each code and decided which to include/exclude annotating any
comments. Once this step was completed, we joined to compare and discuss results. The
total number of analyzed quotations was 23. The calculated Cohen’s Kappa [302] is 0.259. All
the details about the coding procedure and the generated codes are provided in the online
appendix [295].

Once finalized, the codes were shared with the entire research team and grouped into
higher-level themes concerning the practitioners’ knowledge and practices. In next Section I
discuss the findings identified from these codes and themes, together with implications for future

TAI developments.

Results and findings

I present findings from the think-aloud interviews study and the survey answers, divided into

three main sections,
o Practices in preventing untrustworthiness in Al
o Practices in discovering untrustworthiness issues

o Practices in addressing untrustworthiness issues

Thttps://www.microsoft.com/it-it/microsoft-teams
Bnttps://atlasti.com/
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Table 4.5: Reasons why participants care about TAI principles.

Disagreement Neutral Agreement

Reason N/A
(1-2) (3) (4-5) /

Doing something

about trustworthiness 4 6 23 1

in AT/ML

Avoid v1ol.at1ng 9 3 o7 9

legal requirements

Avoid reputational 4 3 91 1

damages

Implﬁove the overall 3 3 % 9

quality

Retain users/avoid 3 4 19 3

losing business

Across all three phases, I discovered different nuances of practitioners’ needs around TAI issues.
I supplement data from the closed-ended questions (quantitative results) with the thematic
analysis performed on the answers from all the open-ended questions (qualitative results). I
performed analysis on the disaggregated data with respect to subgroups such as company size,
gender, education, and number of projects deployed. To understand if the differences were
statistically significant, I conducted pairwise comparisons using Fisher’s exact test coupled with
the Benjamini-Hochberg [303] correction to obtain the adjusted p-values. Since there is no
statistical significance in any of the cases except for company size, detailed in Section 4.2, the

following graphs report the results of the analyses in aggregated form.

Preliminary concepts knowledge

All discussed tables and graphs, from now on, bring together the answers from both the
interviews (11) and the survey (23). In the survey section "2. Preliminary concepts knowledge", 1
observed that the TAI principle participants have encountered most frequently in their projects
is Privacy (20 answers), followed by Transparency (18 answers) and Security (17 answers),
while the least experienced is Fairness (13 answers). This answer should be further investigated
because perhaps sometimes practitioners may not recognize or be aware of the need to address
some issues related to these principles.

In addition, Table 4.5 shows the reasons participants agreed on concerning why they care
about TAI. The most agreed reasons were Avoid violating legal requirements and Improve the
overall quality. While, the least agreed one was Retain users/avoid losing the activity, with
eight disagreements.

Other important factors related to the reasons for caring about TAI emerged: i) "need to
solve mission-critical tasks"; ii) " [need to provide] models usable in real-world contexts', and this
demonstrated that black box models are not allowed in some specific contexts; iii) "the robustness
of the Al explanations themselves", which shows consciousness about the fact that all TAI

aspects contribute to making the model more robust; and iv) "/need to] desire to commercially
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assemble Al systems to improve society".

Finally, Fig. 4.11 shows that most of the participants address TAI principles during the
Design and Development SDLC phases. In contrast, very few participants reported that they
had addressed TAI principles during the Requirements Elicitation and, especially, Deploy

phases.

25
20

15

1
0 1 0

Security Privacy Transparency Fairness

o

M Requirements Elicitation m Design m Development Test mDeploy ™ Monitoring

Figure 4.11: TAI principles addressed by SDLC phase.

Practices in Preventing untrustworthiness in Al

In the survey section "3.Practices in preventing untrustworthiness in AI", as Fig. 4.12 shows,
the most recurrent strategy employed by the participants to ensure trustworthiness is "algorithm
that can best explain the decision". On the other hand, the least employed practice appears to
be "inject malicious data points". In analyzing the disaggregated data, I found a statistically
significant difference only in the responses related to the strategy “Algorithm that can best
explain the decision” for the company size subgroup. Indeed, for medium-sized companies,
I found more positive responses than for small and large enterprises. For medium ones, no
negative answers were given and 63% of the participants chose "Always', reflecting the wide use
of this strategy in medium-sized companies.

Some participants mentioned other strategies, such as "[conduct an/ in-depth study of the
state of the art [prior to start designing the system]" and " [use the] post-processing phase [...] to
apply human-friendly deterministic rules to check whether a result is in line with the sense of
the application domain'.

Additionally, when I asked the participants to rate the utility of various hypothetical tools
assuming their team had access to them, the participants rated as the most valuable the
tool able to "[...] generate an explanation of a model after its creation [...]'. On the other
hand, they rated as least useful the tool to "decide how much data you need for particular

subgroups/subpopulations". These results are shown in Fig. 4.13.
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Post-hoc explainability I

Algorithm that can best
explain the decision

Inject malicious data points . .

Balance across important
subgroups/subpopulations

Reduce the influence of
human biases
100% 50% 0% 50% 100%
Almost Always M Always Neutral Almost Never B Never

Figure 4.12: Strategies employed to ensure trustworthiness in AI. N/A answers have been
removed.

Generate an explanation I

explainable model

Generate possible
adversarial/malicious data

Decide the more clear and I

points

need for particular

Decide how much data you I
subgroups/subpopulations

Reduce human biases on
labeling/scoring processes
50% 0% 50% 100%

Useful M Extremely useful Neutral Not so useful HNot at all useful

Figure 4.13: Perceived usefulness of hypothetical tools to prevent TAI issues. N/A answers
have been removed.

Here too, some important insights emerged, including "tools to improve software architectures"
and "[a tool for] referencing the best architecture (dependencies, docker files, instant compute,

...) to perform the task with the lowest possible costs".

The answers to this section show practitioners are prone to use techniques and tools to prevent

trustworthiness issues, focusing mainly on ensuring Transparency (a.k.a. Explainability).



104 CHAPTER 4. AI-BASED SYSTEMS

Practices in Discovering Untrustworthiness Issues

In the survey section "4.Practices in Discovering untrustworthiness in AI", I investigated which
strategies participants mainly employed to discover TAI issues.

The data shows that the most used strategies are " Metrics/KPIs", "learn from user feedback',
and "ezamine AI/ML model’s input features' (see Fig.4.14). Examples of Metrics/KPIs related
to fairness are, just to cite a few, Demographic Parity, Accuracy, F1-Score. Whereas, user
feedback is intended as having a feedback form where the users can report misbehavior by the
algorithm [304]. What stands out is that the strategy less employed by the participants is

"generate specific adversarial/malicious samples" (4/10 negative answers).

100%
10% 10%
80% 20%
0% 50%
60% 40%
50%
40%
30%
20%
10%
0%

Auditing tasks in the  Examine model's Generate specific Metrics/KPls Learn from user
human input features adversarial/malicious feedback
labeling/scoring samples

EYes ENo EN/A

Figure 4.14: Strategies employed to discover untrustworthiness in Al.

Moreover, when asked for other (not mentioned) strategies they employ, one participant
answered "post processing studies to evaluate possible model “discriminations’. As a free thought,
another declared "apply confidence criteria such that it is possible to measure how often the
model fails to respond reliably".

What emerges in this section is that participants employ both qualitative (e.g., auditing tasks

in the human labeling/scoring process) and quantitative (e.g., metrics and KPIs) strategies.

Practices in Addressing Untrustworthiness Issues

Regarding survey section "5.Practices in Addressing Untrustworthiness in AI", participants
reported that after finding a TAI issue only in 35% of the cases (12/34) the team addressed it
directly, while 15% (5/34) of the participants stated that it was not addressed by them, but
handled by a third party. Worth noting is the fact that in 50% (17/34) of the cases participants
reported that they did not fix the issue after finding it. The reasons why participants did not

solve the issue after finding it are asked in a subsequent question (see Table 4.6).
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Table 4.6: Reasons which prevented participants from addressing/fixing Al trustworthiness
issues.

Impediment Yes No N/A
No one had idea on how to solve the issue 0 9 3
The issue solution required high human effort, 5 5 9
which we could not afford

The issue solution was too expensive 4 5 3
(financially) to address

The issue solution required too much time to 7 3 9

be implemented

The issue solution was likely to decrease the

performance of the system 6 3 3
(e.g., decreasing accuracy)

There was not a tool which automated the

fixing process

When participants addressed any issues found, they declared the most implemented strategies
were "improving the quality of the dataset (e.g., removing spurious samples, paradozical values)"
(8 answers) and "augmenting the dataset (e.g., with artificial, manually generated data points)"
(6 answers). On the other hand, the less implemented strategy was "searching for a tool which

automates a specific trustworthiness issue-fixing process" (1 answer).

One interviewee also mentioned that they usually approach explainability by "using [only/

white box models". More details can be found in Figure A2 in the online appendix [295].

Regarding the reasons why participants did not solve a TAI issue after finding it, Table
4.6 shows the most frequent reasons are "the issue solution required too much time to be
implemented" (58.3%) and "the issue solution was likely to decrease the performance of the
system (e.g., decreasing accuracy)' (50%). On the other hand, none of the participants answered:
"no one had an idea on how to solve the issue'; this is a positive result since demonstrates
practitioners are conscious of untrustworthiness problems and can formulate hypotheses on how
to address them. During the interviews, one participant also mentioned "data availability" as an

impediment.

Finally, when I again asked the participants to rate the utility of various hypothetical tools
— assuming their team had access to them — the participants rated as the most valuable a tool
able to "[...] help [...] monitoring the AI model after its release to the public', followed by "best
practices that can actively quide your team through the model’s SDLC", "tools to help the team
in the data pre-processing steps (e.qg., decide whether one needs to add/remove data points from
your training set, and what kind of data you need to add/remove)", and "a knowledge book in
which are mapped trustworthiness problems and [...] solutions". On the other hand, they rated
as least useful tools "/...] to help your team doing an ex-post TAI audit" and tools able to [...]
help your team deciding which AI model best respects the TAI principles [...]. These results are
graphically shown in Fig. 4.15.
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Tools for monitoring the model -

Tools for ex-post TAl audit

Tools to decide which Al model best
respects the TAI principles

Tools for the data pre-processing
steps

Best practices

A knowledge book

50% 0% 50% 100%

Useful B Extremely useful Neutral Not so useful M Not at all useful

Figure 4.15: Perceived usefulness of hypothetical tools to address TAI issues. N/A answers have
been removed.

Demographics and background information

In terms of demographics of the sample, the study participants’ gender is represented by
68% male, 21% female, 3% non-binary or gender diverse, and 9% preferred not to respond.
Concerning academic qualifications, 56% of the participants have a master’s degree, 41% have
earned a Ph.D., and 3% have completed their bachelor’s studies in computer science-related
fields. The notable prevalence of advanced education within the respondent pool aligns with
the expectations, reflecting the elevated cognitive expertise required by the complexities of this
particular field.

The vast majority of the participants are employed in medium-large companies, specifically,
32.3% (11/34) work for companies with less than 50 employees (small), 23.5%, (8/34) for
companies between 50 and 500 employees (medium), while 44.1%, (15/34) are employed in large
companies with more than 500 employees.

Participants have on average five years of experience in their role and two years of experience
in the AT field.

Regarding the technology area that best describes with which Al products/services the
participants work, the four most prevalent are " Decision support" (15 answers), " Natural Language
Processing" (13 answers), "Computer Vision / Image Analysis" (12 answers), and " Recommender
Systems" (9 answers).

Finally, regarding the number of Al-enabled projects developed and deployed into a produc-
tion environment, I observed that most of the participants (19/34, 56%) declared that just a
small percentage of the developed projects — from 1 to 30% — are deployed in a production

environment, while only 3% of the participants declared that most of the projects — from 90 to
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100% — are deployed into a production environment. This reveals the fact that most of these
types of projects are still in an experimental stage.
Due to space constraints, I have not included tabular representation of demographics in the

paper which are, however, all available in the online appendix [295]'7.

Summary of key findings

Here I summarize some key findings from this study.

F1. The study reveals that participants care a lot about Privacy and Transparency.
Indeed, among the most used strategies to ensure trustworthiness are "post-hoc explainability"
and "algorithm that can best explain the decision" (Fig. 4.12). In addition, tools that "generate
an explanation" and that help in deciding "the more clear and explainable model" are among the
tools perceived as most useful (Fig. 4.13).

F2. Acting on the dataset is one of the most used strategies to solve the found TAI
issues. Indeed the most implemented strategies are "improving the quality of the dataset (e.qg.,
removing spurious samples, paradozical values)' and "augmenting the dataset (e.qg., with artificial,
manually generated data points)".

F3. Business constraints — like the time required to implement the solution or the
unacceptable performance drop — often represent impediments to implementing trustworthy
AT applications (see Table 4.6).

F4. Analyzing the tools practitioners lack the most in addressing TAI issues, a need for
tools for after-deploy monitoring and best practices and TAI knowledge books that can
actively guide a team through the SDLC emerges (Fig. 4.15).

F5. Many TAI projects are developed but not deployed in a production environment, which

reveals that in some cases practitioners are still experimenting with this field.

Discussion

RQ1. What vision/opinion do practitioners have about untrustworthiness problems
and how often do they address them?

The findings reveal that the most addressed principle is Privacy, probably because it is
contained in various regulations that exist and must necessarily be complied with (e.g., in
Europe the GDPR [305]). Transparency is also often taken into consideration, probably
because there are domains where it is a fundamental and unavoidable feature required by the
law, such as in Healthcare and Financial Services. On the other hand, the one less addressed is
Fairness, perhaps because there are still no clear and shared regulations for this dimension of
trustworthiness and everything is left to the initiative and ethical values of those implementing

these systems. As a result, even large and well-established companies in the industry are often

19 Appendix Table A4 (interviewees’ self-reported technology areas and team roles); Table A5 (participants
count grouped by company size); Table A6 (participants count grouped by years of experience in their current
role and in developing Al-enabled systems)
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caught up in scandals that damage their reputation and show how even the most popular and
widely used algorithms suffer from unfairness?’.

It is notable that when I asked practitioners why their team cares about trustworthiness in
Al the motivation "retain users/avoid losing business" found most disagreement among them.
This may reveal that they believe that TAT issues do not lead to losing users and/or business.
Moreover, during interviews, it emerged that addressing TAI is, in some cases, even mandatory
and not an option.

Finally, this study suggests that TAI is mainly addressed in the early stages of the SDLC.
While this is good — since the earlier certain decisions are made, the more effective they are in
the design of the final model — this also reveals that practitioners are most likely not aware of
tools and best practices to be used in the final stages of the lifecycle. In fact, Deploy is one of
the least addressed phases. Indeed, one interviewee also mentioned the need for guidelines on
the best cloud provider compliant with TAI practices. These elements allow us to infer that
the choice of deployment infrastructure is often left to chance or, in the best case, to routines
and/or trust in a specific cloud provider.

RQ2. What do practitioners do to address untrustworthiness problems?

Based on the answers, it is clear that when practitioners want to solve TAI issues they
mainly act on the dataset, as the most implemented strategies are related to "improving the
quality of the dataset" and "augmenting it with artificial data points". As shown by Fig. 4.11
and Fig. 4.14, TAI is mainly addressed in Design (e.g., examining model’s input features)
and Development phase, without disregarding the Monitoring one (e.g., learning from user
feedback). Answers to question 222! sustain this trend and highlight that practitioners also
give little consideration to the possibility of searching for tools that automate their manual
activities, perhaps because they feel safer with manual analyses or because they are not familiar
with automatic tools. Finally, answers to question 24?2 demonstrate that business constraints
(e.g., time, money) often hinder the resolution of TAI issues: if solving a problem takes too long
or may cause a slight performance degradation, practitioners tend to not address it.

RQ3. What do practitioners desire to better address untrustworthiness prob-
lems?

What emerged from the data is that the tools most in demand are those that can generate an
explanation of the model after its training. However, literature provides several mature models
to explain both traditional ML algorithms — see SHAP [306] and LIME [307] — and neural
networks — such as [308]. Perhaps these answers could be due either to the unsuitability of such
tools for specific issues to be solved or to scarce knowledge about explainability tools landscape,
which would also explain the fact that post-hoc explainability strategies are infrequently used

(see Fig. 4.12). On the contrary, the tools deemed less useful are the ones that help decide

20nttps://www.bloomberg.com/graphics/2023-generative-ai-bias/

21Q22: Which of the following strategies has your team evaluated, and which strategies were actually
implemented?

22(324: What prevented your team from addressing/fixing these Al trustworthiness issues?


https://www.bloomberg.com/graphics/2023-generative-ai-bias/
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how much data they need for particular subgroups/subpopulations, probably because there are
other factors — not related to TAI requirements — that constrain practitioners while collecting
and/or pre-processing the data. For instance, sometimes, collecting more data about a specific

sub-group could be simply infeasible or very difficult.

Furthermore, it is evident that practitioners feel the need for tools to monitor the model after
it has been released to the public, they especially express a need for guidelines and a knowledge
base to help them in implementing TAI throughout the SDLC. Moreover, practitioners believe
a single tool to perform post-hoc analyses to be of little use, probably because they feel that it

is too late to worry about TAI once the system has been released on the market to end users.

Practical implications and recommendations

Based on the previous discussion, I summarize some key practical implications and recommen-

dations for the AI industry and the Al research community.

P1. Practitioners should take TAI principles into account throughout the entire SDLC and
not just in the early stages, such as the Design phase, as shown by Fig. 4.11 and answers to
question 18%. Even if valuable mitigation measures can be put in place early in SDLC, there is
a huge amount of mitigations that can only be implemented in the latter stages of the SDLC.

For instance, using a tool that helps to choose the best cloud provider to be TAl-compliant.

P2. This study reveals that, on numerous occasions, even when TAI issues are identified,
they are not addressed by practitioners — either directly or by third parties — due to business
constraints such as limited time, financial constraints, or declining performance. Nevertheless,
the oversight of these issues may result in significant economic and reputational consequences,
incurring substantial costs for companies. Hence, it is imperative for the industry to commit
to addressing TAI issues detected at various stages of the SDLC. In addition, such actions are

crucial for compliance with emerging regulations, such as the AT Act [309].

P3. As a general remark, there is a pressing need for guidelines, knowledge bases, and
tools that can help practitioners implement TAI principles throughout the entire SDLC. They
need guidance and practical advice on which tools to use at each stage of SDLC and to address
which principles. Often, as pointed out in my study, although these tools exist, practitioners may
not be aware of them. Moreover, as pointed out in my previous work [4], there is a significant
gap that should be filled between high-level Al ethics principles and low-level concrete practices
for practitioners. For this reason, as a research community, we should rethink how to design
these guidelines and best practices, so that they are readily available and usable by professionals
and provide actionable guidelines that can be put into practice while implementing trustworthy

AT applications.

23(Q18: Please indicate if you use one of the following strategies to discover trustworthiness issues.
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4.3 POLARIS Framework

In response to the challenges and issues highlighted by the previous research’s results, with
the intent to fill the gap between theory and practice and to address stakeholder needs and
shortcomings, I have developed a framework: POLARIS [6].

Indeed, POLARIS has been designed to provide actionable guidelines and tools in order to
support stakeholders in addressing TAI principles throughout the entire Software Development
Life Cycle (SDLC). POLARIS provides a significant amount of information, organized and linked
into a comprehensive knowledge base that is designed to be expandable, with the possibility to
easily add new knowledge.

In the next sections, I explain how I built the POLARIS knowledge base and how to navigate
it.

4.3.1 Defining POLARIS Knowledge Base

In this section, I describe how I assembled the POLARIS Knowledge Base and the selection
process used to choose the different knowledge sources representing the foundation of POLARIS.

[ started from the frameworks analyzed in [4], I complemented the analysis with the results
obtained from the survey, and then I identified among the existing knowledge sources (i.e.

frameworks) those that met both of the following criteria:

1. Have actionable guidelines (and not only a simple high-level principles list)
2. Address all SDLC phases.

Regarding the last criterion, since SDLC phases do not always map with the activities
required to develop an Al-enabled system, I have integrated each SDLC phase with Al-enabled
activities established by Zhengxin et al. [292]. Table 4.4 shows how each SDLC phase has been
integrated with Al-enabled system development activities.

After this first selection phase, I identified only three knowledge sources that meet both
criteria (1) and (2). Then, I mapped each identified knowledge source to the corresponding TAI
principle. For Explainability I selected Jin et al. - EUCA: the Explainable Al Framework [310],
for Fairness I chose Amsterdam Intelligence - The Fairness Handbook [311]. For both Privacy
and Security, I selected ENISA - Securing Machine Learning Algorithms [312].

Then, I refined this first selection by adding more knowledge sources that could complement
the information provided by the primary ones initially selected. We started by selecting the

frameworks that met at least one of the following criteria:

1. Have actionable guidelines (and not only a simple high-level principles list)

2. Address all SDLC phases.
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Table 4.7: The identified best knowledge source for each TAI principle.

TAI Principle Knowledge Source
Jin et al. - EUCA: the Explainable Al Framework [310]
Explainability ~ Tensorflow - Responsible Al in your ML workflow [313]
CSIRO - Responsible AI Pattern Catalogue [314]
Fairness Amsterdam Intelligence - The Fairness Handbook [311]
ENISA - Securing Machine Learning Algorithms [312]
ICO - Guidance on AI and data protection [315]
Security Tensorflow - Responsible Al in your ML workflow [313]
Microsoft - Threat Modeling AI/ML Systems and Dependencies [316]
CSIRO - Responsible AI Pattern Catalogue [314]
ENISA - Securing Machine Learning Algorithms [312]
ICO - Guidance on AI and data protection [315]
Privacy Tensorflow - Responsible Al in your ML workflow [313]
Microsoft - Threat Modeling AI/ML Systems and Dependencies [316]
CSIRO - Responsible AI Pattern Catalogue [314]

We retrieved 10 additional knowledge sources that met at least one of the previous criteria.
The table with all the 10 knowledge sources identified can be found in the online appendix [10].
Then, I performed a comparative analysis between each primary knowledge source already
selected ( [310], [311], [312]) and the new ones retrieved in this second iteration.

The results of the comparative analysis brought us to select four additional knowledge
sources that could complement and expand the information provided by the first ones selected.

The additional frameworks selected were ICO’s "Guidance on Al and data protection" [315],
Tensorflow’s " Responsible Al in your ML workflow" [313], the guidelines in Microsoft’s " Threat
Modeling AI/ML Systems and Dependencies" [316] and CSIRO’s "Responsible Al Pattern
Catalogue' [314]. Therefore, I used these additional knowledge sources to further extend the
information provided by the primary ones. We ended up selecting 7 knowledge sources.
Table 4.7 shows the mapping between each TAI principle and the corresponding knowledge

sources covering that principle.

4.3.2 Navigating POLARIS Knowledge Base

Having defined the POLARIS knowledge base, in this section I focus on how to navigate it. The
goal of the proposed framework is to support stakeholders throughout the SDLC by suggesting
concrete implementation strategies able to support and guide them in the development of TAI
applications.

When applying the framework, the users will ultimately receive an Action to implement, that
is, an actionable guideline that a stakeholder should consider and, if possible, implement while
developing the Al-enabled software system to ensure compliance with the four TAI principles.
The user can also choose to filter and apply only a subset of the suggested guidelines.

As of now, the first version of POLARIS has been structured as a filterable Excel array of

sheets. There are four main knowledge components, one per each principle: (i) Privacy; (ii)
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Security; (iii) Fairness and (iv) Ezplainability.

In proposing the structure of each Excel sheet, T was inspired by the ENISA framework [312]
and then customized it according to my needs.

The two sheets that contain the knowledge for "Privacy" and "Security' are composed of

the following six columns (Fig. 4.16 shows an excerpt of the security component).

Figure 4.16: Excerpt of the Security component navigation of the POLARIS framework. The
whole content can be found in the online appendix [10].

Vulnerability
SDLC Phase =~ Threat = Sub-Threat ?| Description (consequence) Action
(Technical) Ensure reliable sources are used:
ML is a field in which the use of open-source elements is widespread
(e.qg., data for training, including labeled ones, models). The trust level of
the different sources used should be assessed to prevent using
An attack in which the attacker corrupts the labels of compromise ones. For example: the project wants to use labeled images
Label training data Use of unreliable from a public library. Are the contributors sufficiently trusted to have
Design ~  Poisoning modification This sub-threat is specific to Supervised Learning. sources to label data  confidence in the contained images or the quality of their labelling?
(Techincal) Control all data used by the ML model
Data must be checked to ensure they will suit the model and limit the
ingestion of malicious data:
ML algorithms usually consider input data in a defined - Evaluate the trust level of the sources to check it's appropriate in the
format to make their predictions. Thus, a denial of service context of the application
Denial of service |could be caused by input data whose formatis - Protect their integrity along the whole data supply chain
Failure or due to inappropriate. It may also happen that a malicious user of - Their format and consistence are verified
malfunction  inconsistent the model constructs an input data (a sponge example) - Their content is checked for anomalies, automatically or manually (e.g.
of ML data or a sponge |specifically designed to increase the computation time of  Use of uncontrolled  selective human control)
Development ~  application  example the model and thus potentially cause a denial of service. data - In the case of labeled data, the issuer of the label is trusted

(1) SDLC Phase. The SDLC phase that the Action column applies to.

(2) Threat. Contains the list of threats, i.e. possible attacks that can be conducted against
an Al-enabled system. Examples are Evasion and Poisoning attacks.

(3) Sub-Threat. In some specific cases, a threat can have a specific declination in a sub-
characteristic. For example, the Poisoning attack can be declined in Targeted Data Poisoning
and Indiscriminate Data Poisoning.

(4) Description. A textual description of the (Sub)Threat, which helps the stakeholder
obtain coarse-grained details about the threat and understand the attacker’s objective.

(5) Vulnerability (consequence). This is the immediate consequence of having a model
vulnerable to a specific threat.

(6) Action. The corresponding action, or decision, that should be adopted to address a
specific threat, based on the SDLC phase and threat selected, keeping in mind the vulnerability.

For example, a developer in the Design SDLC phase who is trying to address the vulnerabil-
ities associated with Poisoning threat, may consult POLARIS and access the Security Excel
sheet, select the Poisoning threat — and corresponding sub-threat, i.e. Label modification —,
and obtain a description of the vulnerability associated to the (sub)threat and the action to
take in order to mitigate the vulnerability, i.e. ensure that reliable sources are used (Fig. 4.16).

The sheet that contains the knowledge for "Fairness' is composed of 5 columns, all of the
above, except for Vulnerability (consequence) column which has been removed as the concept of
vulnerability in the context of fairness does not apply.

The sheet containing the knowledge for "Explainability" has a different set of columns (see
Fig. 4.17), because there are no real threats associated with the lack of explainability. However,
having a system that is not explainable, will lead users to use it with some reluctance because

of its opacity in making decisions, as it is not possible to derive any clear logical relationship
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between the internal configuration and their external behaviour, except for a few specific cases
(e.g. decision trees) [317].

For Explainability, the columns are the following:

Figure 4.17: Excerpt of the Explainability component navigation of the POLARIS framework.
The whole content can be found in the online appendix [10].

Data Local/Global ‘
SDLC Phase = type = Explanation = Explanation Goal = Action
Elicit also explainability requirements; examples are:
- Unexpected Prediction: Disagreement with Al: declare the required behaviour in
case the Al prediction is unexpected, and/or users disagree with Al's prediction
- Expected prediction: declare the required behaviour in case Al's prediction aligns
with users' expectations
- Differentiate similar instances: due to the consequences of wrong decisions,
users sometimes need to discern similar instances or outcomes. For example, a
doctor differentiates whether the diagnosis is a benign or malignant tumor
- Learn from Al: users need to gain knowledge, improve their problem-solving
skills, and discover new knowledge
- Improve the predicted outcome: users seek causal factors to control and improve
the predicted outcome
- Communicate with stakeholders: many critical decision-making processes involve
multiple stakeholders, and users need to discuss the decision with them
Start considering - Generate reports: users need to utilize the explanations to perform particular
Explainability from Req. |tasks such as report production. For example, a radiologist generates a medical
RE v General Both Elicitation report on a patient’s X-ray image
Have a clear idea about
the desired explanation  |Consider the design of the explanation design: how the final Ul should be
Design v General Both form composed and how to present the information

(1) SDLC Phase. The SDLC phase the Action column relates to.

(2) Data Type. The type of data used by the AT algorithm for which the action/guideline
applies. Examples are Tabular data or Image. When the action applies to all algorithms,
regardless of the type of data, the tag General is used.

(3) Local/Global Explanation. This column describes the type of explanation that can
be obtained by implementing the action. At the moment, the possible values are Global and
Local [318].

(4) Explanation Goal. This is the goal that can be achieved if the action/guideline gets
implemented. Examples are: to validate the algorithm outcome and to reveal bias.

(5) Action. The corresponding action, or decision, that should be taken to reach the
selected explanation goal. We point out that for each <data, explanation type> pair there is at
least a corresponding row in the framework.

For example, a user who is in the Requirement Elicitation SDLC phase and needs to enquire
on all the possible explanation approaches to explain the output of an algorithm, could access
the Explainability Excel sheet and select the General data type and retrieve a set of actions
that pertain explainability requirements i.e. elicit explainability requirements (Fig. 4.17).

When navigating POLARIS, each stakeholder can use different filters and subfilters, based
on specific needs, as for instance: Knowledge Component (i.e. TAI principle) to address, Threat
(or Sub-Threat), Vulnerability, SDLC Phase, Data type, and Local/Global Explanation.

One of the most significant filters is SDLC' phase, which makes POLARIS flexible and allows
stakeholders to use it either on ongoing/closed projects — where it is possible to address, for
example, only the deployment or monitoring phase — or at the early stage of a project, since in

the latter case it can cover all SDLC phases.
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4.3.3 Application to real contexts

With the aim of validating POLARIS framework and investigating key points for improvement,
I have applied the framework in an industrial project and collected feedback from practitioners
through a think-aloud session as they applied the framework during the development of an
Al-enabled application. The following sections give more details about the industrial case, the
improvements made after having collected feedback and the lessons learnt from applying the

framework to a first industrial real case.

Industrial Case setting

I applied POLARIS during the development of a real-world software application on behalf of a
SME. In accordance with the guidelines provided by Runeson and Host [319], the research
question (RQ) I aimed to address questioned: Is POLARIS helpful in supporting different
stakeholders dealing with Trustworthy Al challenges in all the SDLC phases? With this RQ
in mind, I focused on how and to what extent POLARIS helps stakeholders. Furthermore, I
take the feedback received to improve the framework itself. During the development of the
application, developers used POLARIS and were, at the same time, involved in think-aloud
sessions to collect feedback.

The case selection involved an Al-enabled software application developed by an IT SME
that mainly provides services in various domains such as cybersecurity, Al, and Software
Engineering. The IT team of the company is composed of 7 seniors, 3 mid-experienced, and 15
juniors.

The application was commissioned to the company by a public entity that was particularly
committed to Al ethics and trustworthiness issues. The software application had to perform
image recognition and object detection tasks. Moreover, since the application is used in a very
sensitive and critical domain, the system could not make autonomous decisions but had to only
provide suggestions to the human operator — functioning as a decision support system. One of
the requirements was that each suggestion must be supported by a graphical, self-explainable and
human-readable description. This application required dealing with computer vision, specifically
image analysis, so includes methods for acquiring, processing, analyzing, and understanding
digital images [320].

The IT teams chose to use a deep-learning model to perform these tasks. This meant
that several images were necessary to conduct a proper training phase and achieve high-level
performances. Since training data was not available, except for only a few samples, the developers
artificially created a dataset starting from the images available in four open-source datasets.

Due to the sensitivity of the domain, the entire system was deployed on an on-premise
infrastructure.

While designing and developing the application, developers applied the POLARIS framework
components during all phases of the SDLC.
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The data collection (3) was conducted by means of the concurrent thinking-aloud method
[321,322]: I first explained to a software development team how POLARIS was structured and
should be integrated into their work; then, I participated in their daily routines (on days agreed
upon with them) and asked them to think aloud as they used POLARIS during all moments
of the SDLC. The team was composed of 1 Business Analyst (BA) — who tested POLARIS
Fairness and Explainability components during the entire Requirement Elicitation phase — 1
Senior Software and Data Engineer (SDE) — who tested Fairness and Explainability during
the Design and Development phases — 1 Junior Developer (DEV) — who tested Fairness and
Explainability during the entire Development phase — 1 Cybersecurity Specialist & DevOps
(CS) — who tested Privacy and Security during the entire SDLC — Quality Assurance Engineer
(QA) — who tested Fairness and Explainability during the entire Test phase — and 1 IT
engineer (IT) — who tested Fairness and Explainability during the Deploy and Monitoring
phases. During sessions, I took notes. In particular, the researcher reminded participants to
think aloud and solicited comments through questions to motivate feedback.

The data analysis (4) was conducted by means of qualitative methods. Once the software
system was delivered to the final customer, I analyzed all the collected feedback notes to conclude
to what extent POLARIS supports managing TAI principles and establish areas of improvement.
The main outcomes of the study along with the improvements applied to the framework, are
reported in Section 4.3.4.

As recommended by Creswell [323], to ensure the validity of the findings, I followed
the member check strategy and asked all team members involved in the study to validate my

findings and provide feedback on the sessions.

4.3.4 POLARIS evolution

Once the study was completed, I used the results collected from the feedback sessions to
implement a set of changes intended to improve POLARIS.

In this section, I outline the most important findings that have led to changes made to
POLARIS and explain the rationale behind each one. The complete list of changes can be found
in the online appendix [10].

Adding filtering capabilities. The initial POLARIS version did not have any filtering
options. It was a single Excel file, thus the users must vertically scroll the entire sheet to find
the relevant information for a specific component or (sub-)threat. Moreover, there was a column
for each SDLC phase.

However, all team members reported that POLARIS was very cumbersome and difficult
to use with these settings. So, the first improvements were related to usability: I created a
single file for each TAI principle and inserted a dropdown list allowing to to choose the SDLC
phase of interest. Other filtering options have also been applied. For space reasons, I have not
detailed them.
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Revise the mapping between SDLC phase and guidelines. SDE, DEV, CS, QA and
IT reported that it was necessary to review the SDLC phase with which some guidelines were
mapped. In particular, there were guidelines (e.g., "Implement processes to maintain security
levels of ML components over time" and "Include ML applications into detection and response
to security incident processes") that were too abstract to be mapped to practical SDLC phases

(e.g., Development and Test).

Conversely, some guidelines were mapped only with the later phases of the SDLC, while
my testers highlighted the need for help early on in the process. For example, the guideline
"Define and monitor indicators for proper functioning of the model", according to ENISA, was
mapped only with Monitoring phase; I also added the Design phase because it is important to
start defining the Key Performance Indicators (KPIs) even before starting the development of
the model itself: once the model is developed, missing metrics can be discovered but modifying

the code may now cost too much time and/or money.

Remove TAI patterns. Initially, I included all TAI patterns provided in Data61-CSIRO’s
"Responsible Al Pattern Catalogue' [314] in POLARIS, because I assumed every pattern could
help developers to incorporate TAI in the development phase. Feedback from SDE, DEV, and
CS, when applying these patterns, pointed out that some patterns were not really applicable:
for example, the pattern "TAI user story" gets implemented simply by using POLARIS itself. I
revised and removed the patterns that were not considered relevant or useful.

Remove governance-oriented guidelines. All team members pointed out that there
were guidelines that cannot really be implemented through the SDLC phases, but require an
organizational posture change, with new aspects to be considered in their internal policies.
This happened, for example, for the guideline "Integrate ML specificities to awareness strategy
and ensure all ML stakeholders are receiving it". So, I decided to remove such guidelines from
POLARIS because the framework is not meant to provide suggestions at the organization’s
policy level.

Remove equivalents guidelines. Since I included guidelines from different knowledge
sources, I initially missed the fact that diverse guidelines may address the same (sub-)threat
and provide the same mitigation but with different words. After SDE, DEV, CS, QA, and IT
reported this situation, I investigated and removed these redundancies. For example, Microsoft’s

guideline "Input validation, both sanitization and integrity checking' was deleted because almost
identical to the ENISA’s "Control all data used by the ML model".

Highlight the fact that some guidelines provide different alternative mitigations
for the same threat. Especially in the Development and Test phases of the SDLC, there are
a lot of alternative tools to automatically address a specific threat. SDE, DEV, IT, and QA
pointed out that a less familiar stakeholder may miss this nuance and implement all suggestions,
discovering only in the end that all of them led to the same result. So, I decided to make clearer
the cases where the user can simply choose one alternative instead of applying the entire array

of mitigations.



4.3. POLARIS FRAMEWORK 117

Contextualize abstract guidelines. Analyzing the different knowledge sources, SDE and
CS found that some guidelines sound too abstract to be brought back to something concretely
implementable. I reviewed these cases, analyzing the literature to find the best actionable
mitigations, and integrated them into POLARIS. For example, this process was conducted for
the ENISA’s guideline "Choose and define a more resilient model design": here I added more
specific and concrete examples by integrating the knowledge provided in [324].

Merge similar guidelines. In the Security component — where I included the guidelines
proposed by both Microsoft [316] and ENISA [312] — CS found that most of the guidelines
proposed by Microsoft addressed the same threat already addressed by ENISA; in some cases,
Microsoft proposed one or few additional actions compared to ENISA (or vice-versa). To address
this issue, I decided to take the ENISA’s guideline — because was the most comprehensive —
and merge into it the missing details from Microsoft’s guideline. For example, this happened
for the "Lack of training based on adversarial attacks" vulnerability, linked to Fvasion threat.

Add missing tools. While using the framework, DEV, CS, QA, and IT reported to us
that they found some guidelines that were mainly descriptive and did not provide any tools
useful for implementing those guidelines. Since in many cases, they knew there was a tool
to support mitigation strategies, I added all the tools they suggested. For example, I added
ENISA’s online tool for the security of personal data processing?* for conducting DPIA and
support the guideline "ICO 1.1 - Conduct a data protection impact assessment (DPIA)".

Remove poorly documented concepts. BA and SDE pointed out that some guidelines
were too abstract to be implemented. After analyzing the above guidelines and finding that
the current literature did not provide enough information to make the guideline actionable,
I decided to remove this category of guidelines. For example, in the Fairness component, I
removed the "construct validity" concept because it is poorly documented and rarely mentioned
in the current literature; additionally, there are no specific indications of what mitigations exist

and how they can actually have a practical impact through the SDLC.

Lessons learnt

In addition to the improvements discussed in Section 4.3.4, thanks to the case study, I identified
additional insights that may be useful to further improve POLARIS framework and its usability.
In this section, I describe some lessons learnt from the analysis of the case study data.

User Experience (UX). From the testing of POLARIS what clearly emerged is that an
Excel sheet provides a suboptimal user experience, and the resulting complexity of use can lead
to new users abandoning POLARIS. For this reason, then I planned to provide a better Ul to
make POLARIS consultation easier and faster.

To achieve this, I evaluated various types of Ul: a questionnaire-like web page, a Single Page
Application (SPA) — like the VIS-Prise tool proposed in [229] —, or a book-like web page —

24https://www.enisa.europa.eu/risk-level-tool/risk
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like the PAI’s Guidance for Safe Foundation Model Deployment?®. All the details are described
in the next chapter.

Lack of concrete guidelines for the Monitoring phase. While observing the I'T user
utilizing POLARIS, I noticed that the monitoring SDLC phase is the one with the least concrete
guidelines, probably due to the fact that the advent of the cloud has, in some way, delegated the
monitoring burden to third parties. Anyway, since the IT user had the necessity to deploy an
Al-enabled system on an on-premise infrastructure, he pointed us to this lack of the framework.
For this reason, I plan to conduct further research in the current literature to collect as many
concrete monitoring guidelines as possible; this way, POLARIS would become more effective in
the monitoring phase.

Lack of specific tools and guidelines for LLM. Most of the knowledge sources that
compose POLARIS were published before the recent great improvements in Large Language
Models (LLMs). As a consequence, POLARIS now lacks guidelines and tools specific to LLMs.
As all team members pointed out, LLMs are becoming increasingly used in Al-enabled systems
and they plan to use them in in the next version of the application on which I tested POLARIS.
For this reason, I plan to research, integrate and experiment with both guidelines and automatic
tools to specifically address trustworthiness in LLMs.

Monitor literature advancements. POLARIS for its nature is a live framework that
needs to be regularly updated as the literature in the Al-enabled systems field is constantly
evolving. We continuously monitor new grey- and white-literature sources. This way, I can
timely discover new knowledge sources (both guidelines and tools) that can be integrated into
POLARIS and keep it updated. For example, I am evaluating the new MITRE Atlas mitigations
collection?S.

Make the framework open source. The reflections on the previous point lead us to
the idea that POLARIS framework should be published on an open-source repository, freely
accessible under the CC-BY 4.0 license, so that anyone interested in the project can integrate
new knowledge or refine the existing one. This way, I could exploit the wisdom of the crowd
to further enhance POLARIS. For this reason, I published POLARIS in a public GitHub
repository [325].

4.3.5 Empirical Study

The last part of my research was the validation of the proposed POLARIS framework, which is
also described in a paper currently submitted. To this aim, I first realized a new version of the
UI and then conducted focus groups with the employees of 2 companies. During these focus
groups, the participants had the opportunity to be instructed on the TAI theme and on the
POLARIS knowledge base, as well as to use POLARIS to solve some proposed tasks.

25https://partnershiponai.org/modeldeployment/
26https://atlas.mitre.org/mitigations
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At the end, they were asked to fill out the Unified Theory of Acceptance and Use of
Technology (UTAUT) questionnaire, in order to measure their perceived System Acceptance

and Perceived Trust in the System.

Elicitation study and first Ul draft

To start validating POLARIS with final users, I needed to realize a web application with all
the information initially provided as an Excel file. I aimed to realize this web application so
that it could reflect the users’ requests. An elicitation study was carried out to design a web
application that users may use effectively. To that purpose, a five-step methodology was followed
in accordance with the instructions of [326] to collect the requirements.

Particitpants

For this study, I recruited practitioners working on Al products and services as well as front-end
web developers through a combination of purposive and snowball sampling [293]. The target
participants for the survey were (a) Al practitioners involved in the development of Al-based
systems, preferably with some basic knowledge of TAI principles and/or who had previously
addressed TAI in their professional work, and (b) front-end web developers with knowledge
about Ul and UX concepts. In this study, I involved employees from 2 private companies that
had for sure the required technical skills.

Overall, I interviewed 5 web developers, 1 UI/UX Designer and 1 Data Scientist.

Procedure

We conducted a series of semi-structured interviews (synchronous interaction). All participants
answered the same set of questions and had the opportunity to add any non-listed suggestion-
s/feedback related to the closed-ended question in the open-text fields (asynchronous mode),
as well as "discuss their answers out loud" and further elaborate their considerations with
the interviewers. All sessions were held in an office environment familiar to the participants.
To be included later in the thematic analysis, the answers were all transcribed via Microsoft
Teams?; after asking each participant for their consent, we we shared the screen and then
enabled Recording & Transcription Teams features. Once the interview ended, we proof-checked
the transcription in order to correct any misspellings, anonymized any Personal Identifiable
Information (PII) and finally deleted the recording. Participation was on a voluntary basis
and not rewarded by any means. The interview canvas contains six main sections and can be
accessed at [327]:

1. Preliminary concepts knowledge. 1 clarified the semantics and interpretation of each TAI
principle for participants by providing a definition for each principle. By listing a definition, I
wanted to build a shared understanding of each principle to answer the remaining questions. In
addition, I asked the participants about their vision and previous experience with TAI

2. How to. 1 asked their opinion about the presence of a section in which I explained how to

use POLARIS UL

2Thttps://www.microsoft.com/it-it/microsoft-teams
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3. Home. 1 asked their opinion about what to insert on the homepage.

4. POLARIS Consultation. 1 asked their opinion about what to insert on the homepage.

5. Support & Collaboration. 1 asked their opinion about how useful they consider a section
where they can cooperate with other practitioners (e.g. a forum).

6. Updates & News. 1 asked their opinion about how useful they consider the possibility of
receiving updates on POLARIS evolution.

7. UX & What to avoid. 1 asked for suggestions about common UI/UX mistakes they would
like to highlight.

8. Accessibility & Fase of use. 1 asked for suggestions about common accessibility mistakes
they would like to highlight.

9. Access Devices. 1 asked about the kind of access device they plan to use (e.g. mobile
device or notebook).

10. Demographics and background information. Participants were asked about gender, level
of education, country, role, years of experience, size of the organization, etc.

The survey was anonymous and did not ask for any directly identifying information. Most
of the survey questions were closed-answer and mandatory, but there were also optional open-
text ones. Through the latter, I was able to collect further qualitative data as many of the
participants provided information on the practices they usually implement. All survey data and
raw material can be accessed in the online appendix [328].

Before scheduling the interviews with participants, to understand the challenges and requirements
for conducting remotely semi-structured interviews, as well as to help us refine this study protocol,
I conducted two pilot interviews. These preliminary interviews helped us define the protocol
and the setting I applied to the final, larger sample. All interviews were conducted in person.
In the end, the official interview study consisted of think-aloud semi-structured interviews, each
one lasting a minimum of 20 minutes and a maximum of 40 minutes. During the live interview,
I periodically asked participants to elaborate on their responses, especially for the open ones. I
also encouraged participants to "think aloud" [296,297] and discuss the information that was
being displayed and how their understanding of the question was developing.

Materials

In this step, I extracted all relevant data using quantitative and qualitative data analysis
techniques to summarize and interpret the collected data. For quantitative data, I used
descriptive statistics [298], and for qualitative data, I used thematic analysis [299]. We used
an inductive thematic analysis approach [300,301] to analyze all the gathered data. The
entire analysis was done through Atlas.ti?®. Two researchers worked independently and used
the tool to conduct an open coding of the transcripts for each quotation. Next, they manually
reviewed each code and decided which to include/exclude annotating any comments. Once this
step was completed, they joined to compare and discuss results. The total number of analyzed

quotations was 55. All the details about the coding procedure and the generated codes are

28https://atlasti.com/
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provided in the online appendix [328]. Once finalized, the codes were shared with the entire
research team and grouped into higher-level themes concerning the practitioners’ knowledge
and practices. In next section, I discuss the findings identified from these codes and themes,
together with implications for future TAI developments.

Results and findings

In this section, the findings from the data analysis are presented as a list of requirements:
o Training knowledge in the form of PDF and video

» After each training section, provide quizzes with hints in case of errors and non-blocking

for navigation

« Provide TAI training in a separate website page and, also, as a tooltip when mousing in

the actions filtering section
o Provide a search function via a filtering button and a search bar

« Chatbot assistance is considered superfluous in many cases; users suggested implementing

it only via an LLM and not the classic chatbot with predefined answers

o The presence of a collaborative forum presence is fine but it must be moderated and there

must be someone who always tries to reply

o A section to contribute to POLARIS development should be comprised of both an issue

notification system and a ticketing service to propose enhancements

o A newsletter would be useful only in the case of substantial upgrades and not more often

than once a week

» Regarding the layout, users asked for responsiveness, compliance with material design, a

navbar that does not disappear when scrolling

Graphical result
Fig. 4.18 shows the first Ul version I realized.

UI revision

In this research step, I asked for help from a UX designer with more than 5 years of job
experience. This person inspected the first POLARIS web interface version and found some

critical points to be addressed:

e Logo too complez: the elements that compose it must be simpler and be balanced in terms

of visual weight

o A slogan that introduces POLARIS is missing
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Figure 4.18: First POLARIS web UI version.

o Some elements in the homepage, like the TAI pillars descriptions, have no context

e Too much text is provided in the homepage

o The icons have not the same visual format (they differ in terms of font size and weight)
o There are no subtitles in the tutorial videos

o The filtering experience must be revised: it is not clear if the buttons’ order is important

and what can be expected from interacting with them

e The layout of the Training section must be changed and the information must be reorganized

because it is too difficult to find the important information

o The supplementary material associated with a guideline in the catalogue must be provided
at the end of the card

Later, to validate these preliminary findings, I developed new digital prototypes and con-
ducted user interviews in which I asked 5 Al practitioners — who represent potential users for
POLARIS — to do 3 tasks on these new digital prototypes. Fig. 4.19 shows an excerpt of the
new prototypes I used in the interviews.

Materials
Since the amount of data was smaller than in the previous user study, the UX expert handled
solo the data validation and provided me with a summary of the results. The report was split

into two macro-sections: Things that worked well and Things that do NOT worked well.
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How to use the framework?

Share your case studies

Figure 4.19: New POLARIS web UI prototypes.

Results and findings
In this section, the findings from the user interviews study are presented as a list of key points.

In section Things that worked well, the key findings are:
o Clarity of the information: cards were brief and provided key information quickly

o Clear filters and navigation: users appreciated that the filters allowed information to be

segmented according to the stage of the project in which they were interested

e Specific information on key topics: topics such as privacy and data security were well

covered and easily found by participants
In section Things that do NOT worked well, the key findings are:

o Lack of detail on required actions: the information provided was considered good but brief,

lacking a level of detail regarding the actions to be taken to ensure compliance

o [Initial confusion with filters and interaction elements: initially, some users did not under-

stand that the filters on the left and those at the top corresponded to different concepts

After this analysis, I realized the second version of the Polaris Ul. Fig. 4.20 shows an excerpt
of this second Ul version.

This Ul was realized as a web application, that can be navigated at http://193.204.187.41:
8001.

POLARIS Final User Study

In this section, I describe the first round of user interviews conducted to validate the Polaris

knowledge base, as well as the results obtained from the thematic analysis and the USE and
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Figure 4.20: POLARI UI second version.

TAM questionnaires.
This initial study consisted of 6 interviews, but I already planned to extend the study: I planned
to organize focus groups with different companies of different sizes, to obtain useful different
insights and further enhance Polaris.
Participants
For this study, I recruited practitioners working on Al products and services from one big
software company in Bari. The target participants for the survey were Al practitioners involved
in the development of Al-based systems, preferably with some basic knowledge of TAI principles
and/or who had previously addressed TAI in their professional work, not involved in any
previous POLARIS validation.
Procedure
I conducted a series of semi-structured interviews (synchronous interaction). All participants
did the same usability tasks and answered the same questionnaires (USE and TAM) and had the
opportunity to "discuss their answers out loud" and further elaborate their considerations with
the interviewers. To be included later in the thematic analysis, the answers were all transcribed
via Microsoft Teams?’; after asking each participant for their consent, we enabled Recording &
Transcription Teams features. Once the interview ended, we proof-checked the transcription in
order to correct any misspellings, anonymized any Personal Identifiable Information (PII) and
finally deleted the recording. Participation was on a voluntary basis and not rewarded by any
means. The survey can be accessed at [329)].
The interview canvas contains six main sections [330]:

1. Preliminary concepts knowledge. 1 clarified the semantics and interpretation of each TAI
principle for participants by providing a definition for each principle. By listing a definition, I
wanted to build a shared understanding of each principle to answer the remaining questions. In

addition, I asked the participants about their vision and previous experience with TAI

29https://www.microsoft.com/it-it/microsoft-teams


https://www.microsoft.com/it-it/microsoft-teams

4.3. POLARIS FRAMEWORK 125

2. Context. 1 narrated a realistic work context, with possible TAI problems, in which the
interviewee had to empathise in order to solve the tasks.

3. Demo Task. I analyzed with the interviewee a task and then showed how to solve the
task.

4. Task 1. We asked the interviewee to solve a task with complete autonomy. The goal was
to find the appropriate guidelines to avoid the Unlawful consent and data acquisition problem.

5. Task 2. We asked the interviewee to solve another task with complete autonomy. The
goal was to find a software library that generates artificial samples.

6. Questionnaires and Feedback. 1 asked the interviewee to fill out the USE and TAM
questionnaire, as well as provide general demographic questions like gender, level of education,
country, role, years of experience, size of the organization, etc.

The survey was anonymous and did not ask for any directly identifying information. All
survey data and raw material is provided in the online appendix [330].

Before scheduling the interviews with participants, to understand the challenges and requirements
for conducting remotely semi-structured interviews, as well as to help us refine this study protocol,
I conducted two pilot interviews. These preliminary interviews helped us define the protocol
and the setting I applied to the final, larger sample. All interviews were conducted in person.
In the end, the official interview study consisted of think-aloud semi-structured interviews, each
one lasting a minimum of 30 minutes and a maximum of 60 minutes. During the live interview,
I periodically asked participants to elaborate on their responses, especially for the open ones. I
also encouraged participants to "think aloud" [296,297] and discuss the information that was
being displayed and how their understanding of the question was developing. To give a standard
structure to each interview, I used an interview canvas [330].

Materials

In this step, quantitative and qualitative data were collected. Regarding quantitative data, task
success rate and task time were measured to determine the effectiveness and efficiency of the
participants in completing the given tasks. In addition, the USE (Usefulness, Satisfaction, and
Ease of Use) questionnaire, a standardized assessment tool for measuring the usability and user
experience of a product, was administered [331] together with TAM (Technology Acceptance
Model) questionnaire [332], used to investigate if users accept or reject a new technology. For
qualitative data, observational notes were taken during the study.

As in the elicitation study, for quantitative data, I used descriptive statistics [298], and
for qualitative data, I used thematic analysis [299]. I used an inductive thematic analysis
approach [300,301] to analyze all the gathered data. The entire analysis was done through
Atlas.ti%0. Two researchers worked independently and used the tool to conduct an open coding
of the transcripts for each quotation. Next, they manually reviewed each code and decided
which to include/exclude annotating any comments. Once this step was completed, they joined

to compare and discuss results. The total number of interesting and analyzed citations was

3Ohttps://atlasti.com/
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Table 4.8: Overall quantitative results of the user study.

Participant Task 1 Outcome Task 1 Duration (s) Task 2 Outcome Task 2 Duration (s)

1 KO 455 OK 125

2 OK 110 OK 175

3 OK 174 OK 64

4 OK 110 OK 110

5 OK 154 OK 90

6 OK 80 OK 144
Overall 83.33% 3min and 05s 100% 2min and 58s

14. All the details about the coding procedure and the generated codes are provided in the
online appendix [330]. Once finalized, the codes were shared with the entire research team and
grouped into higher-level themes concerning the practitioners’ knowledge and practices. In next
section, I discuss the findings identified from these codes and themes, as well as the results from
the USE and TAM questionnaires.

Results and findings

The analysis of the data collected during the study starts by considering the task success rate
and the execution times; all details are in the online appendix [330]. Tasks were considered
failed if the final goal was not successfully reached, or if participants took a path they were not
supposed to take. In terms of time, I considered 180 seconds as the failure threshold. Table 4.8
shows the overall results.

Task 1 was executed with few errors (83,33% success rate), while Task 2 had 100% success
rate. Regarding the time, participants spent respectively 181 sec and 118 sec to complete
the tasks. Task 2 was completed in less time because participants spent more time in Task
1 to familiarize themselves with the Ul, while in Task they were already familiar with the
environment. Analyzing the video of Task 1 failed by P1, it emerged that the participant failed
the task since he followed the wrong path to reach the goal, choosing the wrong SDLC phase
from the lateral checkbox.

The analysis of the USE questionnaire has been conducted along its four dimensions, i.e.,
usefulness, ease of use, ease of learning, and satisfaction. Regarding usefulness (see Figure 4.21),
it resulted in an average score of 5.4 out of 7, which indicates that users find the web platform
to be very useful. This is a positive result, showing that the platform is meeting users’ needs
effectively.

Looking in detail at the eight questions of this dimension (see Figure 4.22), it is evident
that Q4 (It gives me more control over the activities in my job.) and Q8 (It does everything I
would expect it to do.) achieved the lowest score, despite still obtaining positive results; these
scores indicate that I need to make it clearer that POLARIS does not automate the mental
process behind the operative decisions in software projects and that POLARIS provides only
decisional support and does not substitute the human decision. On the contrary, Q3 ([t is
useful) highlights that users perceived the platform as very useful in their work.

In terms of ease of use, the platform is considered fairly easy to use, with a score of 5.9 out of

7. Although this is not a perfect score, it is still high and suggests that users generally find the
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Figure 4.21: USE usefulness results.
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platform easy to use, while there may be some room for improvement in terms of usability. As
shown in Figure 4.23, the questionnaire items that most negatively affected this score are Q13
(It is flexible.): this is due to the fact that the knowledge base is static and not automatically

updates, so they may sometimes find obsolete information.

Regarding the ease of learning, the achieved score of 6.8 out of 7 suggests that users find
the platform very easy to learn, indicating that users can quickly grasp how to use the platform
and that there is a low learning curve. The details reported in Figure 4.24 clearly show that all
questionnaire items in this dimension contributed in a fairly equal way to the final score, with
no particular positive or negative choices.

Finally, the satisfaction dimension, with a score of 5.3 out of 7, indicates a high level of

satisfaction among users, which is a positive sign that they are satisfied with their overall
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Figure 4.24: USE ease of use learning questions results.

experience. The details depicted in Figure 4.25 indicate that only two items in this dimension
might deserve attention, i.e., Q29 (It is fun to use.) and Q30 (I feel I need to have it.). While
Q29 can be associated with the hedonic aspect of the platform, which is not critical to its
purpose, more interesting evidence may come from Q30, as it reveals the need to better adapt

the platform to the user’s needs.

The analysis of the TAM questionnaire has been conducted along its two dimensions, i.e.,
perceived usefulness, and perceived ease of use. Regarding perceived usefulness (see Figure
4.26), it resulted in an average score of 5.5 out of 7, which also indicates that users find the web

platform to be very useful.

Looking in detail at the six statements of this dimension (see Figure 4.27), it is evident that

Q3 (Using this product would increase my productivity.) achieved the lowest score, despite still
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Figure 4.26: TAM overall results.

obtaining positive results; these scores indicate that I need to make it clearer how POLARIS
can increase the user productivity even if it does not automate the mental process behind the
operative decisions in software projects. On the contrary, Q4 (Using this product would increase
my effectiveness at work.) highlights that users perceived the platform as very effective during

their daily work.

In terms of perceived ease of use, the platform is considered fairly easy to use, with a score
of 5.9 out of 7. Again, although this is not a perfect score, it is still high and suggests that
users generally find the platform easy to use, while there may be some room for improvement
in terms of usability. As shown in Figure 4.28, the questionnaire item that most negatively
affected this score is Q11 (It would be easy for me to become agile with the product.): this is

due to the fact that some cards are rich of text, so users may be scared of wasting time by
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reading the whole text. On the contrary, the questionnaire item that most positively affected
this score is Q8 (I would find it easy to let the product do what I want it to.): this highlights
how POLARIS is easy to use and the user can fastly grasp how to make it work.
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Figure 4.28: TAM perceived ease of use detailed questions results.
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Regarding the qualitative data, I analyzed the observer notes and participants’ answers to
the open questions to identify the most important cons of the platform. Regarding the cons, P1
and P4 complained that "/...] there is a lot of reading to grasp the meaning of each item/...]".
P6 also noted that "/...] there is not a way to filter the cards based on documentation sources: if
I need to use Microsoft Azure, I would like to filter the documentation based on Microsoft’s ones
[...]". Conversely, numerous participants described the platform as easy to use and responsive
(e.g., participants P1, P5, P6). P1 highlighted that it is "/.../ easy to filter results [...]".

Suggested improvements
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Our study demonstrated that the POLARIS web Ul is generally perceived as effective and
user-friendly. However, the study allowed us to shed light on some limitations and areas for
improvement. Regardless of the platform’s discovered positive attributes, some issues persist.
Notably, participants felt overburdened the initial times they had to study the content of the
cards to solve a task. In particular, less experienced users in TAI struggled more. Based on the
insights gained from the user tests, the next iteration of platform development will incorporate

the following enhancements:

» Possibility to upload a dataset and obtain automatic suggestions to implement TAI on

that dataset.

« Enhance the results by adding auto-extracted tags (e.g. using a RAG component) and
emphasizing (e.g. using bold text) the searched keyword.

e A filter for documentation sources.

By implementing these enhancements, I aim to address the identified limitations, providing
users with an even more effective and intuitive platform for selecting the appropriate guidelines.
By interviewing more users through the focus groups with different companies of different sizes,

[ am are sure I will still get new and useful advice insights and further enhance Polaris.

4.4 GenAl Social Impact

During the research period, I conducted some additional case studies to investigate new research
fields. Ome of these studies aimed to investigate how ChatGPT had an impact on society,
specifically regarding law comprehension.

This chapter describes the work conducted in [5].

Before explaining the work and results of this study, here some context is given.

Context

Models like ChatGPT personalize the digital version of the Delphic oracle, where people expect
to find answers to their current problems by automating tasks, seeking ChatGPT’s opinion on
various issues, and even requesting advice. Nonetheless, it is essential to question whether we
are genuinely resolving uncertainties or uncovering new ones regarding the scope, boundaries,
and prospects of generative models’ societal impact. Some other analysts have referred to an
"Al arms race" in which companies worldwide strive to showcase the best technology, innovation
prowess, and leadership in the AT market. On the other side of the debate, discussions refer
to the rapid development of these models and the effectiveness of existing legal frameworks in
safeguarding against unintended adverse outcomes. Amongst all these debates, unquestionably,
Generative Al is currently undergoing a period of accelerated evolution. This evolution inevitably

brings about a social impact akin to the ones experienced through numerous other technological
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advancements that transformed our society in the past. To date, significant effects have been
observed in service provision, education, and scientific analysis. However, more profound and
concerning impacts also unfold in domains like democracy, inequality, security, and military
technology.

Consequently, a comprehensive examination and analysis are required to understand the
positive and negative social consequences, emerging trends, and areas of improvement of
generative models. These studies are needed to address potential vulnerabilities and ensure the
development of these technologies considers the diverse social contexts and realities in which
they are deployed.

Building upon the preceding insights, this analysis adopts a comprehensive approach to
explore the societal ramifications and future trajectories of Generative Al, with a specific
emphasis on ChatGPT.

Study Design

To perform this review, I and some other researchers followed the protocol proposed in [285],
and we completed the review process with the strategies presented in [286] for performing
systematic literature reviews. The following subsections describe in detail the study design
and its execution. The literature review presented in this work was carried out through the

following steps:

1. Goal and Research questions: the goal and the correlated research questions were

identified to guide the literature review;

2. Search strategy: defining the strategy to collect previous works published in the

literature, including research databases and query strings;

3. Eligibility criteria definition: the criteria used to filter the collected studies have been
defined;

4. Data extraction: defining how relevant data were extracted to help answer the research

questions;

5. Data analysis and synthesis: defining how to organize extracted relevant data to

answer the research questions.

Fig. 4.29 summarizes the review protocol.

S
T | )
A » » DISCUSSION JLIMITATIONS | N
R Eligibility )
T

Goal, and RQs Research
Identification strategy

Data Data analysis

Criteria extraction  and synthesis

Definition

Figure 4.29: Research protocol used in the literature review
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Goal and Research Question Definition

We formulated the following research questions to analyze the diverse dimensions of ChatGPT’s
impact.

Based on this goal, we defined the following research questions:

« RQ1: What are the perceived positive and negative impacts of ChatGPT in contemporary

society?
« RQ2: What are the emerging trends perceived in ChatGPT development?

« RQ3: Which areas of improvement can be identified in the development of such technolo-

gies?

Search strategy

The research has been split into two distinct parts: part one, focused on grey literature, and
part two, focused on white literature. Including both grey literature and academic contributions
allowed us to conduct a deeper exploration of the impact of ChatGPT in various settings and
from various perspectives.

In part one — started on 29th November 2023 — we focused on grey-literature sources, like
blog posts and news articles from multiple domains — such as business, education, technology,
and society — emphasizing ChatGPT. Here our goal was to feel the sentiment of the media and
tech sphere and capture feelings on ChatGPT that cannot emerge from white-literature sources.
Furthermore, some pilot searches on white-literature sources produced very few results, which
did not allow us to derive reliable and consistent conclusions.

The string used for part one was:

(“ChatGPT” AND “social concerns”) (“ChatGPT” AND “social impact”) (“ChatGPT” AND
“Human rights”) (“ChatGPT” AND “society*”) (“ChatGPT” AND “education*”) (“ChatGPT”
AND “ethics”)

This string was used to perform a keyword-based search on Google search engine3!; the
search was performed in private-browsing mode, after logging out from personal accounts and
erasing all web cookies and history [287].

In the end, this search resulted in 1230 literature sources.

While executing part one of the research, we continued executing periodic pilot searches for
white-literature sources.

In late February 2023, we noticed a notable change: the number of scientific articles

addressing ChatGPT increased significantly, encompassing diverse approaches and perspectives.

3lhttps://www.google.it/
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This may be due to the fact that academic papers need more time to be reviewed by peers and
published (w.r.t. blog posts and news articles).

So, for part two of the research — started on 22nd February 2023 — we decided to use Google
Scholar3? as white-literature search engine; here we searched for scientific articles of various
fields — such as business, education, technology, society, healthcare. The string used for part

two of the research was the following:

("Large Language Model" AND "Social impact") ("Large Language Model" AND Human Rights")
("Large Language Model" OR "ChatGPT" AND "Ethics")("Large Language Model" AND "Chat-
GPT" AND "Ethics") ("Large Language Model" OR "ChatGPT" AND "Social concerns") ("Large
Language Model” AND "ChatGPT" AND "society*") ("Large Language Model" AND "Chat-
GPT" AND 'education*") ("Chat GPT" AND "social concerns") ("ChatGPT" AND "social
impact") ("ChatGPT" AND "Human rights") ("ChatGPT" AND "society*") ("ChatGPT" AND
"education*") ("ChatGPT" AND "ethics")

In the end, this search resulted in 86 new literature sources.

All the documents obtained with this search strategy (both in part one and part two) were
surveyed using a 3-stages information classification process. In the first stage, only the title
and keywords of the collected articles were read. In the second stage, we analyzed the abstract
of each article while in the third stage we read the complete article. All these stages were
conducted separately and in blind-view way by two of the authors. In case of a disagreement, a
third author manually verified and took the final decision.

All found publications were subjected to the selection criteria outlined in Sec. 4.4 to

determine their relevance for inclusion in the analysis.

Eligibility Criteria Definition and Data Extraction

The selection procedure used for filtering the identified pool of 1316 papers was based on the

following criteria:
 for every text the content should be mainly related to ChatGPT and LLM,
» the content should be written in English.

Then, the following criteria helped us to ensure we only included publications providing
substantial information to our analysis, especially on ChatGPT, while we excluded papers with

only brief mentions or tangential references:

o For blog posts, we required the author’s name to be consistently provided, and the blogs

should be specialized in the relevant subject matter.

32https://scholar.google.com/
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o Regarding news articles, we preferred those that offered an extensive analysis. We adopted
this criterion because initial news coverage of ChatGPT tended to be repetitive, often

focusing on its capabilities and limitations and just providing a brief history of the model.

o In the case of academic articles, we sought diverse approaches to ensure a comprehensive
perspective rather than lean solely on a single field, such as, for instance, the impact of
ChatGPT in education.

After applying these selection criteria, we selected a total of 71 papers from our initial pool of
1316 articles.

In the Data Extraction step, we extracted all relevant data that could help answer any of the
research questions. The extraction process was performed by two of the authors and conflicts
were solved by a third author in a blind-view way. We used Atlas.ti3? to tabulate and organize
data. More detailed information regarding the data and how it was indexed can be found in the

online appendix [11].

Data Analysis and synthesis

Part one of the search has been conducted from 29th November 2022 to 22nd February 2023.
Part two has been conducted from 22nd February 2023 to 19th May 2023. Table 4.9 details the

results obtained in both parts, as well as the documents selected once our selection criteria were

applied.
Research phase Resources Resources Resources
retrieved analyzed selected
First part, until Feb. 22 on Google 1230 300 25
Second part, until May 19 on Google scholar 86 63 46

Table 4.9: Amount of documents collected grouped by research phase.

In order to answer RQ1, RQ2, and RQ3 we performed an analysis using Atlas.ti. Atlas.ti is
a qualitative research tool that enables the systematic organization of documentary resources by
using codes and creating documentary categories. Atlas.ti allowed us to visualize and intuitively
present content trends within the analyzed documents. We employed this tool to analyze the
selected papers, which were organized in Atlas.ti "document groups" following the categories in
Table 4.10.

The categories and codes presented in Table 2 are derived from an in-depth analysis of

the selected papers. The codes were primarily developed "in vivo," meaning they emerged as
potential units of analysis during the reading and analysis process. For example, when repetitive
references were made to the potential positive impacts of ChatGPT in education, we created
the code "Benefits for education". After reviewing and analyzing the documents, the codes were

organized into four categories, which helped to address RQ1, RQ2, and RQ3. The criteria for

33https://atlasti.com/
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Codes for text analysis in Atlas.ti
Positive Impact Negative Impact Emerging trends Areas for improvement
Benefits to education Disinformation risk Impact on the tech/Al Need for appropriate
market regulation
Benefits to customer Negative impact on Copyright uncertainty GDPR compliance
service freedom of expression concerns
Benefits of responses in Bias concerns Uncertainty over liability Uncertainty of
real-time for production failures classification under the AI
Act

Table 4.10: Excerpt of categories and codes used for analysis in Atlas.ti. Complete information
can be found in Table A1 in the online Appendix [11].

categorization emerged from a thoughtful reflection on the codes and their contextual relevance.
In the category of positive impacts, codes such as "24/7 Availability" and "Personalized feedback'
are included since they are frequently mentioned as strengths of ChatGPT.

On the other hand, the category of negative impacts encompasses codes such as "Bias
concerns', which emerged as a recurring argument when discussing the potentially detrimental
effects of this model. Other codes like "Privacy concern" and " Water footprint" were identified,
further emphasizing the importance of addressing these issues in the context of ChatGPT’s
implementation.

In the category of emerging trends, we captured the unforeseen consequences, which,
although potentially negative, arise unexpectedly from the evolution of the model itself. Examples
include "Copyright uncertainty" and the "Need to clarify private sector liability", which pose
challenges that trigger transformations in particular domains such as the "Impact on the
tech/AI market'. This category also encompasses unexpected challenges to the AT Act [333]
and its coverage of generative models. Another aspect within this category is " Unintentional
masinformation”, referring to instances where the chat model provides unintentionally inaccurate
information, a matter currently under scrutiny by various experts. Additionally, the category
encompasses codes like "Skepticism about its actual impact'. These emerging trends shed light
on the complex issues ChatGPT presents.

The final category encompasses areas of improvement, focusing on aspects that require
further development to address all the adverse and unexpected effects of the model. For instance,
the tag "Negative outcomes mitigation" highlights the need for more efforts to minimize adverse
consequences. The categorization of codes as " Uncertainty in data governance' also responds to
the criteria as an area of improvement rather than a negative impact. The above-mentioned
decision was made considering that current legal frameworks do not adequately account for
models like GPT, thus highlighting the need for specific measures to address these cases, which
will likely be developed in the coming years. This category also encompasses improvement areas,
such as "Limited up-to-date information" and "Limited Medical terminology", emphasizing the
potential for enhancements.

After establishing the codes and categories, we computed the frequency of each code across
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the 71 documents.

Table 4.11 highlights the least and most recurrent codes. Fig. A5 in the online Appendix
displays the frequency of the most repeated codes.

Most recurrent # Least recurrent #

Bias concerns 39 Unpredictability risk 1
Disinformation risk 25 Prone to injection attacks 1
Benefits for education 22 Over-regulation risk 1
Privacy concern 21 | Opportunity to increase renewable energy use 1

Need for appropriate regulation 20 Need for using Renewable Energy Sources 1
Discrimination risk 18 Need for human rights safeguards 1
Unfairness in the data use in the model | 18 Need for explainability and traceability 1
Benefits for customer service 17 Need for Accessibility and Affordability 1
Inaccurate answers 17 Limited Medical terminology 1
Benefits for content creation 15 Lead people into extremist positions risk 1

Table 4.11: Most and least recurrent codes; each category is associated with its number of
occurrences.

In addition, Fig.4.30 displays a Sankey diagram that graphically depicts the distribution
of code categories across the analyzed documents (in document groups-unit). The diagram
shows that scientific papers, blog posts, conference symposiums, and other types of publications
encompass all coding groups (negative and positive impacts, areas of improvement, and emerging
trends). See Table A2 in online appendix [11] for a description of document categories. The
articles category includes just emerging trends, areas for improvement, and negative perceptions.
Most document categories, including scientific papers, columns, analyses, editorials, and articles,
exhibit a negative tendency. Notably, positive perceptions are more prevalent in blog posts,
conference, and symposium papers, and to a lesser degree in news articles. "Bias concern" and
" Disinformation risk" are two of the most common codes contributing to negative perceptions. In
contrast, "Benefits for customer service" and "Multidisciplinary benefits" are the most prevalent
codes in the documents with a positive trend. Table A3 in online appendix [11] details tendencies

and code frequency across all document categories.
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Figure 4.30: Sankey diagram illustrating the distribution of code groups across document groups
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Discussion

RQ1. What are the perceived positive and negative impacts of ChatGPT in contemporary
society?

Throughout our literature review, we identified several positive and negative impacts
attributed to ChatGPT. Noteworthy benefits include: the potential for enhancing customer
service; multiple papers emphasize the positive impact of ChatGPT in this domain [334-349].
The model is highlighted as an enabler of cross-cultural dialogue, facilitating communication
between individuals from different cultural backgrounds [334]. Moreover, ChatGPT offers the
advantage of automating repetitive tasks, freeing time for more complex and value-added
activities [338,343,347,350]. These benefits extend to various sectors, including business and
healthcare [340]. Another key advantage is its availability around the clock. This 24/7
accessibility proves valuable in commercial, healthcare, and educational contexts [336,343,351—
353]. The model’s continuous availability ensures timely assistance and support, covering users’
diverse needs.

ChatGPT also demonstrates significant potential in education, offering various advantages
[335,341,344,345,348,349,352,354,355,355-361]. Despite concerns about plagiarism and academic
integrity, the model’s integration can enhance teaching practices in several ways. It can, for
example, automates curriculum creation, enabling educators to save time and streamline the
process [344,357]. Moreover, it facilitates the development of innovative educational content,
fostering an engaging learning environment [351,354]. Additionally, the model serves as a
personalized study support assistant, providing tailored guidance and assistance to individual
learners [335, 341, 345, 352, 356, 358]. In this perspective, a vision emphasizes the need for
controlled integration and adherence to academic guidelines to ensure responsible and ethical
use of generative Al models in education [352]. By establishing appropriate regulations and
ethical frameworks, the educational benefits of ChatGPT can be maximized while addressing
concerns related to plagiarism and promoting an enriching learning experience.

In the medical field, the model has shown promise in research, data analysis, and telemedicine
applications, contributing to advancements in healthcare [357]. Furthermore, diverse
papers recognize its potential contribution to addressing environmental challenges. For
instance, it may help find innovative solutions to reduce water consumption in the AI industry,
highlighting its role in promoting sustainability [362]. Similarly, ChatGPT is also appreciated for
its potential as an informative and accountability tool within institutions [335,353,363].
Lastly, it positively impacts journalism, where it can help with content creation, fact-checking,
and generating engaging narratives [338,344, 357].

Conversely, the most recurrent social concern is bias. Several papers [334-336, 336, 350,
351,354, 358361, 363-375] discuss the risk of deepening existing biases and how ChatGPT
can include sexist and racist views due to the characteristics of the data used during its
training. In this sense, there is a special concern about using these tools in various sectors,

including finance [350] and other social activities, which can replicate and deepen structural
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and historical inequalities. Our analysis also reveals another perceived negative impact, which
is its potential to generate false information and facilitate the spread of disinformation
(335, 336, 336-339, 346, 350, 357, 359, 360, 363, 366, 367, 369-371, 373, 376-380]. This misuse
of technology directly affects rights related to access to accurate information and freedom of
expression, as well as democratic stability. This phenomenon is particularly relevant as, although
remarkable in artificial intelligence, the advancements and improvements in generative models
have raised concerns and uncertainties regarding their impact on democratic processes.
There is a special concern about the ease with which false information can be generated and
disseminated, especially in critical contexts such as elections, referendums, political instability,
war conflicts, or under dictatorial regimes. Furthermore, this potential negative impact includes
the digital public sphere, where spreading hate speech on social networks [381] can lead
to social fragmentation and bolster the manipulation of democratic institutions and social
control. False information can be weaponized across various domains, from the stock market to

information warfare and propaganda.

In the same vein, another relevant concern is privacy [334-336, 336, 340, 346, 349-351,
356,357, 360,363, 365,367-370,376,379,382,383]. Different aspects contribute to this concern,
including the coverage of these models under Al Act regulations, its extensive use of user
data (particularly minors), the potential for surveillance applications, the data vulnerability to
cyber attacks targeting ChatGPT, and the privacy implications when integrating the model
into various domains such as education and the military. Privacy is a growing concern as
illustrated by the case of the Italian state ban. In this case, the Italian authorities asked
OpenAl to “expand its privacy policy for users and made it also accessible from the sign-
up page prior to registration with the service” [384] in order to operate in Italy. This case
highlights the urgency for ensuring responsible and transparent use of the technology. Another
important negative impact is the risk of job loss, as automation and Al capabilities advance
(338,340,341, 349,350, 355, 364, 367,375,377, 378, 385, 386].

Furthermore, other papers show apprehension about over-regulation [376], highlighting
the needed balance between ensuring ethical and responsible use of AI technologies while
avoiding stifling innovation. Additionally, the model’s own cybersecurity is listed as a negative
impact [343, 346, 350, 357, 365, 376, 377]. The comprehensive list of negative perceptions on
ChatGPT impacts can be found in Table A1 in online appendix [11], providing further insights
into the concerns found in the literature.

RQ2. What are the emerging trends perceived in ChatGPT development?

An essential part of our review shows emerging trends [335-337,340-343, 346, 348-350, 352,
355,355, 357-362, 366, 368, 370,371,375,379-383, 385, 387-392]. Within this category, we found
uncertainty surrounding copyright, which is a prominent trend, raising doubts about
the possibility of profiting from chat-generated content and whether such content is subject
to copyright protection. Resolving these issues requires legislative intervention, leading to

a particular and complex debate among authorities regarding the legal implications of Al-
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generated content [337]. There is also a growing demand for the enhancement of regulatory
frameworks to safeguard original content, considering that models like ChatGPT have the
potential to negatively impact the work of scientists, writers, researchers, and artists [335, 346,
349, 360, 375, 389]. Notably, analyses such as by Khowaja et al. [346] raise crucial questions
regarding ownership rights over the data used to train the model and the ownership of the
model itself. As mentioned earlier, there is a dominant call for establishing ethical use
guidelines, both at a general societal level [386] and specifically within educational and
research institutions [348,349, 355, 356, 358-360, 371, 375, 383, 386]. These guidelines will be
pivotal in ensuring responsible adoption models such as ChatGPT.

Another emerging trend is developing transparency mechanisms [335,346,350,351,355,357,
360,366, 375]. Transparency is considered a vital strategy to address resistance toward adopting
these models in various contexts [357] and to mitigate potential Al stigmatization. However, it
is also acknowledged that transparency poses challenges that need to be overcome [346].

Another crucial issue to highlight is the accountability for potentially harmful uses of
such technology [335, 336,340,346, 370, 375,376, 382|, which involves both the end-users and the
companies responsible for its development [335, 336,340, 346,362, 370,375,376, 381,382]. This
concern extends to applications in sensitive domains like the military [340]. Furthermore, other
several notable trends emerge, including the need for timely and appropriate regulation
[348,386], the existence of political bias (29, 40, 42, 62), transformations within the AI
market [340,342,361, 366,368,371,373], and the integration of renewable technologies
and environmental awareness within this field [334, 365].

RQ3. Which areas of improvement can be identified in the development of such technologies?

The findings concerning areas for improvement within the field of generative Al present
a diverse range of perspectives [335-337,340, 342,343, 343,345-350, 352, 357, 359, 360, 363-366,
368,371,375-379, 381, 386, 389, 393-395]. One prominent area is the examination of regulations
(335,337,340, 342, 343, 348, 355, 359, 360, 362, 364, 366, 371, 376, 378, 381, 386, 389], particularly
regarding whether the risk-based approach outlined in the AI Act effectively covers generative
models [376,378]. It is suggested that comprehensive guidelines should encompass the entire
spectrum, from its application to the Al Research and Development (R&D) [362]. Furthermore,
there is a growing advocacy for a people-centered vision [335,342,378| that emphasizes the
importance of human rights and ethical considerations in designing and implementing generative
AT systems. Specifically, Solaiman et al. [359] examine the need to "build frameworks for
navigating trade-offs" and develop decision-making frameworks that account for the complexities
and potential trade-offs associated with generative Al. Similarly, Li [343] highlights the necessity
to transform the European regulatory paradigm to effectively address the challenges posed by
LLMs.

Another area of opportunity lies in addressing technical limitations within generative Al
models [336,343, 345,347,349, 352,357,360, 371,374, 385,395,396]. For instance, a significant

challenge is the presence of fictional references [360] within the generated text, which hampers
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its reliability. Additionally, words repetition further affects the produced text’s overall quality
[378]. Moreover, the phenomenon of inaccurate information, named "hallucinations" [371,378],
and the lack of context understanding [336], are also identified as areas requiring attention and
improvement. Furthermore, the literature highlights the need for enhanced risk mitigation
mechanisms [343,364, 366, 368,377,379,393]. This entails refining processes for filtering
potentially harmful responses [364], improving the quality and reliability of the
data used to train the models [343], and incorporating ethical guidelines for its
development [377], among other measures [368].

Data governance is another significant area that requires attention [335,340,350,360]; this
crucial task involves safeguarding sensitive information against security breaches, unauthorized
access, and information theft [335,350]. In the same vein, establishing clear guidelines
regarding the scope and limitations of information exchange with third parties is
also paramount [360].

Other areas of opportunity include the need for up-to-date data [345,347,352,394] to
ensure the accuracy and relevance of generative Al models. However, this requirement presents a
trade-off between incorporating new data to improve performance or addressing data governance
issues first.

The literature review also highlights several other areas of opportunity for improvement;
these include promoting end-user responsibilities [369], advocating for timely regula-
tion [360,369], and raising awareness of environmental impact [360,361], among other

considerations.

4.5 Leading Companies TAI Practices comparison

I conducted another additional case study to investigate new research fields. This second study
aimed to analyze and compare the strategies and actions taken by four leading companies —
OpenAl, Meta Al Research, Google Al, and Microsoft Al — regarding how they implement
Trustworthy Al

This chapter describes a summary of the work conducted in [8].

Before explaining the work and results of this study, here some context is given.

Context

Generative Artificial Intelligence (AI) has made significant progress in recent years, providing
advantages across diverse sectors, including the creative industry and medicine [397, 398].
Nevertheless, there are domains and contexts in which Generative Al can impact human rights,
including but not limited to privacy, non-discrimination, freedom of opinion and expression,
freedom of peaceful assembly and various fundamental freedoms. Within this framework,
Foundation Models are a rapidly expanding sector. For instance, after its launch, ChatGPT

— developed by OpenAl — gathered a user base of over 100 million within less than two
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months [399]. These developments underscore the pressing need for the progression of responsible
and rights-committed Generative Al.

In this scenario, the private sector — particularly companies specializing in AI development
— assumes a pivotal role. In this respect, the Office of the High Commissioner for Human Rights
(OHCHR) recognizes two distinct approaches to regulating Artificial Intelligence [400]. The first
approach is a risk-based strategy that assigns substantial accountability to the private sector
by identifying and addressing risks to attain desired results. The second incorporates human
rights principles into every Al development and implementation stage. This approach includes
human rights principles throughout the data collection and selection process and the design,
development, deployment, and use of the resulting models, tools, and services. As per OHCHR,
immediate measures are required today to prevent, tackle, and mitigate the potential adverse
effects of Generative Al [400].

The human rights issue in the Al industry is a topic of ongoing and contentious discussion.
Various organizations, including the United Nations [401], International Amnesty [402], European
Center for Not-for-Profit Law Stichting [403], Access Now [404], Al Now Institute [405], and
others, actively seek to collaborate with the industry to advance Responsible Al

This work aims to contribute to these efforts by attempting to fill the gap between high-level
principles and low-level concrete practices that can be deployed by the Al industry to address
the challenges and concerns of one particular area of Responsible Al, the one connected to
human rights protection. The human rights doctrine, on one side, can contribute to closing the
gap between high-level Al ethics principles and low-level concrete practice. On the other side, it
can support the definition of Al ethics principles, as human rights can support value alignment
for AT systems across a range of different national and social contexts [406]. The human rights
vision can help close the gap between research and practice and between scientists and civil
society, providing a common vocabulary and a shared understanding [406].

The outcomes of our research yield the following research contributions:

e Through a systematic review, I and some other researchers have highlighted the specific
measures taken by a set of big Al players (i.e. OpenAl, Meta Al Research, Google Al, and
Microsoft Al) in addressing five different dimensions: Bias, Misinformation, Hate speech,
Cybersecurity, and Privacy. These actions directly influence the protection of fundamental
human rights, encompassing but not limited to the right to non-discrimination, health,
security, access to information, free expression, and privacy, among others. Additionally,
our assessment has identified both strengths and weaknesses in the company’s measures

and strategies.

o By conducting a thematic analysis of the most important publicly available documents
related to each parameter in each selected organization, we have identified recurring
themes that revolve around ethics, the need for diversity and representation, and the

importance placed on collaboration and research.
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o In light of these findings, we offer a set of actionable best practices that these and
other companies can embrace to enhance their performance on these parameters. This, in
turn, will strengthen their approach to Responsible and Trustworthy Al, solidifying their

commitment to upholding human rights.

Building upon the research conducted in the study addressing the maturity of Responsible Al
in [4] and the examination of challenges and gaps within the AI industry [407], our work makes
a valuable contribution by proposing a series of best practices to be implemented within the Al
industry. It is essential to emphasize that these recommendations draw inspiration from existing
measures while also presenting a potential remedy for identified weaknesses. Collectively, these

practices intend to uphold human rights within the burgeoning Al industry.

Methodology

This qualitative study conducts a descriptive and comparative analysis of the measures imple-
mented by four leading Al companies regarding bias reduction, privacy protection, cybersecurity,
fighting hate speech, and addressing misinformation. We conducted a systematic (grey) liter-
ature [408] review of all the publicly available documents of these companies, followed by a

comparative analysis.

Research Questions

Our research questions are as follows:

« RQ1. What Responsible AI practices, in terms of risk mitigation and human rights
protection strategies/actions, do leading Al companies like OpenAl, Google, Microsoft,

and Meta employ when developing Al models, and in particular Generative Al models?

« RQ2. What are companies’ strengths, and weaknesses in risk mitigation and human

rights protection actions?
« RQ3. Which best practices can be adopted to enhance risk mitigation and human rights
safeguard within the Al industry, with particular reference to Generative Al development?

Study design

To conduct our study, we implemented the following steps:

1. Companies and parameters selection: This phase involves identifying and selecting
the specific companies to be analyzed and determining the evaluation’s parameters or

criteria.

2. Establishing a search strategy: A systematic strategy is defined to find relevant

information in the published document sources.



144 CHAPTER 4. AI-BASED SYSTEMS

3. Adopting eligibility criteria for data extraction: This is done in order to ensure

that only meaningful and reliable sources are included.

4. Analysing and synthesizing selected data: The obtained data is evaluated, organized,

and synthesized to make a meaningful analysis.

5. Performing thematic analysis: Using Atlas.ti we identified recurring themes within
the synthesized data, providing a deeper understanding of the overarching trends and

characteristics.

The following sections provide a detailed description of each step.

Companies and Parameters Selection

In order to analyze how some of the Responsible Al issues are addressed by the industry, we
conducted a comprehensive analysis of four leading companies operating within the Al
industry: OpenAl, Meta Al Research, Google Al, and Microsoft AI. These companies were
selected based on their substantial impact on the AI market and research, and their relevance
across various domains [409].

Each of the four aforementioned companies exhibits a wide range of approaches and regula-
tions for Responsible Al development, each with its own particular mission and vision.

OpenALl is a notable corporation renowned for its innovative work in Artificial Intelligence
and great emphasis on research. OpenAl’s mission is to create safe Artificial General Intelligence
for humanity’s benefit. ChatGPT and Dall-E are two of its products, and its research spans
across the text, audio, and image domains [410].

Meta AI Research is a Meta Platforms, Inc. division. Meta’s Fundamental AI Research
Team (FAIR) is devoted to various Al-related topics. Meta’s vision is to disseminate its research
within the Al community and encourage collaborative efforts to develop Responsible AT [411].

Google AT has emerged as a prominent and influential participant in Al, making significant
contributions. Google Al is committed to performing impactful Al research to enhance societal
well-being. It actively participates in the academic community by sharing its research outcomes
through open-source projects and facilitating global collaborations [412].

Microsoft AI has the objective of facilitating the empowerment of people and organizations
by democratizing Al [413]. Azure, the Microsoft cloud computing platform, plays a vital role
within their Al ecosystem by facilitating the deployment and management of Al applications
and solutions [413].

The selection of the parameters for the analysis is based on the insights obtained from prior
scholarly research into the perceived impacts (positive and negative) of Generative Artificial
Intelligence [398] and the human rights challenges in Al [407]. Thus, based on the concerns
identified in [398] and [407], we have compiled a preliminary inventory of rights that could

be undermined by the misuse of Generative Al or by insufficient protective measures. A



4.5. LEADING COMPANIES TAI PRACTICES COMPARISON 145

comprehensive list can be found in the online appendix [414]. In this initial research, we have

focused on five specific issues that will serve as parameters. In the future, we plan to broaden

our analysis to include other criteria such as algorithmic transparency, liability for damages

caused, etc.. With the above in mind, the five parameters chosen are as follows:

1.

Bias. Following the definition given in [415], we define bias as "an inclination of prejudice
towards or against a person, object, or position". The potential for undesirable biases in
AT systems to exacerbate existing social inequities — or even generate new ones — has
recently received considerable attention across a range of academic disciplines, from Al to
SE to public policy, law, and ethics [416], [417], [418]. Bias reduction is related to the

rights of Equality and Non-Discrimination.

. Misinformation. Is fake or inaccurate information, while disinformation is deliberately

created to deceive or manipulate [419]. Fighting dis/misinformation is linked to protecting
the right to information, freedom of expression, and participation in public affairs. De-
pending on the misinformation content or intention, it may also affect rights such as health,
non-discrimination, life, and personal security, among others. Note: In this study, we
employ the term misinformation because, regardless of whether it is part of an orchestrated
operation or not, false information has a variety of detrimental effects on society — some

of the companies’ strategies analysed focus on disinformation or misinformation.

Hate Speech. It is defined as a type of offensive language that uses stereotypes to
express a hateful ideology [420]. It is further described as any communication that
disparages a person or group based on a characteristic such as race, color, ethnicity,
gender, sexual orientation, national origin, religion, etc. [421]. Fighting hate speech is
related to protecting rights such as the right to equality and non-discrimination, freedom

of thought and expression, security of person, public order and safety.

Privacy. There is a large discussion on its definition; while some consider it "the state
in which a person is not observed or disturbed, or to be free from public attention" [422]
others hold that "is not simply an absence of information about us in the minds of
others, rather it is the control we have over information about ourselves" [423]. For the
purposes of this research, we refer to privacy as the right to have one’s data processed
in a way that results compliant with the seven protection and accountability principles
outlined in GDPR Article 5.1-2 [305]: Lawfulness, fairness and transparency, Purpose
limitation, Data minimization, Accuracy, Storage limitation, Integrity and confidentiality,
and Accountability. Privacy is a human right in itself and is related to others, such as the
protection from Unlawful Interference with Privacy and Respect for Private and Family
Life.

Cybersecurity. According to the European Union Agency for Cybersecurity (ENISA),

"shall refer to security of cyberspace, where cyberspace itself refers to the set of links and
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relationships between objects that are accessible through a generalised telecommunications
network, and to the set of objects themselves where they present interfaces allowing their
remote control, remote access to data, or their participation in control actions within that
Cyberspace" [424]. Since data is mentioned in this definition too, and Cybersecurity itself
is considered an implementable measure into GDPR [305], it is often difficult to mark a
separation line between Privacy and Cybersecurity. That is why we considered also some
specific data protection nuances. Cybersecurity is related to rights such as the Security of

Person and Privacy.

The rights listed above are enshrined in the Universal Declaration of Human Rights (UDHR),
the International Covenant on Civil and Political Rights (ICCPR), and the Furopean Convention
on Human Rights (ECHR). We have included these rights as they are directly relevant to the risks
identified in the literature. However, it is essential to remember that human rights are indivisible,
interrelated, and interdependent [425]. Therefore, additional rights may be compromised if, for

instance, biases in Generative Al persist.

Discussion of Results

RQ1. What Responsible Al practices, in terms of risk mitigation and human rights
protection strategies/actions, do leading Al companies like OpenAl, Google, Mi-
crosoft, and Meta employ when developing AI models, and in particular Generative
AT models? The measures and efforts related to human rights are strongly influenced by the
diversity of services and industry experience in Al. For instance, companies like Google Al
and Meta Al Research stand out in combating misinformation due to the array of products
they offer, such as social media platforms and free news aggregator services. This grants them
influence but also entails a significant responsibility in addressing issues like misinformation
and hate speech. On the other hand, OpenAl, by providing Generative-Al-based services and
having a narrower range of products, can contribute to protecting human rights, such as privacy,
through the research of novel techniques for privacy preservation. Meanwhile, Microsoft Al’s
experience and services enable it to bolster cybersecurity techniques, particularly valuable in
contexts like elections to protect the systems from hacking.

Furthermore, OpenAl and Microsoft Al, for instance, exhibit a proactive involvement in
pioneering research, forging partnerships with leading institutes and research centres to push the
boundaries of Al capabilities. In contrast, Google Al and Meta Al Research place a pronounced
emphasis on fostering collaboration with governmental bodies.

RQ2. What are companies’ strengths, and weaknesses in risk mitigation and
human rights protection actions? Strengths include in certain cases, accessibility to
information certifications compliance, access to findings from various research endeavors, as

well as databases, and the ability to exercise control over personal data.
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Additionally, there is a growing awareness of the need for interdisciplinary collaboration,
which will undoubtedly contribute to fortifying protection mechanisms. Another strength lies in
their active and continuous engagement in research and development, a growing trend towards
investigating the social impact of technologies, as well as the creation of specialized teams in
collaboration with experts in the field of human rights.

However, there are notable weaknesses to address. One significant area is the limited
cultural, social, and linguistic diversity. This deficit results in a potential bias towards Western
perspectives in research lines and tools for addressing bias, privacy, and cybersecurity, combating
hate speech, and countering misinformation. Furthermore, it is vital to broaden and vary the
collaboration with organizations, institutions, and governments across various regions of the
globe. On the other hand, it is also necessary for data control tools to be accessible to all
population sectors, especially individuals with disabilities.

In a broader sense, there is a lack of engagement with non-governmental organizations, civil
associations, and institutes dedicated to Al ethics and human rights protection.

RQ3. Which best practices can be adopted to enhance risk mitigation and human
rights safeguard within the AI industry, with particular reference to Generative Al
development?

Based on the findings of this research, it is recommended:

1. Actively engage with non-governmental organizations and Al ethics and human rights

research centers from diverse backgrounds to enhance the approach to bias mitigation.

2. The research team, research lines, and tools on bias should encompass geographic, linguistic,

social, and cultural diversity.

3. Collaborate with academia and specialized centres to deepen understanding of the scope

and consequences of misinformation, involving experts from diverse regions.

4. Expand collaborative networks for election security and false content identification across

several locations, especially in unstable contexts and during critical periods.
5. Generate reports outlining efforts in the field of combating misinformation.
6. Promote transparency by publishing reports on content removal requests.

7. Promote media literacy to raise awareness among the audience about the capabilities of

Generative Al and their potentially harmful effects in terms of misinformation.
8. Actively conduct reviews of Generative Al to assess the likelihood of hate speech generation.

9. Collaborate with specialized institutions and research centres in ethics and human rights

to comprehensively capture the complex dimensions of hate speech.
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Share research findings with the AI community, with particular support for startups and

less experienced companies on hate speech.
Collaborate with organizations and governments worldwide to counteract hate speech.

Promote privacy awareness among the general public by disseminating educational mate-

rials on privacy.

Foster ongoing collaboration with diverse academia, research centres, organizations, and

pertinent government entities on privacy protection.
Ensure transparent communication regarding interactions with Generative AT models.

Provide users with accessible and straightforward information on applicable privacy policies,

along with mechanisms for exercising control over their data.

Prioritize accessibility of data control centres with a particular focus on ensuring inclusivity

for individuals with disabilities.

Sustain partnerships with research institutions, regulatory bodies, and emerging startups
and continue sharing lessons learned, findings, and datasets to fortify the cybersecurity of

the Al ecosystem.

Whenever feasible, proactively disseminate information regarding cybersecurity compliance

certifications.



Chapter 5

Conclusions and Future Works

5.1 Conclusions and Future Works

In this thesis work, I achieved two macro-results:
o enhanced and enriched POSD framework for conventional software systems
o Formulated and validated POLARIS framework for Al-based software systems

Regarding the first macro-result, I provided POSD with a new web UI, experimented
with it on industrial case studies, added knowledge from GDPR and ISO 9241-210 phases to
its knowledge base (so realizing the MATERIALIST framework) and validated the need for
Sonarqube and Fortify as SAST.

Anyway, a lot of work can still be done. For example:
o Automate some web UI tasks, in order to make the users spend less clicks
o Realize a web UI also for MATERIALIST framework

Regarding the second macro-result, I came up with POLARIS, a new framework designed to
fill the gaps highlighted in the state of the practice by providin Al practitioners with actionable
guidelines specific to each phase of the SDLC.

POLARIS has four pillars (or components), which are Explainability, Fairness, Security, and
Privacy. These principles have been chosen as they are the most recurrent TAI principles found
in the current literature [15]. Each component provides practical guidelines and tools to support
different types of stakeholders throughout the SDLC.

Its added value is that it provides knowledge already freely available online, but in an
organized and systematized way.

One may argue that the current literature already has similar TAI frameworks. Anyway,
as Tab. 5.1 shows, I crafted POLARIS starting from what the competitors currently miss, so

that POLARIS is more flexible than its competitors on key aspects: it is able to cover all four
149
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Table 5.1: Comparison between POLARIS and the top 5 most comprehensive other competitors
already published in the literature (from Section 4.1).

For different

Pramework R v tool | kinds of  oprRel
stakeholders
POLARIS X X X X
PLOT4ai X X X
IBM Trustworthy Al X X
ENISA Securing Machine X X
Learning Algorithms
NIST AT Risk X

Management Framework
NASA Framework for
the Ethical Use of
Artificial Intelligence (AI)

TAI principles previously explained in Section 4.1, is it provided with a tool that supports
its navigation (Section 4.3.5), can provide useful insights for both technical and non-technical
stakeholders and offer supports to all SDLC phases.

However, this still does not make POLARIS the perfect framework; additional research must
be done in the current literature, as new potentially better TAI frameworks emerge daily.

I applied POLARIS to an industrial case study and collected feedback through the thinking-
aloud method. This allowed us to identify and apply several improvements.

POLARIS is a preliminary attempt to organize and make knowledge on TAI principles
easily accessible and available to different kinds of stakeholders. It is a pioneering prototype
whose goal is to make Al professionals, policymakers, and stakeholders able to navigate the
ethical dimensions of TAI with confidence, ensuring that the vast potential of Al is harnessed
responsibly for the benefit of society.

Even if T applied it to real-world contexts and validated its Ul with a first round of user

interviews, several improvements are still required. Some of them are:

e The monitoring SDLC phase is the one with the least concrete guidelines, probably
because the advent of the cloud has, in some way, delegated the monitoring burden to
third parties. Anyway, since the I'T user had to deploy an Al-enabled system on an
on-premise infrastructure, he pointed us to this lack of the framework. For this reason, it
is required to conduct further research in the current literature to collect as many concrete
monitoring guidelines as possible; this way, POLARIS would become more effective in the

monitoring phase;

o Most knowledge sources composing POLARIS were published before the recent great
improvements in Large Language Models (LLMs). As a consequence, POLARIS at the

moment lacks guidelines and tools specific to LLMs. For this reason, it is required to
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research, integrate and experiment with both guidelines and automatic tools to specifically

address trustworthiness in LLMs;

« Make the filtering by natural language (i.e. the search bar) more intelligent by adding
auto-extracted tags to each suggestion and adding a more efficient filtering algorithm (e.g.

a RAG, Retrieval-Augmented Generation);
« Emphasize more (e.g. using bold text) the searched keyword in each shown guideline.

By further testing POLARIS, I am sure I will identify new gaps that, once filled, will refine the
framework.

Another important research stream regards the possibility of merging POSD and POLARIS
in a unique framework, able to push the development of security- and privacy-oriented traditional
and Al-enabled systems. Thanks to the modularity and extensibility of POLARIS, it could
be very easy to integrate the entire PKB into POLARIS and its interface; to implement a
simple filtering system similar to the current one, I could experiment with adopt two different

approaches:
« Create a new page, similar to the current one named "Tools", with a different set of filters;
o Add a new set of filters in the current page named "Tools", specifically adapted for

traditional software systems; an example is shown in Fig. 5.1.

Figure 5.1: Example of a new set of filters useful to integrate PKB into POSD.

PRINCIPLES
Traditional systems Al-based systems
@ y © y:
(&) PRIVACY (%) sECURITY

By conducting various experiments on real-world projects, I will be able to discover which

approach is better for the users.
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