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Vision Transformers (ViTs) denote a family of attention-based deep learning techniques that have recently
achieved amazing results in various problems related to the field of computer vision. In this paper, we explore
the use of ViTs in problems of cyber-threat detection related to malware and network intrusion detection.
In particular, we propose VINCENT, that is a novel deep neural method, which resorts to a color imagery
representation of cyber-data by encoding related cyber-data features into neighboring color pixels. ViTs are
trained from cyber-data images as teacher models, to extract explainable imagery signatures of cyber-data
classes. This knowledge is extracted by leveraging the self-attention mechanism to give paired attention values
between pairs of imagery patches. The signature knowledge, extracted through the ViT teacher, is, finally,
used to train a smaller neural student model according to the knowledge distillation theory. Experiments with
various benchmark cybersecurity datasets assess the accuracy of the student model VINCENT also compared
to that of several state-of-the-art methods. In addition, it shows that VINCENT can obtain insights from
explanations recovered through the self-attention mechanism of the ViT teacher.

1. Introduction underlying assumptions and reasoning. Deep neural models are com-

monly learned as opaque models that are implicitly represented in the

Cyber-threat detection is the practice of exploring security ecosys-
tems, to detect cyber-threats that may compromise the security of
systems or networks. Modern cybersecurity systems must recognize an
increasing number of cyber-threats quickly and accurately to prevent
attackers from having enough time to root around in sensitive data or
services.

In the last decade, the predominance of deep learning in classi-
fication modeling has fostered the development of a generation of
cybersecurity systems that use neural cyber-threat intelligence to gain
accuracy in cyber-threat detection. Following this mainstream, sev-
eral accurate deep neural networks, e.g., DNNs (Jullian et al., 2023),
LSTMs (Aydin et al., 2022), CNNs (Andresini et al., 2022), GANs (Ra-
bieinejad et al., 2023) and Autoencoders (Andresini et al., 2021a;
Srikanth Yadav and Kalpana, 2022), have been recently used in various
cybersecurity problems.

Although the priority of cybersecurity systems today is still to
perform accurate detection and classification of cyber-threats, over the
last few years explainability of deep neural models has emerged as a
very active research field. In general, the explainability of classification
models refers partially to how easily humans may comprehend their

form of a huge number of numerical weights. However, explaining the
effect of certain data features on cyber-threat predictions can contribute
to allowing cybersecurity systems to benefit better from the trust of
security stakeholders.

Vision Transformers (ViTs) (Dosovitskiy et al., 2021) are a recent
family of deep learning techniques oriented towards the design of
explainable deep neural models for imagery data. Over the last few
years, ViTs have gained accuracy in several computer vision problems
by taking advantage of self-attention mechanisms, to learn relationships
between position-embedded patches of imagery data. In particular,
the self-attention mechanism realizes an adaptive input selection that
allows ViTs to focus better on the most relevant imagery informa-
tion. In addition, this mechanism facilitates the achievement of the
explainability of the deep neural model.

The present study is based on the results recently achieved by An-
dresini et al. (2022), with deep neural models trained for multi-class
classification of images converted from flow features of network traffic
data. Imagery representations of malware data have been recently
adopted also in Seneviratne et al. (2022) and Sharma et al. (2023).
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Therefore, by leveraging an imagery representation of cyber-data, we
propose a new cyber-threat detection method, named VINCENT(ViT-
based distillationN for CybEr-Threat detectionN), which trains a ViT
on images of cyber-data, to discriminate benign data from multiple
categories of cyber-threat data. Hence, one of the contributions of
this study is the evaluation of the effectiveness of ViTs for detecting
cyber-threats. For this purpose, we adopt the imagery representation
technique described by Andresini et al. (2022), which can be used with
any feature vector representation of cyber-data. However, we introduce
a color encoding in place of the grayscale one adopted in the previous
study. The self-attention mechanism of ViTs produces explanations
that capture the effect of cyber-data features associated with imagery
patches on the reasoning of classification models, disentangling benign
data from multiple categories of malicious data.

Another contribution of this study is the distillation of the explana-
tion information produced through ViTs into less complex, Convolution
Neural Network (CNN) models trained to generalize in the same way.
This is done according to Knowledge Distillation (KD) (Hinton et al.,
2015), that is a learning strategy to allow a tiny, deep neural model
(student network) to mimic a large, deep neural model (teacher net-
work), in order to generalize better on data by possibly mitigating
overfitting. In this study, the distilled knowledge of the teacher network
is transferred to the student network using the same training set. The
KD process is performed through a loss function with the optimization
target of matching the class-wise probability distribution of the stu-
dent network to the probability distribution calculated by the teacher.
Specifically, we use KD to transfer the explanation information distilled
from large ViT teachers to tiny, CNN students.

To the best of our knowledge, there are a few studies that explore
KD in cybersecurity (Xia et al., 2022; Wang et al.,, 2022) or train
ViTs for cyber-threat detection problems (Ho et al., 2022; Seneviratne
et al., 2022). However, this is the first study that formulates a KD
strategy to transfer explanation knowledge, distilled through the self-
attention mechanisms of ViTs, by training simple, CNN students that
are, notably, more accurate than teachers. Our argument is mainly
supported by experiments performed in four benchmark cybersecurity
datasets regarding both malware detection problems (Maldroid20 and
MalMem22) and network intrusion detection problems (NSL-KDD and
UNSW-NB15). The results of these experiments show that the KD deep
neural model trained through VINCENT, gains accuracy compared to
both the teacher model and the student model, trained without the
use of the KD strategy, as well as the KD deep neural model, trained
to neglect the explanation information in the distillation process. In
addition, VINCENT gains accuracy compared to several state-of-the-art
competitors, experimented on the same data, by obtaining insights from
explanations recovered through the self-attention mechanism of the ViT
teacher.

In short, the contributions provided by this paper are as follows.

» A novel cyber-threat detection method that adopts an imagery
representation of cyber-data and trains ViTs for cyber-threat de-
tection, to learn relationships between multiple patches of cyber-
data features and incorporate explainability directly into the clas-
sification model.

A KD strategy that transfers explanation information distilled
from large ViTs to tiny CNNs by achieving accurate models to
be deployed for the predicting stage.

The exploration of explanations produced through the ViT self-
attention mechanism, which discloses the effect of the cyber-data
features on the signatures of the malicious families detected.

An extensive experimentation that shows the effectiveness of the
proposed method in the multi-class scenario of four, benchmark
cybersecurity datasets.

The remainder of this paper is organized as follows. Section 2 pro-
vides an overview of recent advances in the cybersecurity literature in
XAI and KD. The proposed VINCENT method is described in Section 3.
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The experimental setup is illustrated in Section 4. The results of the
evaluation of the proposed method are discussed in Section 5 and
Section 6 regarding accuracy and explainability, respectively. Finally,
Section 7 recalls the purpose of our research, draws conclusions, and
illustrates future research directions.

2. Related work

This study describes a cyber-treat detection method that activates
the KD strategy by transferring explanation information, distilled
through ViT teachers to CNN, students. The literature overview is
organized on two fronts. On one hand, we focus on recent studies using
eXplainable Artificial Intelligence (XAI) with deep learning in the realm
of cybersecurity. On the other hand, we overview preliminary attempts
to use KD strategies in cybersecurity.

Regarding the XAI literature, for a few years, several studies on
cybersecurity have explored the use of existing, post-hoc, XAl tech-
niques, to measure which cyber-data features mainly influence the
prediction of malicious network traffic (Wang et al., 2020; Andresini
et al.,, 2021d; Keshk et al., 2023) or to use explanations to improve
the accuracy of opaque deep neural models (Caforio et al., 2021). Post-
hoc explainers (e.g., SHAP or DALEX) are model-agnostic. They can be
used independently of the model. So, they do not have any effect on
the model training.

On the other hand, a few recent studies have started focusing on
intrinsic explainable deep neural models, e.g., deep neural models
trained with attention mechanisms. One of the seminal studies in this
direction is performed by Liu et al. (2020), who describe a Bidirectional
Gated Recurrent Unit network with hierarchical attention trained for
the binary classification of network traffic data. Zhao et al. (2022) illus-
trate a Temporal CNN with the attention mechanism, while Tang et al.
(2020) propose a Stacked Autoencoder with an attention mechanism.
Both these studies use the attention mechanism to gain accuracy in
multi-class classification of network traffic data. Andresini et al. (2022)
have recently described a CNN model with attention for accurate,
explainable multi-class classification of network traffic data. The study
adopts an imagery representation of network traffic data and explores
the beneficial effects of the attention mechanism on both the accuracy
and explainability of the decisions yielded by the method.

The use of an imagery representation of cyber-data paves the way
for applying recent, explainable computer vision techniques also in cy-
bersecurity problems. Since their emergence (Dosovitskiy et al., 2021),
ViTs have rapidly dominated recent years of research and practice in
computer vision. A survey (Han et al., 2023) reviews ViT models by
categorizing them into different computer vision tasks and analyzing
their advantages and disadvantages. Pasquadibisceglie et al. (2023)
investigate the use of ViTs coupled with adversarial training to gain
accuracy in next activity prediction problems. Both Ho et al. (2022)
and Seneviratne et al. (2022) use ViTs in problems of network intrusion
detection and malware classification, respectively. However, Ho et al.
(2022) force the balanced condition in data. Seneviratne et al. (2022)
adopt an imagery encoding that can be used with bytecode obtained
from the Android APK only.

Regarding the KD literature, a few recent studies have explored
KD in cybersecurity. One of the studies in this direction is authored
by Wang et al. (2022) who describe a KD model based on Triplet CNN
for network intrusion detection in industrial cyber—physical systems.
The Triplet CNN is chosen to reduce the distance between the teacher
and the student model outputs. Xia et al. (2022) describe a KD strategy
with an intermediate loss for Android malware detection via a multi-
layer perceptron. Their study shows that a student network can learn
more hint knowledge from the intermediate layers of the teacher
network in the process of transferring knowledge.

In conclusion, over the last few years, recent advances in com-
puter vision have also been made in cybersecurity. ViTs, which are
dominating computer vision research today, have recently made their
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Fig. 1. Schema of VINCENT.

appearance in a few studies on cybersecurity. However, to the best
of our knowledge, no studies in or outside the cybersecurity field
explore the use of ViTs as a springboard for KD. On the other hand,
the KD strategy, which is widely explored in vision recognition, natural
language processing and speech recognition (see Gou et al. (2021) for
a recent survey), is marginally explored in cyber-threat detection issues
and never in connection with ViTs.

3. ViT-based distillation

Let us consider a dataset D = {(x;,y;)}~, of N training samples.
Every x € R? denotes a d-dimensional numeric vector, that records the
features of cyber-data traces (e.g., the number of transmitted packets
in network traffic flow traces and the number of api calls in Android
applications). Every y € {1,..., K} represents the class with K distinct
categories to indicate: benign cyber-data traces and various categories
of malicious activities, depending on those historically detected and
labeled. VINCENT resorts to a KD approach to train a deep neural
model M,:RY — {1,...,K} composed of a teacher model T, and a
student model S,, where T, is a ViT, while S, is a CNN. Initially,
VINCENT takes D as input and transforms each labeled sample (x;, y;) €
D into a labeled, color image (I, y;) € 1. Subsequently, it uses 7 to pre-
train 7,. The explanation knowledge, distilled through the self-attention
blocks of the pre-trained T, is used to train S,. The KD strategy allows
S, to mimic T, by minimizing the Kullback-Leibler (KL) divergence
loss between the softened probability distributions of both T, and .S,
with the temperature scaling hyperparameter z. VINCENT’s method is
schematized in Fig. 1.

3.1. Color imagery encoding

The color imagery encoding step is performed to transform the
numeric vector x; of each training sample (x;,y;) € D into a square
color image I, € N3 g0 that (I;,y;) can be added to the imagery
dataset 7. The imagery transformation is done by assigning each feature
of x; to a three-channel pixel frame of I,. Sample features are assigned
to neighboring pixels in the image, depending on their correlation,
and are not simply stacked in an arbitrary order. A description of
how feature-pixel assignment is performed is given in Andresini et al.
(2021c¢).

Each numeric feature value x is converted into a three-channel pixel
by resorting to the RGB-like encoding function adopted in Pasquadibis-
ceglie et al. (2020). First, x is scaled into the range [0,2%* — 1]. Then
the scaled value is considered as the value of a single 24-bit pixel with
the first eight bits mapped into the Red band, the intermediate eight
bits mapped into the Green band and the last eight bits mapped into
the Blue band.

3.2. ViT architecture

A VIiT architecture is considered to pre-train a teacher model Tj,.
The ViT model follows the original Transformer architecture designed
for NLP by Dosovitskiy et al. (2021). As the Transformer takes one-
dimensional sequences of two-dimensional word embeddings as in-
put (Vaswani et al., 2017), a flattening operator is adopted to transform
a three-dimensional color image into a sequence of two-dimensional
patches. Let ¢: N™mx3 , Nm(”3) be the flattening operator, where
mx m is the resolution of the original images and p X p is the resolution
of each imagery patch, so that n = = is the number of imagery
patches per image. Let us consider a three-dimensional color image
I, € N™™3 (L) = p; ,p;,, ..., p;, With each imagery patch p;, having
size p? - 3. The Transformer uses a constant latent vector E € R®* XD,
through all its layers, to map flattened patches extracted through ¢
to D dimensions with a trainable linear projection. The output of
this projection corresponds to the patch embedding. A learnable class
embedding, denoted as class, is placed before the patch embeddings.
The value of the class token represents the classification output y.
Finally, the patch embeddings are augmented with one-dimensional
positional embeddings E,,, € R“"*'*P, These positional embeddings
inject positional information into the input. The output of the described

transformation is defined as follows:
zg = [class;p; E;p, E;...;p; E;]+E, (€D)]

where z, feeds the Transformer encoder architecture defined by
Vaswani et al. (2017). The encoder consists of a stack of L identical
blocks alternating multi-headed self-attention and MLP blocks. These
blocks compute the outputs:

7/, = msa(LN(z;_,)) + z;_y, @
. = mIp(LN( ) +7',, ©

N
Il

where i = 1,...,L — 1, msa(s) is the multi-headed self-attention block,
mip(s) is the MLP block and LN(s) is the Layernorm that is applied
before every block. Finally, the value class of the Lth block of the
encoder output feeds into an MLP classification head with one hidden
layer and GELU non-linearity. A self-attention block is computed as
a weighted sum of all values v in the sequence z; by using two
linear transformations of the input, namely queries (q) and keys (k),
respectively. Both q and k generate input transformations with the same
length w. Specifically, a self-attention block is computed as:

sa(z';) = sof tmax(qk;" /\/w)v,. ©)]

Eq. (2) is computed as the concatenation of multiple sa(s) run in
parallel.
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Fig. 2. The imagery representation I of a DoS sample recorded in the dataset NSL-KDD (Fig. 2(a)), the attention map M of the decision of the ViT on this sample (Fig. 2(b)) and

the attention-based imagery representation arfI of the DoS sample (Fig. 2(c)).

Once the parameters of the ViT model have been pre-trained on
1, the attention roll-out method (Abnar and Zuidema, 2020) is used
to extract the maps of attention of ViT decisions on training images.
For each imagery sample I; € I, the roll-out method computes the
map of attention M; € R™" from the output token to the input space
of a sample, by averaging the attention weights of the ViT model
across all heads and then recursively multiplying the weight matrices
of all layers. This accounts for the mixing of attention across patches
through all layers. As reported by Dosovitskiy et al. (2021), a map
of attention extracted through the roll-out method is a matrix of the
attention weights calculated between each patch in the image and all
the other patches. Weights are scaled between 0 and 1. A map of
attention can be visualized as a grid of heatmaps, where each heatmap
represents the attention weights between a given patch and all the other
patches. The brighter the color of a pixel in the heatmap, the greater
the attention weight between the corresponding patches. According to
the description of Li et al. (2022), the following multiplication is finally
computed:

attl; =M, - I, %)

to obtain a new square color image (i.e., atfl; € N™"*3) that explains
which parts of I, are the most important for the classification task at
hand. Let artT denote the collection of attention-based representations
of images collected in 7. Fig. 2(a) shows an example of the imagery
representation of a sample belonging to the DoS category in dataset
NSL-KDD that was used in the experimental study. Fig. 2(b) shows
the attention map of the decision of the ViT that sees this sample in
the DoS class. Fig. 2(c) shows the attention-based imagery representa-
tion of the DoS sample obtained by multiplying the original imagery
representation and the attention map according to Eq. (5).

3.3. KD architecture

The teacher model 7, of the KD architecture of VINCENT is the ViT
pre-trained by Z. As described by Hinton et al. (2015), this teacher
model is pre-trained and its weights are frozen in the KD training
phase. The student model S, is a CNN. Let j;, denote the output
predictions computed with T, using the labeled color images set (I, y) €
7, obtained as described in Section 3.1 as input. .S, is trained with the
labeled attention-based images (atfl, y) € att1, computed as defined in
Section 3.2, as input. Let jg, denote the predictions determined with
Sy. The KD loss is learned to minimize:

Lkp = Lce(s,» ») + ALk, Or,» Is,)» (6)

where 1 is an input parameter used to balance the two terms. The term
Lce(s,»») = Ei’il y;log 9, refers to the standard cross-entropy loss.
The term LKL(J?TO, y 50) refers to the Kullback-Leibler (KL) divergence,

computed between the outputs of both 7, and .S, to distill the attention-
based knowledge from the ViT teacher to the CNN student. Formally,
the KL divergence is computed as follows:

b, 9
Liw Gy Bs,) = KLO(—2), 0(—2 )22, @)

where ¢ is the softmax activation function and z is a user-defined
parameter, called temperature, introduced to generate soft labels from
both j7, and yg,. The higher the value of 7, the softer the probability
distribution computed over the classes (Hinton et al., 2015).

4. Experimental set-up

In this section we describe the datasets used to evaluate the perfor-
mance of VINCENT and the implementation details.

4.1. Dataset description

We considered four datasets to evaluate the performance of VIN-
CENT: CICMalDroid20 (Mahdavifar et al., 2022)," CICMalMem22 (Car-
rier et al.,, 2022),> NSL-KDD (Tavallaee et al., 2009)° and UNSW-
NB15 (Moustafa and Slay, 2015).* The four datasets contain a feature-
vector representation of multi-class data traces, collected in various
cybersecurity applications. CICMalDroid20 contains Android apps col-
lected from several sources s (e.g., VirusTotal service and Contagio
security blog). CICMalMem?22 contains memory dumps of several fam-
ilies of both obfuscated malware and benign software. NSL-KDD and
UNSW-NB15 collect network flow traces. In addition, both NSL-KDD
and UNSW-NB15 contain several rare attacks (e.g., U2R and R2L in
NSL-KDD, Analysis, Backdoor, Shellcode and Worms in UNSW-NB15).
Each dataset was divided into a training set and a testing set. For
each dataset, we used the training set to learn a classification model,
and the testing set to measure the accuracy performance of the clas-
sification model learned from the training samples. For the experi-
ments with NSL-KDD, we adopted the data setting that includes KD-
DTrain+20Percent as the training set and KDDTest+ as the testing
set (Tavallaee et al., 2009). For the experiments with UNSW-NB15
we used the training set and testing set described by Moustafa and
Slay (2015). For the experiments with both CICMalDroid20 and CI-
CMalMem22, we used a stratified division of the original datasets in
the training sets (70%) and the testing sets (30%). Table 1 reports
a description of these datasets (i.e., number of features, number of
samples collected for each class in both the training and the testing
set).

https://www.unb.ca/cic/datasets/maldroid-2020.html.
https://www.unb.ca/cic/datasets/malmem-2022.html.
https://www.unb.ca/cic/datasets/nsl.html.
https://research.unsw.edu.au/projects/unsw-nb15-dataset.

N


https://www.unb.ca/cic/datasets/maldroid-2020.html
https://www.unb.ca/cic/datasets/malmem-2022.html
https://www.unb.ca/cic/datasets/nsl.html
https://research.unsw.edu.au/projects/unsw-nb15-dataset
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Dataset description: number of features (#A), number of samples (#N) and number of samples per class in

both the training set and testing set.

Dataset #A Split

#Samples per Class

Train

CICMalDroid20 41

Benign (1256), Adware (877),
Banking (1470), SMS (2733),
Riskware (877)

Test

Benign (539), Adware (376),
Banking (630), SMS (1171),
Riskware (764)

Train
CICMalMem22 56

46876

Benign (23438), Ransomware (7832),
Spyware (8016), Trojan (7590)

Test

11720

Benign (5860), Ransomware (1959),
Spyware (2004), Trojan (1897)

Train

125973

Benign (67343), DoS (45927),
Probe (11656), R2L (995), U2R (52)

NSL-KDD 41
Test

Benign (9711), DoS (7458),

22544 Probe (2421), R2L (2754),

U2R (200)

Train

UNSW-NB15 41

175341

Benign (56000), Analysis (2000),
DoS (12264), Backdoor (1746),
Exploits (33393), Fuzzers (18184),
Generic (40000),

Reconnaissance (10491),
Shellcode (1133), Worms (130)

Test

82332

Benign (37000), Analysis (677),
DoS (4089), Backdoor (583),
Exploits (11132), Fuzzers (6062),
Generic (18871),

Reconnaissance (3496),
Shellcode (378), Worms (44)

4.2. Implementation details

VINCENT was developed in Python 3, using the high-level neural
network API Keras 2.4, with TensorFlow as back-end.®

In the pre-processing phase, categorical input features were mapped
into numerical features, using the one-hot-encoder strategy, while nu-
merical features were scaled in the range [0,1], using the min-max
scaler. In the imagery encoding phase, the imagery size was automati-
cally set equal to the smallest even integer greater than (or equal to) the
square root of the number of features produced in the pre-processing
phase.

For each dataset, the hyper-parameters of deep neural network
architectures were optimized using the tree-structured Parzen estimator
algorithm as implemented in the Hyperopt library (Bergstra et al.,
2013). In particular, the hyper-parameter optimization was performed
using a random stratified split of 20% of the entire training as a
validation set, sampled according to the Pareto principle. The hyper-
parameter configuration that achieved the lowest validation loss was
automatically selected. The hyper-parameter search space adopted in
this study is reported in Table 2.

The ViT encoder was defined with four blocks (that alternated
multi-head self-attention and MLP). A Normalization layer was used
to normalize each sample in the batch, to bring the activation mean
close to zero and the activation standard deviation close to one. Fi-
nally, a Fully Connected layer was defined with softmax as the final
classification.

The CNN was implemented according to description given in An-
dresini et al. (2021c). It was defined with three Convolutional lay-
ers, two Dropout layers, two hidden Fully-Connected layers and one
Fully-Connected layer with the softmax function as the classification
layer.

The ReLu activation function was used on all hidden layers of both
ViT and CNN architectures. The deep neural models were trained with

5 https://github.com/Kyanji/VINCENT

Table 2
Hyper-parameter search space for VINCENT.

Values

{2¢, 27, 2%, 2%}
[0.0001, 0.001]

Hyper-parameter

Mini-batch size
Learning rate

Dropout rate [0, 1]
! [0, 1]
T {2,3,4,5,6,7,8,9, 10}

mini-batches by back-propagation. The gradient-based optimization
was performed using Adam’s update rule. Furthermore, the maximum
number of epochs was set equal to 150, and an early stopping approach
based on the lowest loss on the validation set was used, to retain the
best models.

5. Accuracy performance analysis

In this section, we illustrate the results of the analysis performed
to evaluate the accuracy performance of VINCENT. First, we present
the results of the sensitivity study conducted to explore the effect of
the patch size on the accuracy performance of VINCENT (Section 5.1).
Then, we describe the ablation study performed to analyze the effect
of the various learning components of VINCENT (Section 5.2). Finally,
we compare VINCENT to other state-of-the-art methods defined for
cyber-threat detection (Section 5.3).

For each method, we computed standard classification metrics to
measure the accuracy performance of the classifications produced
on the testing samples. In particular, we measured: the average F1
score per class type (Macro-F1), the weighted F1 score per class type
(Weighted-F1) and the overall accuracy (OA).

5.1. Patch size sensitivity analysis
We performed a sensitivity analysis to explore how the accuracy

performance of VINCENT can be influenced by the set-up of patch size
p. Table 3 collects the Macro-F1, Weighted-F1 and OA of VINCENT
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Table 3
Macro-F1, Weighted-F1 and OA of VINCENT with patch size p = 2 and p = 4,
respectively. The best results are in bold.
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Table 4
Macro-F1, Weighted-F1 and OA of both VINCENT and its baseline configurations:
CNN, ViT, ViT+KL and CNN+KD. The best results are in bold.

Dataset Patch size Macro-F1 Weighted-F1 OA Dataset Architecture Macro-F1 Weighted-F1 OA
. 2 0.841 0.871 0.872 CNN 0.696 0.738 0.740
CICMalDroid20 4 0.848 0.874 0.875 CICMalDroid20 ViT 0.701 0.748 0.757
ViT+KD 0.733 0.773 0.780
CICMalMem22 i 8_’;3: 2:2335 g_’:j: CNN+KD 0.741 0.777 0.783
VINCENT 0.841 0.871 0.872
NSL-KDD i g_'gg: g::ll 3 3_‘22219 CNN 0.531 0.685 0.702
CICMalMem22 ViT 0.501 0.664 0.685
UNSW-NB15 2 0.474 0.781 0.784 ViT+KD 0.712 0.808 0.808
4 0.439 0.775 0.774 CNN+KD 0.696 0.797 0.797
VINCENT 0.739 0.825 0.826
CNN 0.488 0.716 0.767
NSL-KDD ViT 0.495 0.723 0.760
run with both p = 2 and p = 4. The results show that training the ViT ViT+KD 0.542 0.743 0.771
teacher by accounting for finer-grained imagery patches (i.e., p = 2) CNN+KD 0.549 0.744 0.768
allows VINCENT to gain accuracy. The only exception occurs in CI- VINCENT 0.669 0.818 0.829
CMalDroid20, although, in this dataset, the difference between the ac- CNN 0.325 0.677 0.650
curacy performance obtained by VINCENTwith p = 2 and the accuracy UNSW-NB15 ViT 0.331 0.686 0.677
obtained with p = 4 is negligible (0.841 vs. 0.848 for Macro-F1, 0.871 ViT+KD 0.478 0.770 0.765
vs. 0.874 for Weighted-F1 and 0.872 vs. 0.875 for OA). In any case, as CNN+KD 0.387 0.746 0.741
VINCENT 0.474 0.781 0.784

CICMalDroid20 is the more balanced dataset of this study,® we delved
deeper into the analysis of a possible relationship between the patch
size set-up and the balanced condition of the problem. To this pur-
pose, we considered a balanced version of the CICMalMem?22, named
CICMalMem22-Balanced, that was obtained by down-sampling samples
in the majority class (i.e., Benign) to the size of the runner-up class
(i.e., Spyware). Specifically, the training set of CICMalMem22-Balanced
includes 8016 samples in class “Benign”, 7832 samples in class ‘“Ran-
somware”, 8016 samples in class “Spyware” and 7590 samples in class
“Trojan”. The testing set of CICMalMem22-Balanced includes 2004
samples in class “Benign”, 1959 samples in class “Ransomware”, 2004
samples in class “Spyware” and 1897 samples in class “Trojan”. We
decided to consider this dataset for this balancing operation since it
does not contain minority classes present with very few examples in
the original dataset. So, it allows us to build a balanced dataset without
creating synthetic artificial samples but keeping enough samples for
both the training and testing stages.

The accuracy performance results achieved by running VINCENT,
with both p =2 and p = 4, on CICMalMem22-Balanced are reported in
Fig. 3. These results support the intuition that VINCENT run with p =4
can gain accuracy compared to VINCENT run with p = 2 in the presence
of balanced data. Although data imbalance is a common issue in
cybersecurity problems (Pawlicki et al., 2020), these additional results
support the thesis that larger patch sizes may be preferable to smaller
ones in the presence of balanced data. Our intuition is that finer-grained
patches can somehow facilitate the disentanglement of minority classes
from majority classes by taking advantage of the better separation of
groups of uncorrelated pixels in different patches. On the other hand,
finer-grained patches can somehow lead the decision model to lose its
generalization ability in the presence of approximately balanced data.
This preliminary achievement paves the way for further investigations
in this direction, suggesting that more sophisticated mechanisms should
be incorporated into the approach to allow the automatic selection of
p according to the characteristics of the source dataset.

Finally, according to the results reported in Table 3, we can observe
that VINCENT run with p = 2 achieves a remarkable gain in accuracy
compared to VINCENT run with p = 4 in CICMalMem22, NSL-KDD and
UNSW-NB15. On the other hand, VINCENT, run with p = 2, shows
a negligible loss of accuracy in CICMaldroid22. For example, Macro-
F1 is up a full 3 percentage of points with p = 2 in CICMalMem22,
NSL-KDD and UNSW-NB15, and down just 0.7 percentage of points
in CICMalDroid20. Based on this analysis, we decided to consider
VINCENT run with p =2 in the rest of this evaluation study.

6 We would thank one of the anonymous reviewers of this paper for this
intuition.

5.2. Ablation study

The ablation study of VINCENT was performed by evaluating the
accuracy performance of three deep neural architectures identified as
baselines of VINCENT. These baselines were defined as follows:

» CNN, that was obtained by discarding the KD strategy and using a
CNN architecture, trained on the original imagery representation
of the cyber-data, as the classification model.

ViT, that was obtained by discarding the KD strategy and using
the ViT architecture, trained on the original imagery representa-
tion of the cyber-data, as the classification model.

ViT+KD, that was obtained by keeping the KD strategy but com-
pleting the training of the CNN student without accounting for
the attention information that can be extracted through the ViT
teacher. Notably, this configuration trained the ViT teacher and
the CNN student as defined in VINCENT. However, in VINCENT,
the ViT teacher was trained on the original images of the training
samples, while the student was trained on the original images
multiplied by the attention values extracted for the same im-
ages through the ViT teacher. Instead, in ViT+KD, both the ViT
teacher and the CNN student were trained on the original imagery
representation of the training samples.

CNN+KD, that was obtained by keeping the KD strategy but
replacing the ViT architecture of the teacher branch of VIN-
CENTwith a simpler CNN architecture. Specifically, the teacher
branch of CNN+KD used a CNN architecture with the same layer
structure of the CNN used in the student branch. However, as the
configuration CNN+KD realized the same distillation pipeline for-
mulated for VINCENT, it also trained the student on the original
images appropriately multiplied by the attention values produced
by the teacher. To obtain these attention values through a CNN
teacher, we integrated a pixel-attention layer followed by an av-
erage layer after the last convolutional layer of the CNN teacher.
This was done according to the implementation illustrated by An-
dresini et al. (2022). The output of the average layer was then used
as the map of attention multiplied by the original imagery rep-
resentation to obtain the attention-based imagery representation
used as input of the student model in the distillation strategy.

Table 4 collects the results of Macro-F1, Weighted-F1 and OA
of CNN, ViT, CNN+KD, ViT+KD and VINCENT. The results show
that VINCENT takes advantage of all the learning components of the
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Fig. 3. Macro-F1, Weighted-F1 and OA achieved by VINCENT run with patch size p =2 and p =4 in CICMalMem22-Balanced.

proposed KD architecture producing more accurate classifications than
all its baselines. In fact, VINCENT achieves a significant gain in all
the accuracy metrics, compared to the baselines CNN and ViT, that
discard the KD strategy. In addition, VINCENT also outperforms both
ViT+KD and CNN+KD that integrate a KD strategy in their pipeline. In
particular, the ViT+KD configuration is the runner-up approach of this
experimental study for both CICMalMem22, NSL-KDD and UNSW-NB15
datasets. The only exception is achieved by CICMaldroid20, where the
runner-up approach is the CNN+KD configuration. These results show
that the KD architecture proposed by VINCENT can take advantage of
the use of the ViT architecture to train a teacher model, as well as
the consideration of the attention information that can be produced
through the ViT teacher, to obtain a better representation of the input
images for the distillation of the CNN student. On the other hand,
VINCENT suffers from a negligible loss of Macro-F1 only in UNSW-
NB15, although it achieves higher Weighted-F1 and OA than KD+ViT
also in UNSW-NBI15.

Fig. 4 reports the F1 score computed for each class in the four
datasets of this study. These detailed results show that VINCENT
generally performs better than CNN, ViT, ViT+KD and CNN+KD in
disentangling the samples of different class types in all the multi-
class problems of this study. In particular, VINCENT outperforms its
baselines also in predicting rare classes of both NSL-KDD (i.e., R2L
and U2R) and UNSW-NB15 (i.e., Backdoor and Shellcode). However,
a few exceptions are observed with DoS and Worms classes in UNSW-
NB15, that is the dataset with the anomaly in the Macro-F1 score
measured for VINCENT. The class of DoS intrusions is one of the most
difficult classes to recognize in UNSW-NB15. In fact, no method of this
ablation study can recognize DoS intrusions by achieving a score of
F1 greater than 0.2. VINCENT performs worse than both CNN and
ViT+KD in this class. Similarly, VINCENT performs worse than ViT+KD
in the rare class of Worms, although it outperforms both CNN, ViT and
CNN+KD in the correct classification of Worms. Finally, we note that
VINCENT does not gain any accuracy in the recognition of the rare
class Analysis of UNSW-NB15. However, in this case, no method of the
ablation study can correctly recognize any Analysis intrusion. Finally,
based on this analysis, we can explain the fact that the macro-F1
score of VINCENT is slightly lower than the macro-F1 score of ViT+KD
in UNSW-NB15. Although VINCENT outperforms (or performs equally
to) ViT+KD in several majority classes (i.e., Benign, Exploits, Fuzzers
and Generic) and rare classes (i.e., Reconnaissance and Shellcode) of
UNSW-NB15, it performs worse than ViT+KD in a few rare classes
(i.e., DoS, Analysis and Worms). This causes a decrease of the Macro-
F1 score since all the classes equally contribute to the measurement of
Macro-F1. However, there is an increase of both Weighted-F1 and OA
since the accuracy performance of rare classes contributes less than the
accuracy performance of majority classes to the measurement of both
Weighted-F1 and OA.

Table 5
Macro-F1, Weighted-F1 and OA of VINCENT and several competitors reported in the
recent literature. “~” denotes that the code was not publicly available to reproduce

results and no value is reported in the reference paper for the corresponding metric.
The best results are in bold.

Dataset Algorithm Macro-F1 Weighted-F1 OA
VINCENT 0.841 0.871 0.872
CICMalDroid20 ROULETTE 0.536 0.576 0.606
RENOIR 0.736 0.739 0.747
VINCENT 0.739 0.825 0.826
CICMalMem22 ROULETTE 0.480 0.647 0.682
RENOIR 0.483 0.637 0.631
VINCENT 0.669 0.818 0.829
ROULETTE 0.613 0.790 0.815
RENOIR 0.584 0.733 0.778
NSL-KDD SAE-DNN - - 0.821
MCNN-DFS - - 0.814
DNN+SHAP - - 0.803
ID-GAN - - 0.828
VINCENT 0.474 0.781 0.784
ROULETTE 0.423 0.767 0.763
UNSW-NB15 RENOIR 0.201 0.590 0.537
MCNN-DFS - - 0.685
TCN-Attention - - 0.724

5.3. Competitor analysis

We compare the accuracy performance of VINCENT to that of
several, multi-class, cyber-threat detection methods reported in the
recent literature. The selected competitors differ in the deep neural
network architecture tested. We considered:

ROULETTE (Andresini et al., 2022), which combined CNN and
Attention.

RENOIR (Andresini et al., 2021b), which combined Autoencoder
and Triplet Network.

SAE-DNN (Tang et al., 2020), which combined Autoencoder and
MLP.

MCNN-DFS (Al-Turaiki and Altwaijry, 2021), which combined
Feature Engineering and CNN.

DNN+SHAP (Wang et al., 2020), which combined DNN and
SHAP Explainer.

ID-GAN (Yin et al., 2020), which combined GAN and MLP.
TCN-Attention (Zhao et al., 2022), which combined CNN and
Attention.
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Fig. 4. F1 score, computed for each class, of CNN, ViT, ViT+KD, CNN+KD and VINCENT.

The code of ROULETTE’ and RENOIR® are publicly available. So
both these methods were run on all datasets to collect Macro-F1,
Weighted-F1 and OA metrics. The code of the remaining competitors
is not publicly available for performing the experiments. Therefore, the
accuracy performance results of these competitors are taken from the
reference papers for the datasets where the methods are evaluated by
their authors. However, the comparison is safe as all methods were
tested on the multi-class problem of the same training and testing
sets described in Section 4.1. The methods that integrate the attention
mechanism (Tang et al., 2020; Zhao et al., 2022; Andresini et al.,
2022) are the closest to VINCENT. The method proposed by Wang
et al. (2020) also adopts an explanation mechanism. However, it uses a
post-hoc explainer that explains decisions with no effect on the overall
accuracy of decisions.

7 https://github.com/gsndr/ROULETTE.
8 https://github.com/gsndr/RENOIR.

Table 5 reports the Macro-F1, Weighted-F1 and OA of the com-
pared methods. The results show that VINCENT outperforms its com-
petitors. Notably, the closest OA is achieved with ID-GAN in NSL-KDD.
This competitor resorts to generative adversarial learning, which may
aid in gaining accuracy in unseen subcategories of intrusions which
appear in the testing set of NSL-KDD. This outcome suggests that a
future direction of this research may be the exploration of the possible
achievements of framing the KD strategy in the realm of adversarial
learning.

6. Visual signature analysis

This analysis was performed to explore the properties of visual
signatures of training samples belonging to different class types, which
are constructed by taking advantage of the explanation information
synthesized through the ViT in the proposed KD architecture. For each
dataset, and for each class, we constructed the visual signature of the
class type, by computing the pixel-wise average of the attention-based
images of the training samples belonging to the class considered. The
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Table 6

Average inertia of the visual signatures extracted by considering the imagery config-
urations: ORIGINAL and ATTENTION. The visual signatures are extracted from the
training set. The inertia of the visual signatures is computed on the samples of both
the training set and the testing set. The best results are in bold.

Dataset Training set Testing set

ORIGINAL ATTENTION ORIGINAL ATTENTION
CICMalDroid20 1695.75 1373.34 1683.77 1364.14
CICMalMem22 577.88 332.35 578.37 332.64
NSL-KDD 819.14 667.62 2954.40 2387.91
UNSW-NB15 396.83 48.33 393.18 45.15

attention-based images are the ones obtained by multiplying the maps
of attention extracted through the roll-out method after the pre-training
of the ViT architecture and the original images used to pre-train the
ViT. These visual signatures, denoted as ATTENTION, were computed
by leveraging the explanation information. On the other hand, for each
class type, we also computed the pixel-wise average of all the original
images associated with the training samples belonging to the class
considered. These visual signatures are denoted as ORIGINAL.

In this study, we measured the inertia of the visual signatures
extracted by using both ORIGINAL and ATTENTION for the distinct
class types. In particular, the inertia was measured as the squared
Euclidean distance computed for each imagery representation of a
sample to the visual signature of its ground truth class. The lower the
inertia, the greater the ability of the visual signature to reveal the
features of the signature that may foster decisions correctly produced
for either the benign behavior or the malicious behavior of the same
class type.

We measured the inertia of the visual signatures of the distinct
classes on both the training set and the testing set of each dataset.
Table 6 collects the average inertia measured on the visual signatures
computed with both ORIGINAL and ATTENTION for all class types of
the problems considered. The results show that the visual signatures
constructed with ATTENTION always achieve lower average inertia
than their counterparts constructed with ORIGINAL. This suggests
that the explanation information distilled in the KD architecture of
VINCENT actually contributes to synthesizing a better visual signature
of each class type, by facilitating the same decision process for samples
in the same class. This is an explanation of the higher accuracy achieved
by distilling the explanation information of the ViT teacher to the CNN
student in the KD architecture of VINCENT. Notably, similar values of
average inertia are computed on both the training set and the testing
set, except for NSL-KDD. This is due to the fact that the testing set
of NSL-KDD contains sub-categories of intrusions that are unseen in
the training set. This condition simulates the zero-day attack scenario
in NSL-KDD. In any case, the testing samples, recording intrusions
that were unseen during the training stage, are better described by
intrusion visual signatures, computed by accounting for the explanation
information than by intrusion visual signatures, computed by neglect-
ing the explanation information distilled in the training stage. These
considerations are also supported by the analysis of the inertia scores,
computed for each class, in the testing sets of the four datasets of this
study. These detailed results, reported in Fig. 5, show that the visual
signatures computed with ATTENTION achieve lower inertia than their
counterparts computed with ORIGINAL in all the classes.

At the end of this analysis, Figs. 6 and 7 show the visual signatures
extracted in the configuration ATTENTION on the five classes recorded
in CICMalDroid20 and NSL-KDD, respectively. In addition, Figs. 8 and 9
show the maps of the average Euclidean distance, computed pixel-wise,
between the visual signature of each class type and the visual signatures
of the remaining class types in both CICMalDroid20 and NSL-KDD. In
CICMalDroid20, the distance results show that the system call statfs64,
which is used to obtain information on the mounted file system, takes
on distant values in all five classes. This system call assumes, in fact, a
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different value in the visual signatures of the five classes. The system
call pwrite64, which writes bytes from buf to a file at an offset, takes
on distant values on the classes: Benign, Adware, SMS and Riskware,
while the fdatasync call, that is used for selective synchronization, has
a discriminating role in the classes: Adware, SMS and Riskware. This
information is coherent with the study of Ham et al. (2013) that already
identified the joint presence of system calls like statfs64, pwrite and
fdatasync as a sign of malicious Android apps. More recently, the study
of Chew et al. (2020) suggested monitoring pwrite64, to identify signs
of malicious behaviors.

In NSL-KDD, distance results show that the feature dst host count,
which counts “the number of connections having the same destination
host”, takes on distant values in all the classes. In particular, the highest
distance value in this feature (i.e., 225.157) is achieved for the DoS
class. We note that dst host count is recognized as important to identify
DoS attacks also in Andresini et al. (2022), since DoS attacks flood
a server by sending numerous service requests to make the server
unavailable. In fact, dst host count assumes a higher value in the visual
signature of the DoS class than in the visual signatures of the remaining
classes (Fig. 7). By continuing this analysis on the visual signature of
the DoS class, we note that the serror rate feature takes a high distance
value in the DoS class. This feature, which indicates “the percentage of
connections that have SYN errors”, is recognized as a relevant feature
to detect DoS attacks also in Wang et al. (2020). In particular, this
study uses the post-hoc SHAP explainer to show that high values of
serror_rate help to discriminate DoS attacks. The visual signature of the
DoS class, reported in Fig. 7(b), highlights the same pattern by showing
a high value of serror_rate. In fact, in SYN flood attacks (a subcategory
of DoS), targets are flooded with several SYN requests without ACK
response, with the aim of consuming the target resource and making
a server unavailable to legitimate traffic. By considering the visual
signature of the U2R class, we note that the feature root shell takes a
high distance value in this class. This feature, which explores if “the
root shell is obtained”, is also identified as an important feature for
recognizing U2R attacks in Andresini et al. (2022). This is expected
as a U2R attacker commonly tries to gain full access to the system
by obtaining access to a shell with administrator privilege (i.e., root
shell). Final considerations concern the service fip feature, that takes on
a distant value in the R2L class. This feature is also identified in Wang
et al. (2020) as one of the top-twenty important features, calculated
with SHAP, to detect R2L attacks. An R2L attack occurs when the
attacker is able to send packets to a machine without gaining access
to the local machine. The NSL-KDD dataset contains two subcategories
of R2L attacks, called Warez Client and Warez Master. Dey et al. (2017)
highlight that both Warez Client and Warez Master attacks exploit
vulnerabilities of the “anonymous” login FTP. The conclusions drawn
in Dey et al. (2017) are supported by the visual signature of R2L
produced in our study. In fact, is_guest login also takes on a high distance
value in the R2L class, and both service ftp and is guest login assume
higher values in the visual signature of R2L than in the visual signatures
of the remaining classes (Fig. 7).

7. Conclusion

In this paper, we present VINCENT, that is a deep neural model for
multi-class, cyber-threat detection. The proposed method leverages a
KD strategy that trains a teacher-student architecture with the knowl-
edge distilled from a complex teacher to guide the knowledge of a
tiny student. In VINCENT the teacher model consists of a ViT that
takes an imagery representation of cyber-data features as input. The
student model consists of a tiny CNN that takes an attention-based
representation of cyber-data images as input. These attention-based
images are produced from the original cyber-data images by accounting
for the attention maps learned with the ViT.

Extensive experiments were performed using four benchmark
datasets of malware applications and network flow attacks. The results
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Fig. 6. Attention-based visual signatures extracted from the training set of CICMalDroid20.

provide evidence of the effectiveness of our idea of performing the
KD strategy by accounting for the attention maps produced through
the self-attention mechanism of the ViT teacher, to generate the input
images to train the CNN student. Specifically, the results show that
the KD model trained with VINCENT gains accuracy compared to
the single models trained with either the ViT architecture or the

10

CNN architecture, separately. In addition, the model trained with
VINCENT outperforms the model trained with the traditional KD
strategy using the original imagery representation of cyber-data to
train both the teacher and the student. Finally, VINCENT outperforms
several state-of-the-art methods recently defined for cyber-threat de-
tection problems, comprising methods using attention mechanisms. On
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the other hand, the attention maps, disclosed by the ViT, generate
cyber-threat signature knowledge that discloses useful information on
features that mainly help to recognize specific threat categories.

One limitation of the proposed method is the absence of an explicit
strategy to deal with rare classes. In any case, the experimental results
proved that the idea of leveraging the attention-based representation of
imagery cyber-data helps the final model to disentangle better samples
belonging to the different threat categories and benign samples. In
particular, the F1 score computed for each class shows that VINCENT
is more accurate than its baselines in recognizing rare cyber-threats.
Another limitation of VINCENT is that it performs the learning stage
in a batch fashion, without considering that characteristics of cyber-
threats may evolve over time. For this reason, as future work, we
plan to integrate the proposed approach with a concept drift detection
mechanism to fit VINCENT into an evolving strategy that is able to
continuously update the classification model.
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