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Abstract. Current Al regulations require discarding sensitive fea-
tures (e.g., gender, race, religion) in the algorithm’s decision-making
process to prevent unfair outcomes. However, even without sensitive
features in the training set, algorithms can persist in discrimination.
Indeed, when sensitive features are omitted (fairness under unaware-
ness), they could be inferred through non-linear relations with the so-
called proxy features. In this work, we propose a way to reveal the
potential hidden bias of a machine learning model that can persist
even when sensitive features are discarded. This study shows that it
is possible to unveil whether the black-box predictor is still biased
by exploiting counterfactual reasoning. In detail, when the predictor
provides a negative classification outcome, our approach first builds
counterfactual examples for a discriminated user category to obtain
a positive outcome. Then, the same counterfactual samples feed an
external classifier (that targets a sensitive feature) that reveals if the
modifications to the user characteristics needed for a positive out-
come moved the individual to the non-discriminated group. When
this occurs, it could be a warning sign for discriminatory behavior in
the decision process. Furthermore, we leverage the deviation of coun-
terfactuals from the original sample to determine which features are
proxies of specific sensitive information. Our experiments show that,
even if the model is trained without sensitive features, it often suffers
discriminatory biases.

1 Introduction

The use of Al systems that deal with life-changing tasks is increasing
daily, raising social concerns. One of the most worrisome is the dis-
crimination of minority groups or individuals. As an example, in the
financial domain, the decision to approve or deny credit has been reg-
ulated with precise and detailed regulatory compliance requirements
(i.e., Equal Credit Opportunity Act, Federal Fair Lending Act , and
Consumer Credit Directive for EU Community).These rules aim to
prevent discrimination in human decision-making processes. How-
ever, they do not fit scenarios involving Machine Learning (ML) or,
more broadly, Artificial Intelligence (AI) systems. In the wake of the
GDPR (i.e., a regulatory oversight to protect personal information),
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the EU Commission has issued “Ethics Guidelines for Trustwor-
thy AI” and, more recently, “The Proposal for Harmonized Rule on
AI” to prevent irresponsible uses of such technology. Several studies
have shown that deploying Al systems without considering ethical
concerns might encourage discrimination, although system design-
ers train their models without discriminatory intent [9, 17, 4, 10, 11].
Moreover, omitting sensitive features to train Al models does not
guarantee the absence of biases in the outcomes [1, 37, 19]. In-
deed, there may exist proxy features, which behave as implicit sensi-
tive feature (e.g., I can infer the gender from the individual’s habits).

This study proposes an approach for detecting biased decisions
in a realistic scenario where sensitive features are omitted and an
unknown number of proxy features may be present. Our designed
pipeline is composed of three main modules. The Decision Maker
is the first module, which wraps the critical classifier to analyze,
and is trained without using the sensitive features (e.g., it decides
to grant or not a loan). The second module trains a different clas-
sifier, named Sensitive-Feature Classifier, on the same features to
predict the sensitive characteristics (e.g., it classifies if the individ-
ual involved in the previous decision is a member of the protected
or non protected group). The third module, the Counterfactual gen-
erator, calculates the minimal counterfactual samples by modifying
the values of non-sensitive features to obtain the desired outcome
on the Decision maker (e.g., loan approved). Eventually, the sensi-
tive feature predictor classifies the generated counterfactual samples
to check whether the samples do still belong to the original sensi-
tive class (e.g., gender female). If this does not occur (e.g., the new
counterfactual sample obtaining the loan is classified now as male,
opposite to the original class), the outcome predictor is biased, and
its unfairness can be quantified.

Let us provide a real-life example to explain our model:

Example 1. Anna is a young researcher who wants to buy a house
and decides to apply for a loan. She got a permanent contract two
months ago, has a good income, and likes cinema, open-air sports,
and visiting museums. The bank Al system analyzed Anna’s finan-
cial profile, non-sensitive information, bank account transactions,
and income data and decided to deny the loan. At this point, our
system comes into play to discover whether the decision is affected
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by bias. It acquires all of Anna’s non-sensitive data exploited by the
Al bank system and starts to generate counterfactual samples. Con-
sequently, Anna’s profile is slightly changed regarding employment-
contract duration, monthly income, and recurrent transactions until
the new counterfactual profile gets a favorable decision by the Al
system and the loan is approved. Anna’s new profile is now used to
feed the sensitive-feature classifier. The sensitive classifier decides
that Anna’s original profile belongs to the female class, but the new
counterfactual profile belongs to the male class. This demonstrates
decision bias since, even though the system does not exploit sensi-
tive features and does not know Anna’s gender, it classifies Anna’s
counterfactual profile (who gets the loan) as belonging to the (privi-
leged) male class.

To summarize, we propose an approach for detecting bias in ma-
chine learning models making use of counterfactual reasoning, even
when those models are trained without sensitive features, i.e., the
setting known as Fairness Under Unawareness [8, 29]. In detail, our
work aims to answer the following research questions:

e RQ1: Is there a method for determining whether a dataset contains
proxy features or not?

e RQ2: Does the Fairness Under Unawareness setting ensure that
decision biases are avoided?

e RQ3: Is counterfactual reasoning effective for discovering deci-
sion biases?

e RQ4: Is it possible to define a strategy for identifying the proxy
features?

The remainder of the paper is organized as follows: Section 2 pro-
vides an overview of the most relevant research in the fields of fair-
ness and counterfactual reasoning, Section 3 introduces the prelim-
inaries, Section 4 depicts our methodology, Section 5 describes the
experimental evaluation, Section 6 discusses the results, and the con-
clusion and future work are drawn in Section 7. Code is available
at: https://github.com/giandos200/ECAI23.

2 Related Work

The section illustrates the most significant studies on fairness under
unawareness and counterfactual reasoning research.

Fairness, Fairness Under Unawareness, and Proxy Features. In
machine learning research, fairness is a well-studied topic with a con-
siderable body of knowledge to draw from [2, 35, 14]. In fact, due
to the critical impact of decision-making on people’s lives (e.g., Fi-
nancial Services, Education, and Health), the use of sensitive charac-
teristics is strictly prohibited. While designing the decision-making
algorithm not to leverage sensitive information is simple, assuring
the same accuracy as before and demonstrating that the predictor is
unbiased, despite the absence of such sensitive characteristics, is an-
other matter [7, 12, 13].

The system may infer sensitive features from variables, i.e. proxy
variables, that nonetheless represent protected characteristics, even
if the user does not explicitly give sensitive information. The mod-
els that infer sensitive features from proxy variables are known as
“probabilistic proxy models" [8, 6]. The majority of the approaches
for identifying proxy features proposed in the literature rely on strate-
gies for determining multicollinearity between variables [1, 39]. The
relationships, however, may not be linear. Cosine similarity and mu-
tual information are the most commonly employed methods in this

scenario, according to Agarwal and Mishra [1]. Chen et al. [8] stud-
ied the relationship between proxy features, sensitive variables (i.e.,
geolocation and race), and classifiers threshold. Fabris et al. [20] use
a quantification approach to measure group fairness in an unaware-
ness setting.

Counterfactual Reasoning. Counterfactual reasoning is a flour-
ishing field in artificial intelligence research [22, 30, 13]. This re-
search was initially born to investigate causal links [34], and today it
can count on several contributions [21]. Most of them define and em-
ploy counterfactuals as helpful tools to explain the decisions taken
by modern decision support systems. The study that takes the first
steps from the same motivations was conducted by Kusner et al. [28]
which proposed a Counterfactual metric. The metric exploits causal
inference to assess fairness at an individual level by requiring that a
sensitive attribute not be the cause of a change in a prediction. In the
same direction, Wu et al. [38] propose a bounded linear constrained
optimization of countefactual faireness addressing the limitation of
Kusner et al. [28] work. For what concerns the risk assessment do-
main, Mishler et al. [31] put forward a similar working hypothesis. In
detail, they propose a counterfactual equalized odds ratio criterion to
train predictors operating in the post-processing phase. They extend
and adapt previous post-processing approaches [23] to the counter-
factual setting.

QOur Contribution Differently from the majority of the recent
studies, our investigation aims to leverage a counterfactual genera-
tion tool to reveal the presence of implicit biases in a decision support
system seen as a black box. Interestingly, this motivation is similar to
Bottou et al. [5]. Indeed, we both aim to answer the question: "How
would the system have decided if we had replaced some user charac-
teristics?". The paper focuses on exploiting possible system behavior
changes in real-life applications of minimal intervention. In contrast,
our contribution focuses on the same work philosophy but on exploit-
ing possible unethical consequences of machine learning systems.
Beyond this commonality, the two studies differ significantly as Bot-
tou et al. [5] focus on measuring the fidelity level of the system.

3 Preliminaries

This section introduces the notation adopted hereinafter.

Data points: We assume the dataset D is an m-dimensional space
containing n non-sensitive features, [ sensitive features, and a target
attribute. In other words, we have D C R™, withm =n+ 1+ 1.!
A data point d € D is then represented as d = (x,s,y), with
x = (x1,®2,..., Tn) representing the sub-vector of non-sensitive
features, s = (s1, $2, ..., s1) the sub-vector of sensitive features and
y being a binary target feature. Given a vector of sensitive festures,
Vs; € s, s; refers to the unprivileged group and s to the privileged
group of the ¢-th sensitive feature.

Proxy Features: p; C x is a subset of features for a sensitive feature
s; such that there exists a function A(-) which can estimate s; (i.e.,
h(pi) = s).

Target Labels: Given a target feature y € {0,1}, y = 1 is the posi-
tive outcome and y = 0 is the negative one.

Outcome Prediction: § € {0, 1} represents the prediction forx C d
estimated by f(-), a function such that f(x) = g.

1 Without loss of generality, we assume that categorical features can always
be transformed into features in R via one-hot-encoding.
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Sensitive Feature Prediction: §; € {—, +} represents the predic-
tion of the ¢-th sensitive feature for a given data point estimated by
fs;(+), afunction s.t. f, (x) = §;.

Counterfactual samples: Given a vector x and a perturbation € =
(€1, €2, ..., €n), we say that a vector cx = (Cz, Cag,y ..., Ca, ) = X+€
is a counterfactual (CF) of x if f(cx) = 1— f(x) = 1—g. We use the
set Cx, with |Cx| = k, to denote the set of possible counterfactual
samples for x. A function g(x) is used to compute k counterfactuals
for x.

For simplicity, we denote f(-), fs,(-), and g(x) as the Decision
Maker, the Sensitive-Feature Classifier, and the Counterfactual
Generator respectively.

4 Methodology

The fairness under unawareness setting (see Section 2) poses sev-
eral challenges to the identification of discriminatory behaviors per-
formed by intelligent systems. Proxy traits can be non-linearly asso-
ciated with sensitive ones, making typical statistical procedures in-
effective. Figure 1 depicts the principal components of our model,
namely the Decision-Maker, the Counterfactual Generator, and the
Sensitive-Feature Classifier, as well as the flow of our pipeline. As
a relevant case study, we refer to the financial domain, considering
the tasks of predicting loan-repayment default. However, focusing on
this specific domain does not compromise the model generality.

Example 2. Let us imagine that some users with certain charac-
teristics apply for a loan (see Figure 1). The Decision Maker an-
alyzes their requests and computes a positive or negative decision.
If a request is denied (e.g., for users 2 and 3), the counterfactual
generator starts to produce a series of counterfactuals until it gets
a positive decision (§ = 1, loan accepted). In the example, only
two counterfactuals for users 2 and 3 are generated. Once the deci-
sion has been changed, the Sensitive-Feature Classifier analyzes the
original characteristics of users’ 2 and 3 profiles and the newly gen-
erated counterfactuals to assess how many counterfactuals changed
the sensitive-feature gender. User 2 was originally classified as fe-
male and, then, as male for both counterfactuals (profile with coun-
terfactual changes for getting loan approval). For user 3, this does
not happen, the gender classification is the same before and after the
counterfactual changes (loan approved).

To define a discrimination score of a given decision model, we pro-
pose a metric that we call Counterfactual Flips providing a snapshot
of the discriminatory behavior the model might put in place.

Definition 1 (Counterfactual Flips). Given a sample x belonging
to a demographic group s whose model output is denoted as f(x),
generated a set Cx of k counterfactuals with a desired y* outcome
f(ck) = y* Vci € Cx, the Counterfactual Flip indicates the
percentage of counterfactual samples belonging to another demo-

graphic group (i.e., fs (c;) # fs(x), with fs(x) = s).

SF L (A(ed)

CFlips(x, Cx, fs(+)) = "

()]
where the function 1 (c%) correspond to:

iy 1 i fa(el) # fo(x) £

He = {0 it fu(eh) = fo(x) = s @

and it measures if a counterfactual sample is linked with a Flip, i.e. a
change, for the sensitive characteristic.

The bigger the CFlips value is, the stronger the biases and the dis-
crimination the model suffers from. In Example 2, C Flips = 1 for
user 2, and C'Flips = 0 for user 3, thus the sensitive classification
changed 2 out of 2 CF samples for user 2 and 0 out of 2 CF sam-
ples for user 3, unveiling implicit bias in the Decision Maker in favor
of male characteristics. Therefore, we can introduce the proposed
Counterfactual Fair Flips desiderata.

Definition 2 (Counterfactual Fair Flips). -A binary classifier shows
Counterfactual Fair Flips if the probability of generating Counterfac-
tual samples belonging to a different demographic group (privileged
vs unprivileged) is the same:

P(fo(Cp|,_) # 5™ | F(Cp) ) =P(fs(Cp| ) #5" | f(Cp| )
3)
which implies the complement:

P(fs(Cp|, ) =5 | (o)) =P(fs(Cp| ) =" | (Cp) ,))
(C)]

In our work, we only take into account samples negatively pre-
dicted by the Decision Maker (i.e., f(x) = 0), that we denote as
X~ C D, as we are interested in quantifying the discrimination
of the minority group (e.g. women) in the process to achieving a
positive counterfactual result (i.e., f(cx) = 1 A fs(ex) # s). For
the set of samples X', the metric in Equation 1 can be generalized
to the privileged and unprivileged group (Equation 5 is restricted to
the privileged samples negatively predicted, while Equation 6 is re-
stricted to the unprivileged samples negatively predicted).

32721 CFlips(x4,Cx; , £ (+))

Privileged {CFUPS = EIR withx € X[,
st
()]
) L CFlips(x;,Cac; » f (- ) _
Unprivileged {Cths =X llfj<_x = () Githx € X

(0)

Definition 2 requires that the quantities of counterfactuals flipped

in equations 5 and 6 must be equal. Thus, we are interested in the dif-

ference between the result of the two equations, i.e. ACFlips, being
close to zero.

5 Experimental Design

This section provides the description of our experimental settings,
designed to answer the four RQs outlined in Section 1.

Table 1: Adult, Adult-debiased, Crime, and German datasets’ char-
acteristics. |n|* correspond to the number of non-sensitive features,
and |n|" to the number of feature w/o the sensitive one (i.e., gender
and crime).

Dataset Split |D]| [n|f Target (Y) Y =1
Adult Train 40699 13 income > $50, 000
Test 4523 13 income > $50, 000
Adult-debiased Train 40699 6 income > $50, 000
Test 4523 6 income > $50, 000
Crime Train 1794 98 Violent State <median
Test 200 98 Violent State <median
German Train 900 17 credit score Good
Test 100 17 credit score Good

Datasets. Experiments have been conducted on three state-of-the-
art (SOTA) datasets, used as benchmarks in several works [3, 16, 35,
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Figure 1: An example of a loan-approval decision process analyzed through our model. From left to right, we have the decision made on the
original user profiles, the counterfactual generation for users with loan denied, the sensitive-feature classification of the original profile, and
counterfactual profiles with the decision changed. For user 2, both counterfactual profiles change the sensitive-feature category.

15]. These are: Adult [27], a real-world dataset used for income pre-
diction,> German [24], a real-world dataset for default pr«:diction,3
and Crime [36], a real-world Census dataset for violent state predic-
tion* (i.e., a state is violent if the number of crime in a state is higher
with respect to the median(|Cx|) of all the states). We point to the
reader attention that the privileged and unprivileged have been cho-
sen based on the ex-ante Statistical Parity in Table 2 (i.e., if positive,
the first group is the privileged, otherwise the second). For Adult and
German, the sensitive attribute we considered is gender, with male
and female corresponding to the privileged and unprivileged group
respectively. For the Crime dataset, the sensitive attribute we con-
sidered is the race that indicates the race with the largest number of
crimes committed in a specific state. As a second sensitive feature,
for Adult, we chose maritalStatus, with married and not married as
privileged and unprivileged, and for German, we chose age as > 25
years and <= 25 years as privileged and unprivileged [25]. In this
dataset, each sample consists of the name of the state and the number
of crimes associated with each race, i.e., white, black, asian, and his-
panic. For our task, we split races into two groups White and Others
where Others groups the crimes of Black, Asian, and Hispanic races
[3]. The privileged group is the White one, and the unprivileged is
Others (i.e., Blacks, Asians, and Hispanics).

Regarding the Adult dataset, we decided to create two settings:
(a) - Adult: the original dataset where we only discarded the sensi-
tive features gender and marital-status; (b) - Adult-debiased: where
we remove all the sensitive features (i.e., gender, age, marital status,
and race), and all the features highly correlated with at least one of
the sensitive features.’ As regards the non-sensitive features used for
training the models, we used: education num, occupation, work class,
capital gain, capital loss, hours per week. Furthermore, the feature
work class has been condensed into three classes: Private, Public,
and Unemployed. We replaced the categories in work class Private,
SelfEmpNotinc, SelfEmplnc, with Private, the categories Federal-
Gov, LocalGov, StateGov, with Private, and the category WithoutPay
with Unemployed. This diversification ensures coherence with the
fairness under unawareness setting and makes possible comparisons
with completely biased approaches. As for the Adult dataset, Ger-
man contains other sensitive characteristics (i.e., age and race) that
we do not include for learning the model to guarantee the fairness
under awareness setting. Additional information on the datasets, tar-

2 Adult: https://archive.ics.uci.edu/ml/datasets/adult

3 German: https://archive.ics.uci.edu/ml/datasets/statlog+(german-+credit+
data)

4 Crime: https://archive.ics.uci.edu/ml/datasets/US+Census+Data+(1990)

5 Both Spearman and Pearson’s correlation coefficient greater than 0.35.

get distribution, sensitive-feature distribution, and ex-ante Statistical
Parity are available in Table 1 and Table 2.

Table 2: Overview of relevant dataset information, including sensitive
feature distribution, target distribution, name of privileged group, and
ex-ante Statistical parity respectively for the Adult, Adult-debiased,
German, and Crime datasets.

Dataset s privileged (s 1) ®(s)!  ®(Y)IT  ex-ante SP*
Adult gender male 0.68/0.32 0.25/0.75 0.199
maritalStatus married 0.48/0.52  0.25/0.75 0.378
Adult-deb. gender male 0.68/0.32  0.25/0.75 0.199
maritalStatus married 0.48/0.52  0.25/0.75 0.378
Crime race white 0.58/0.42  0.50/0.50 0.554
German gender male 0.69/0.31 0.70/0.30 0.075
age > 25 year 0.81/0.19  0.70/0.30 0.149

T Probability distribution of the privileged and unprivileged group:
P(st)/P(s™)
1 Probability distribution of the target variable:
. Py=1)/P(y=0) o
* A priori Statistical Parity, based on Independence criteria:
Ply=1]s")—Ply=1]|s")

Decision Maker. To keep the approach as general as possible, we

have chosen seven largely adopted learning models to handle the
classification task and implement the Decision Maker. In detail, we
used: Logistic Regression (LR), Decision Tree (DT), Support-Vector
Machines (SVM), LightGBM (LGBM), XGBoost (XGB), Random
Forest (RF), and Multi-Layer Perceptron (MLP). We completed our
analysis with three in-processing debiasing algorithms, Linear Fair
Empirical Risk Minimization (LFERM) [16], Adversarial Debias-
ing (Adv) [41], and Fair Classification (FairC) [40]. Those debiasing
models have not been casually chosen, but they are consistent with
the fairness under unawareness setting. Indeed, those models can not
use sensitive features in the inference phase and can be trained only
on non-sensitive features (i.e., x), using the sensitive features (i.e.,
s4) as debiasing constraints.

Counterfactual Generator. For the sake of reproducibility and
reliability, the counterfactuals are generated by a third-party counter-
factual framework. We used DiCE [32, 33], an open-source frame-
work developed by Microsoft. DiCE not only offers several strategies
for generating counterfactual samples but also is a model-agnostic
approach. Furthermore, it is built upon Proximity, Sparsity, Diver-
sity, and Feasibility constraints. We used the Genetic and KDtree
strategies. The number of counterfactuals generated for each nega-
tively predicted sample is equal to 100 (i.e., |Cx| = 100). We tried to
use another agnostic generator, MACE [26], but the only compatible
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models are LR, DT, RF, and MLP (only for a 10-neuron single layer).
Moreover, MACE never managed to generate the required number of
counterfactuals making the analysis impractical.

Sensitive-Feature Classifier. This component plays a crucial role
in our methodology since it allows the system to discover discrimi-
natory models. For each sensitive feature, a classifier is thus learned.
We exploited RF, MLP, and XGB for implementing this component.

Metrics. We evaluate the classifiers’ performance with confu-
sion matrix-based Accuracy (ACC) and F1 metrics, the Area Un-
der the Receiver Operative Curve (AUC), and separation fairness
metric Difference in Equal Opportunity® (DEO).

Split and Hyperparameter Tuning. The datasets have been di-
vided with the 90/10 train-test split hold-out method. We restricted
the test set to 10% due to computational cost of generating coun-
terfactual samples for each data point. The Decision Maker and the
Sensitive-Feature Classifier models have been tuned on the training
set with a Grid Search 5-fold cross-validation methodology, the first
optimizing AUC metric and the latter optimizing F1 score to prevent
unbalanced predictions on the sensitive feature.

6 Experiments and discussion

The Section introduces the experiments and answers the RQs. The
analysis of the results will be limited to XGB as f,(-) due to space
constraints.

Table 3: AUC, Accuracy, and F1 score on the Adult, Adult-debiased,
Crime, and German test set of the Sensitive Feature Classifiers. We
mark the best-performing method for each metric in bold font.

Js()

Dataset s metric RF MLP XGB
AUC 0.9402 0.9363 0.9413

Adult gender ACC 0.8539 0.8559 0.8463
Fl1 0.8900 0.8914 0.8769

. AUC 0.8028 0.8010 0.7896
Adult-debiased gender ACC 0.7482 0.7480 0.7444
Fl1 0.8274 0.8227 0.8106

. AUC 0.9885 0.9893 0.9910
Crime race ACC 0.9500 0.9450 0.9450
Fl1 0.9576 0.9532 0.9532

AUC 0.7106 0.5091 0.7139

German gender ACC 0.7300 0.6900 0.6900
Fl1 0.8344 0.8166 0.7704

Is there a method for determining whether a dataset contains
proxy features or not? (RQ1) This experiment aims to assess how
well the sensitive-feature classifier can identify if a subject belongs
to the privileged or unprivileged group, without exploiting sensitive
features in the training phase. We trained a sensitive-feature classifier
for each dataset. The investigated sensitive features are gender or
race and results are shown in Table 3.

e The first observation is that every Sensitive-Feature Classifier
shows to be accurate for all the datasets. Among them, XGB ex-
hibits the best performance in terms of AUC while RF shows the
most promising ACC and F1 performance. For the Adult, Adult-
debiased, and Crime datasets, MLP performance is comparable to
XGB and RF, while shows a low AUC on the German dataset. We

SDEO=|P(Y=1|S=1,Y=1)-P(Y=1|5=0,Y =1)|

recall we seek models with high F1 and AUC since it indicates
that the classifiers provide accurate and balanced predictions.

e The careful reader may have noticed that, on the Adult-debiased,
the sensitive-feature classifiers exhibit the worst performance (in
comparison with the original Adult dataset). This behavior is due
to the debiasing process, as the Adult-debiased dataset has been
deprived of features highly correlated with the sensitive ones.
Noteworthy, the prediction capability remains high despite the ab-
sence of sensitive and sensitive-correlated features.

Final comments. Results show that, due to proxy features, it is possi-

ble to train a classifier able to predict sensitive characteristics. More-

over, it is still possible to predict sensitive information even when
only low correlated features with the sensitive information are avail-
able (i.e., Adult-debiased).

Does the Fairness Under Unawareness setting ensure that de-
cision biases are avoided? (RQ2) The Fuairness Under Unaware-
ness setting aims to ensure fair treatment by removing sensitive fea-
tures from training data. However, as demonstrated previously, it is
possible to predict sensitive information due to proxy features. Be-
fore evaluating fairness metrics, we evaluated the accuracy perfor-
mance of the classifiers exploited to implement the Decision Maker.
e Table 4 indicates that all classifiers work well in terms of accu-

racy metrics. However, as expected, adopting Fairness Under Un-
awareness — i.e., removing all the sensitive information and, for
Adult-debiased, also removing highly correlated features — has
caused a worsening of the performance for all the classifiers (see
the comparison between Adult and Adult-debiased results). This
observation suggests that sensitive and sensitive-correlated infor-
mation may be “necessary” to predict the target label correctly.
Table 4 reports the fairness evaluation computing the Difference
in Equal Opportunity (DEO). It is worth noticing that removing
the considered sensitive information (i.e., gender and race) has not
improved model equity. This result shows that not removing proxy
features makes the Fairness Under Unawareness setting useless
since the model can implicitly learn them. A clear example is the
Adult-debiased dataset, where DEO values are generally better
than on the Adult dataset. However, some degree of discrimination
is still present due to non-linear proxy features. Furthermore, de-
spite adopting the in-processing debiasing constrained optimiza-
tion, the debiased Decision Maker does not seem to improve fair-
ness performance consistently.
Final comments. The classifiers seem to be affected by discrimina-
tion even when the sensitive information is omitted. Accordingly, im-
posing Fairness Under Unawareness setting is not sufficient to avoid
decision biases and discrimination.

Is counterfactual reasoning effective to discover decision biases?
(RQ3) This experiment aims to unveil potential decision biases by
counterfactual reasoning. Figure 2 reports the CFlips values (see
Definition 1) for each classifier and category — i.e., privileged, see
Eq. 5, and unprivileged, see Eq. 6, with XGB as fs(-). The met-
ric tells us how frequently a change in the decision (from negative to
positive) for a sample is followed by a change in the sensitive-feature
classification (e.g., from female to male and vice-versa).

e The proposed metric seems to operate as expected since some
hidden discriminatory behaviors emerge. For instance, the coun-
terfactuals belonging to the unprivileged category, i.e., female or
others, have a much higher CFlips than counterfactuals of priv-
ileged samples, i.e., male or white. This high percentage of flips
for the unprivileged category means that the counterfactuals for
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Figure 2: CFlips (i.e., Counterfactual Flips, see Definition 1) for samples of the unprivileged and privileged sensitive group. The groups are
others (s~ ) and white (sT) for the Crime dataset, and female (s~) and male (s™) for the Adult, Adult-deb, and German dataset.

Table 4: Accuracy, DEO, and ACFlips (%) metrics with XGB as fs(+) on the Adult, Adult-debiased, Crime, and German test set. We mark the
best-performing method for each metric in bold font.

Adult (gender) Adult-debiased (gender) Crime (race) German (gender)
ACFlips | ACFlips | ACFlips | ACFlips |
jiO) ACCT DEOJ Genetic KDtree ACCT DEOJ] Genetic KDtree ACCtT DEOJ Genetic KDtree ACCT DEOJ] Genetic KDtree
LR 0.8099  0.0546 67.05 76.03 | 0.7367 0.0695 40.02 8.37 | 0.8700 0.3294 81.70 78.76 | 0.7600  0.1400 11.89 35.65
DT 0.8161  0.0760 70.23 77.14 | 0.8017 0.0492 39.65 12.74 | 0.8200 0.4039 72.80 66.25 | 0.7600  0.0500 21.61 2243
SVM 0.8541  0.0644 73.99 79.35 | 0.8061 0.0353 18.27 11.66 | 0.8700 0.3843 79.17 75.15 | 0.7600  0.0300 38.64 37.29
LGBM  0.8658 0.0379 70.87 78.40 | 0.8371 0.0470 56.16 59.11 | 0.8400 0.2824 78.22 76.52 | 0.7500 0.1900 3.54 28.54
XGB 0.8698 0.0635 70.40 78.42 | 0.8375 0.0400 69.02 59.22 | 0.8500 0.2941 78.89 76.79 | 0.7900 0.0400 7.85 32.37
RF 0.8534  0.0216 73.09 76.68 | 0.8267 0.0703 71.12 83.87 | 0.8400 0.2824 70.23 68.19 | 0.7600  0.0800 15.44 37.17
MLP 0.8494  0.0529 71.32 77.95 | 0.8156 0.0173 92.38 89.37 | 0.8650 0.3294 76.41 75.22 | 0.7600  0.0300 29.07 29.00
LFERM 0.8428 0.0194 32.40 68.25 | 0.7953 0.0179 39.67 60.55 | 0.8400 0.2941 68.68 63.69 | 0.7200  0.0200 24.24 23.23
ADV 0.8512  0.1399 7.96 53.90 | 0.8196 0.0326 33.17 85.81 | 0.8100 0.1882 74.09 74.12 | 0.7300 0.2200 18.46 31.51
FairC 0.8395  0.2451 38.72 36.27 | 0.8054 0.0529 80.12 72.24 | 0.7500 0.1373 27.06 18.40 | 0.7400 0.0500 23.94 30.81
the female (and "others" race) group must show male (and white) Adult gender

characteristics to get a positive decision. In this respect, Adult
and Crime are characterized by the highest CFlips values and the
largest difference between the privileged and unprivileged groups
(see Table 4). We underline that CFlips and ACFlips results com-
plement, they explain (e.g., highlighting if privileged group char-
acteristics lead to a positive outcome) but also overturn the DEO
metric in Table 4, shedding light on how the discriminatory clas-
sifiers work.

e The debiasing models perform particularly well (see the DEO met-
ric in Table 4) on datasets where sensitive features can be eas-
ily identified, i.e., the datasets characterized by accurate sensitive-
feature classifiers. Notwithstanding, the ACFlips in Table 4 high-
lights that a certain degree of discrimination persists for the
datasets 1) with features with a low correlation with the sensitive
features or ii) composed by just a few samples. For instance, for
the Crime dataset, even though all the sensitive-feature classifiers
exhibit high accuracy, only FairC succeeds in decreasing discrim-
ination at the expense of a significant loss in accuracy.

e The Adult-debiased dataset shows a smaller number of CFlips
than Adult, especially for LR and SVM. However, even the most
accurate XGB and LGBM show an evident discrepancy between

ACFlips(X ™)
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Figure 3: Ablation study at different number of generated CF (i.e.
| Cx |) for each sample with Genetic strategy. For Adult, we also
investigate a second sensitive feature (i.e., marital-status).

the privileged and unprivileged groups. This might indicate that
both classifiers learned correlations between the proxy features
and the target. The German dataset has a similar trend with MLP
and SVM as the most affected by unfairness. Finally, German’s
small test set size and the low accuracy of XGB as f(-) drive
MLP, and LFERM to have O flips in the female category.

Figure 3 analyzes the impact of the number of generated coun-
terfactuals and the validity of the metric ACFlips when different
sensitive features are present in the same dataset. The figure shows
that the values of ACFlips are stable and reliable if the metric is
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computed on at least 20 counterfactuals for each sample. A dif-
ferent behavior can be observed for LFERM in Adult-gender and
FairC in Crime-race that start with an optimal performance, and
then their ACFlips increases linearly. This trend needs further
investigation, but it could be related to the higher number of coun-
terfactuals. Indeed, with several counterfactuals, some could be
farther from the original sample, and this distance probably entails
a higher ACFlips. However, in fairness research, measuring the
distance of a sample from the decision boundary of the classifier
is a timely challenge [18]. It is worth mentioning that the analysis
can be conducted for different features on the same dataset, even
when it contains more than one sensitive feature (see gender and
maritalStatus plots for Adult dataset).

Table 5: Leveraging different sensitive-feature classifiers (i.e., RF,

posterior conditional probability of predicting a counterfactual sam-
ple and the original sample as belonging to the privileged group (i.e.,
0 = P(fs(cx) = 1lex) — P(fs(x) = 1]x)). We can identify the
most influential features for fs(-) evaluating the Pearson correlation
between € and J: p(e, d) (a demonstrative example in Table 6). In
Figure 4 we can find the top-6 most correlated features with a Flip in
fs(+) with MLP as f(-) decision boundary for the generation of cx
and also as fs(-) for the Adult-debiased dataset. A negatively cor-
related feature (e.g., Adm-Clerical) is a feature that has an opposite
direction respect P(§ = 1 | x) while a positively correlated one
(e.g., hours per weeek) has the same direction.

Table 6: Demonstrative example of p computation based on € and §
for a numeric and categorical feature of Adult-debiased dataset.

X . - i dinal  Cat orkelass d
MLP, and XGB) and testing CFlips metrics. As expected, for Adult flu;mn'c " Of i i 2 eiorz[,(wr ¢ m;) . Pl 1lm) fe;l er
and Crime datasets whose classifiers perform accurately, the differ- capital gain education-n. Private Public Unemploye (6 =lz)
ences in the predictions of CFlips are negligible. Cx; 5000 6 L0 0]fs(exy) 0.7
x1 2000 2 0 o0 1 (x1) 0.1
ACFlips exq 3000 4 1 0 18, 0.6
RF MLP XGB Coy 2800 5 0 1 0|fs(cx,) 03
Dataset s ji0) Genetic KDtree Genetic KDtree Genetic KDtree X2 600 5 1 0 olf S(xs 07
LR 6735 7609| 6675 7528| 67.05 7603 Ex2 2200 o 1 O[dx, 04
DT 70.10 77.16| 70.07 77.14| 7023 77.14 -
SVM 74.03 79.33| 7399 79.82| 73.99 79.35 €x 1200 -1 0 1 -1]6x -0.6
Adult nder LGBM 70.72  78.40 7026  77.57 70.87  78.40 3 3
gender xGB 7034 7859| 69.54 77.42| 7040 7842 p(e, ) 0.91 093 078 -0.99 20.36
RF 7324  77.01 7225 75.68 73.09 76.68
MLP 7117 7786| 7124 77.80| 7132 77.95
LFERM  32.15 68.13 3233 67.86 3240 68.25
ADV 436 5370| 425 5380| 7.96 53.90 hours per week -] 057 |
FarC 4309 35.86| 4351 3578| 3872 3627 docationnum | o5 i
BT pas deod| anr n3| 1% dess pom e Ocepnion | —0-2 ] i
SVM 7902 7531| 8360 8336| 7829 75.15 Free manageril (Occupation) EJo.ss i
Crime race LGB 7823  76.65| 82.07 85.11| 77.82 76.52 Craft-repair (Occupation) | [ Jost L
XGB 78.93 76.84 81.46 85.35 78.52  76.79 Priv-house-serv (Occupation) | —0.29 :l =
RF 70.27 68.12 72.87 73.84 69.32  68.19 - - - -
MLP 7690 74.66| 8232 8231| 76.04 7522 -t —0.5 0 0.5 L
LFERM 6842 63.85 71.16 7144 68.32 63.69 p(e, 6)
ADV 7451 74.10| 7442 81.80| 73.62 7412
FairC 25,50 17.60| 31.77 25.13 25.46 18.40

e Table 5 extends the analysis to different f(-) (for the sake of
space, the previous experiments adopted XGB as f,(-)). The re-
sults show that, also for Adult and Crime, the proposed metric is
stable and reliable.

e The counterfactual generation strategies reveal some important
findings: there exist similar real samples (i.e., similar people) for
which the switch to the privileged group led to a positive outcome.
Indeed, KDtree searches among dataset samples —i.e., cx € D —
thus CFlips > 0 is critical. Genetic strategy, instead, analyzes the
unexplored space and confirms the discriminatory behavior.

Final comments. In the various plots emerges that the unprivileged

samples, to achieve favorable decisions, must take on the character-

istics of privileged samples. The results demonstrate that counterfac-
tual reasoning effectively discovers decision biases and complements

SOTA fairness metrics.

Is it possible to define a strategy for identifying the proxy fea-
tures? (RQ4) In RQI, we highlighted how it is possible to deter-
mine if a dataset contains proxy features. Here, we define a strat-
egy to identify them in the dataset. A counterfactual cx can be seen
as a perturbation from a starting sample x of a quantity € (i.e.,
cx = X + ¢). For a numerical or ordinal feature ¢, €¢; can be ex-
pressed as the difference between the counterfactual and the feature
of the sample c., —x;. For a categorical feature j, €; can be expressed
in a one-hot encoding form as -1 to the category that is removed and
1 to the category that is engaged. Let be ¢ the difference between the

Figure 4: Top-6 most correlated features with a gender Flip (i.e.,
p(€,0)) on the Adult-debiased dataset with Genetic strategy as g(x)
and MLP as both f(-) and fs(+).

7 Conclusion and Future Work

In the context of fairness under unawareness, where the sensitive in-
formation is omitted, Decision Makers can often be biased as they
leverage proxy features of sensitive ones. In this work, we present
a novel methodology to detect bias in Decision-Making models by
analyzing the sensitive behavior of (counterfactual) samples belong-
ing to the positive side of the decision boundary. In detail, we exploit
three different counterfactual generation strategies to do so. Specif-
ically, the newly generated counterfactuals could belong to another
sensitive group, thus suggesting potential discrimination in the deci-
sion process. To comprehensively assess the proposed methodology,
we conducted experiments with ten decision makers (including state-
of-the-art debiasing models) and three sensitive-feature classifiers.
To measure the extent of the discriminatory behavior, we introduce
a new metric to find how many counterfactuals belong to another
sensitive group. The contribution of this work is manifold: (i) we
demonstrate that fairness under unawareness assumption is not suf-
ficient to mitigate bias, (ii) we propose a methodology for the bias
auditing task, (iii) we show that counterfactual reasoning is an effec-
tive methodology to unveil the bias, and (iv) we define a procedure
to identify proxy features leveraging counterfactual reasoning. In the
future, we plan to define a strategy to generate fair and actionable
counterfactual samples with the aim of developing a model that could
be effectively fair in the context of fairness under unawareness.
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